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Week Date Teaching Attended

2 18/11/10 Lab 1: Windows Services/Toolkit 1

Aim: The aim of this lab is to investigate the discovery and configuration of services within
Windows. It uses the Windows 2003 VM image (WINDOWS2003).

Time to complete:
4/5 hours (Two supervised hours in B.56 and two/three additional hours, unsupervised).

Activities :
1 Complete Lab 1: Windows Services/Toolkit .

Learning activitie s:
At the end of these activities, you should understand:

1 How to define services in Windows.
1 How to call -up configuration commands from a toolkit.

Reflective statements (end -of-exercise):
How does the VM image setup itself up so that it can access the Inernet, and that the local
host can access the services within it?

What are the key Windows commands used to discover the services which are being run?

What are the key folder locations for Windows services?

Source code used:

http://buchananweb.co.uk/toolkit.zip
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http://buchananweb.co.uk/toolkit.zip

1 Lab 1: Windows Services/Toolkit

1.1 Details

Aim: To provide a foundation in setup and consuming Windows services, and to
start creating a toolkit which will be built -up over the next seriesof labs.

1.2 Windows Services

8 On-line demo:
http://buchananweb.co.uk/adv_security_and_network_forensics/threat01/threat01.htm

PART A. This part of the lab has two elements: the host machine (DESKTOP) and the
Windows vi rtual image (WINDOWS2003).

L1.1 Run the Windows Server 2003 virtual image (User name: Administrator, Pass-
word: napier). Within the virtual image, run the command prompt and
determine its IP address using IPCONFIG.

F What are the IP addresss of the server and the network address which will be
used to connect to the virtual image:

L1.2 From DESKTOP, ping WINDOWS2003, and vice-versa.

SERVICE: Web
L1.3 In WINDOWS2003, go to the folder c:\ inetpub\ wwwroot.

F What are the names of the files in this folder:

L1.4 From WINDOW?2003, run netstat +a, and determine the services that are run-
ning.

F List some of the services:

L1.5 From your host, connect to the Web Server from DESKTOP using
http://w.x.y.z , where w.x.y.z is the IP address of WINDOWS2003 (FigurelL1.1).
Repeat this using:
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http://w.x.y.z/

telnet w.x.y.z 80
and then enter:

GET liisstart.htm

F What is the result, and how does it relate to accessing the home page of the
Web server?

L1.6 On WINDOWS2003, using Microsoft Web Developer Express, open up the
c\ inetpub\ wwwroot Web folder, and Add a New Item to create your own
home page. Next modify iisstart.htm so that it has a link to your home page.
The home page should be:

My Home Page

This is a sample ASP.NET page. Click [here] to return to the default home file.

F Can you access this page from the host (DESKTOP)?

F On WINDOWS2003, go to C:\ WINDOWS \ system32 LogFiles\ W3SVC1 What
is the contents of the folder, and what do the files contain?

F How might these | og files be used to trace malicious activity?

SERVICE: Telnet

L1.7 From your host, connect to the Telnet Server from DESKTOP using telnet
X.y.y.z, where w.x.y.z is the IP address of WINDOWS2003. Login in with A d-
ministrator (password: Napier).

F What is the default home folder for Telnet on WINDOWS2003:
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http://w.x.y.z/

OUPUwi UOOwW3I1 OO0 UOWUUDOT wWUT 1T w?i RDPU2 WEOOOEOES

@, SFC (Final Test) - Mozilla Firefox ‘ | (S e S

File Edit View Histery Bookmarks Toels Help

& - - @ {1} O httpy//19216875132/ »| B [T-]600gc

Advanced Security

This is the Advanced Security home page, and is running from an 115 server. The default

Material home page is isstart.htm. Please change this file for an updated home page.

Home

P T 3

Done

Figure L1.1 HTTP connection

SERVICE: FTP

L1.8 From your host, connect to the FTP Server from DESKTOP usingftp://w.x.y.z
where w.x.y.z is the IP address of WINDOWS2003 (Figure L1.2). Repeat tis
using:

telnet w.x.y.z 21

and then enter the commands in bold (and note the commands that you get be-
side the sample return ones):

220 Microsoft FTP Service

USER Administrator

331 Password required for Administrator.
PASS napier

230 User Administrat or logged in.

SYST

215 Windows_NT

TYPE |

200 Type set to I.

PASV

227 Entering Passive Mode (192,168,75,132,4,65).
LIST

Now FTP opens up a port for the data transfer. This is calculated from the last
two digits of the Passive Mode response (227 response)lt is calculated as four
times the second last digital plus the last digital. So, in this case, it is:
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ftp://w.x.y.z/

Port = 4*256+65 = 1089

Next open up the data transfer by creating a new Telnet connection, such as:

telnet w.x.y.z 1089

F Can you access this pagdrom the host?

F On WINDOWS2003, go to C:\ WINDOWS\ system32 LogFiles\ MSFTPSVC1

What is the contents of the folder, and what do the files contain?

F How might these log files be used to trace malicious activity?

Index of ftp://192.168.75. 1327 - Mozilla Firefox
File Edit View History Bookmarks Tools Help
. - & G} [ O #pvns2a68.75132/ +[ | [[Gl=| soogle

Index of ftp://192.168.75.132/

Up to higher level directory

Daone

Figure L1.2 FTP connection

SERVICE: SMTP
L1.1 From your host, use the following command:

telnet w.x.y.z 25

and connect to the SMTP server. Next enter the commands in bold:

220 napier Microsoft ESMTP MAIL Service, Version: 6.0.3790.3959 ready at Sun,

0 Dec 2009 21:56:01 +0000
help
214 This server supports the following commands:

214 HELO EHLO STARTTLS RCPT DATA RSET MAIL QUIT HELP AUTH TURN

ETRN BDAT VRFY
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helo me

250 napier Hello [192.168.75.1]

mail fro m: email@domain.com

250 2.1.0 email@domain.com....Sender OK
rcpt to: fred@mydomain.com

250 2.1.5 fred@mydomain.com

Data

354 Start mail input; end with <CRLF>.<CRLF>
From: Bob <bob@test.org>

To: Alice <alice@ test.org >

Date: Sun, 20 Dec 2009

Subject: Test message

Hello Alice.
This is an email to say hello

250 2.6.0 <NAPIERMp7IzvxrMVHFb00000001@napier> Queued mail for delivery

L1.9 Go to WINDOWS2003, and go into the C:\ Inetpub\ mailroot\ Queue folder,
and view the queued email message.

F Outline the format of the EML file:

SERVICE: Remote Desktop
L1.10From the host, connect to WINDOWS2003 using the Remote Desktop (Figure
L1.3).

F Which is the service which is running on WINDOWS2003, that allows the r e-
mote connection to happen?
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‘s Remote Desktop Connection

r Remote Desktop

<_"1 Connection
-

Computer: 192.168.75.132
Username:  Administrator

You will be asked for credentials when you connect.

[ Connect ” Cancel l ’ Help ] [ Options =>

Figure L1.3 Remote desktop connection

SERVICE: Find the service?

L1.11From your host connect to Port 7 using the client.exe program from (Figure
L1.4):

8

http://www.dcs.napier.ac.uk/~bill/dotNetClientServer.zip

F What is the service?

ot Basic Client (Author: W.Buchanan) " . E@g
File
Client connection details Server Connection Details
IP to connect to: 192.168.75.132 IP: |192.163.75132
Port to connect to: 7 IFoE |7
Status: [Connected... Local address:  [192.168.0.20
Connect
| Message to send: I Send
5 . Sending>>h &
Receive window: Received<s h
Sending>> e i
AutoTraffic Received<< e
Generate Traffic | Eoirpin
R d<< hello
1persecond
NAPIER
UNIVERSITY Author: \w.Buchznan

Figure L1.4 Port 7 access

L1.12Run the server (on port 1024) on WINDOWS2003, and run the client from
DESKTOP, and make a connection between them.

AUDIT/LOG GING
L1.13Auditing and logging are important in terms of tracing activities.

F

Check in the Event Viewer in WINDOW?2003 (Figure L1.5), that the logon event
has been added. How might this be used to traceactivity?

8 Advanced Security and Network Forensics



http://www.dcs.napier.ac.uk/~bill/dotNetClientServer.zip

F From Local Security Policy, find the option to change option so that Privileged
Access is audited. What is the option:

F From Local Security Policy, find the option to change option so that the Guest
Account cannot login. What is the option :

[T B RI=ES
File Action ¥ew Help
= | BEEFRH R @
% iEvent Wigwer (Lo Secutity 2
Application
ﬁj Serurity Type Date Tirme: SOLrCE Zakeqgor Event User. n
System @fSu‘ oo 120232009 713508 AM  Security Logon/Logoff F76 Administrator
DM Server dSu‘.. 12§23f2009 Fi35:08 AM  Security Logon/Lo... 528 Administrator
@fSu‘ oo 120232009 TiZT03 AM  Security Logon/Lo.,, 683 SYSTEM
@fsu‘ . 12f23iz009 12645 AM  Security Logon/Lo... 576 Administrator
@f’su‘ .. l2f2zizoog 7i26:45 AM  Security Logon/Lo... 528 Administrator
@fsu‘ o lZfzaizong 7iZ26:45 AM  Security Logon/Lo... 552 SYSTEM
dsu‘.. 12/23(2009 7i26:45 AM  Security Account ... 680 Administrator
@fSu‘.. 12/23(2009 7736 AM  Security Logon/Lo.,. 576 Administrator
dﬁu‘.. 12§23f2009 TiUTIEEAM  Security Logon/Lo... 540 Administrator
@fSu‘ oo 120232009 7736 AM  Security Logon/Lo.,, 552 SYSTEM
dﬁu‘.. 12§23f2009 TiUTIEEAM  Security Account ... 680 Administrator
dsu‘.. 12/23(2009 Ti16:08 AM  Security Logon/La... 576 Administrator
@fsu‘.. 12fz3iz009 FilE0S AM  Security Logon/Lo... 528 Administrator
@f’su‘ .. 1zf23jzo009 TFi16:08 AM  Security Logan/Lo... 552 SYSTEM
@fSu‘.. 12/23(2009 7i16:08 AM  Security Accounk .. G0 Administrator
dﬁu‘.. 12§23f2009 TFiS46 AM  Security Logon/Lo... 540 AMOMYMOUS L.,
dSu‘.. 12/23(2009 71525 AM  Security Logon/Lo... 576 LOCAL SERVICE
1 | T O e -'_'l_I
| \ \

Figure L1.5 Event viewer

1.3 Toolkit 1

8 On-line demao:
http://buchananweb.co.uk/adv_security_and_network_forensics /toolkit01 /toolkit01 .htm

The objective of this series of labs is to build an integrated toolkit. Open up:

http://buchananweb.co.uk/toolkit.zip

and extract to a local folder. Next open up toolkit.sln, and double click on client.cs.

L1142 1 Ol EQwUT T wg-1 UPOUO¢ wUEEOI ®kuEOE WEDOOEOW EuEHDEH
the code:

runProgram( ‘“"netstat" , "-a");

and test the program.

L1.15 Select the [Network] table, and complete the rest of the buttons (see
http://buchananweb.co.uk/dotnetclientserver.zip for the functions required).

W.Buchanar®
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Week Date Teaching Attended

3 25/1/2010 Lab 1: Linux ServicedToolkit 2

Aim: The aim of this lab is to investigate the discovery and configuration of services within
Linux . It uses theUbuntu VM image (UBUNTU) .

Time to complete:
4/5 hours (Two supervised hours in B.56, and two/three additional hours, unsupervised).

Activities :
1 Complete Lab2.

Learning activities:
At the end of these activities, you should understand:

1 How to define services in Unix.
1 How to interface to WinDump for the toolkit

Reflective statements (end -of-exercise):
What are the key Linux commands used to discover the services which are being run?

What is the key folder location for the Web server in Linux?
Why does Linux need the VNC Client, when Windows uses the Remote Desktop Client?
Source code used:

http:// buchananweb.co.uk/toolkit.zip
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http://buchananweb.co.uk/toolkit.zip

2 Lab 2: Linux Services

2.1 Detalils

Aim: To provide a foundation in setup and consuming Linux services.

2.2 Activities

8 On-line demo:
http://buchananweb.co.uk/adv_security_and_network_forensics/unix/unix.htm

PART B. This part of the lab has two elements: the host machine (DESKTOP) and the
Linux vi rtual image (UBUNTU).

L2.1 Run the Linux virtual image (User name: Administrator, Password: napier123).
Within the virtual image, ru n a Terminal and determine its IP address using if-
config .

F What are the IP addresses of the server and the network address which will be
used to connect to the virtual image:

L2.2 From DESKTOP, ping UBUNTU, and vice-versa.

SERVICE: Web
12 In UBUNTU, go to the folder /var/www.

F What are the names of the files in this folder:

L2.3 From UBUNTU, run netstat tl, and determine the services that are running.

F List some of the services:

L2.4 From vyour host, connect to the Web Server from DESKTOP using
http://w.x.y.z , where w.x.y.z is the IP address of UBUNTU (Figure L2.1). Re-
peat this using:

telnet w.x.y.z 80

and then enter:

W.Buchanarll



http://w.x.y.z/

GET /index.html

F What is the result, and how does it relate to accessing the home page of the
Web server?

& Morzilla Firefox _ R (=C ]

File Edit View History Bookmarks Teools Help

@ - - & &% [0 netp/192.168.75.136/ v [ [[Cl=|6oogle oY

Advanced Security

This is the default page for the Limux image

If vou can access this page, it means that the Web server is munning on the VM image. I

Done

Figure L2.1 HTTP connection

L2.5 On UBUNTU, using Screem HTML/XML Editor, open up the /var/www and
create a new page, such as:

My Home Page

This is a sample ASP.NET page. Click [here] to return to the default home file.

F Can you access this pagdrom the host (DESKTOP)?

F On UBUNTU, go to /var/log/apache2. What is the contents of the folder, and
what do the files contain?

F How might these log files be used to trace malicious activity?

SERVICE: Telnet

12 Advanced Security and Network Forensics




L2.6 From your host, connect to the Telnet Server from DESKTOP using telnet
X.y.y.z, where w.x.y.z is the IP address of UBUNTU. Login in with napier
(password: napier123).

F What is the default home folder for Telnet on UBUNTU (use pwd to determine
the current directory):

OUPOwi UOOW3T 00T UOWUUDOT wOT T w?21 RPU2» WEOOOEODOES
SERVICE: FTP
L2.7 From your host, connect to the FTP Server from DESKTOP usingftp://w.x.y.z

where w.x.y.z is the IP address of UBUNTU (Figure 1.24). Repeat this wsing:

telnet w.x.y.z 21

and then enter the commands in bold (and note the commands that you get be-
side the sample return ones):

USER napier

331 Passwad required for napier.

PASS napier123

230 Linux ubuntu 2.6.31-14-generic #48Ubuntu SMP Fri Oct 16 14:04:26 UTC 2009
i686

230

230 To access official Ubuntu documentation, please visit:

230 http://help.ubuntu.com/

230

230 User napier logged in.

PWD

257 "/home/napier" is current directory.

TYPE |

200 Type set to I.

PASV

227 Entering Passive Mode (192,168,75,136,146,31)

LIST

Now FTP opens up a port for the data transfer. This is calculated from the last
two digits of the Passive Mode response (227 respnse). It is calculated as 146
times the second last digital plus the last digital (31). So, in this case, it is:

Port = 146*256+31 37397

Next open up the data transfer by creating a new Telnet connection, such as:
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http://w.x.y.z/
ftp://w.x.y.z/

telnet w.x.y.z 37397

F Can you aceess this page from the host?
F On UBUNTU, go to /var/log. View the syslog file (such as with cat syslog).

What is its contents?

F How might these log files be used to trace malicious activity?

F View the contents of /etc/inetd.conf file. How is this used to enable services?

SERVICE: Remote Desktop
L2.8 Download the VNC Client from:
http://www.realvnc.com/cgi -bin/download.cgi

then from the host, connect to UBUNTU using the Remote Desktop (Figure
L2.2).

F Which is the service which is running on UBUNTU that allows the remote co n-
nection to happen?

—
WMNC Viewer : Connection Details

n Sepver BRI S

c Encryption: | &lways OFf

[ About... l[ Dptionsz.... ] [ ar. l[ Carcel

Figure L2.2 VNC Viewer

2.3 Toolkit 2

8 On-line demo:
http://buchananweb.co.uk/adv_security_and_network_forensics /toolkit02 /toolkit02 .htm

The objective of this series of labs is to build an integrated toolkit. Open up:
http://buchananweb.co.uk/toolkit.zip

and extract to a local folder. Next open up toolkit.sIn, and double click on client.cs.
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http://buchananweb.co.uk/toolkit.zip

L2.9 Select the [WinDump] table, and double click on the Combo Box (cbinter-

facesWin). Next add the following code:

stopProcess(  "windump" );

if  (processCaller2 != null ) processCaller2.Cancel();

processCaller2 = null ;

int ind = cbinterfacesWin.SelectedIndex+1;
string args= "-q -i" +ind;

if (this .cbVerbose.Checked) args += "
if  (tbOption.Text.Length > 0) args +=

runProgram2(  "WinDump.ex e" ,args );

Next add the method:

public  void stopProcess( string  name)

{
try

-V " ;
""  +tbOption.Text;

Process [] pArry = Process .GetProcesses();

foreach  (Process pl in pArry)
{

string s = pl.ProcessName;
s = s.ToLower();

if  (s.CompareTo(name) == 0)

pl.Kill();

catch (Excepti on ex)

{}

and test the program (Figure L2.6).

a) Toolkit 1.3 (Author: ProfSIMS)

==

File

Netwote | Client | Server | PacketCapture | [WinDump | Snot | Events | BinayReader | Encyption | Codng | Demo

Stop capture I =] T verbese

Option [

565299 IP
659 IP
IP ew
P bi
IP b
IP bi
3 IP ew:
IP b
P
ip
IP ew-in-f:
IP bills.6888
IP bills.6890
P
P
P bi
IP b

bills. 6

bills. 68
912997 IP ew-in-f100
913124 IP bi11s.6892

2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2

Figure L1.6 WinDump
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