Week Date Teaching Attended

2 18/11/10 Lab 8 Network Forensics - Packet
Capture & Analysis

Aim: The aim of this lab is to provide a foundation in network packet capture and analysis,
as an incident response activity in Network Forensics.

Time to complete:
4/5 hours (Two supervised hours in B.56, and two/three additional hours, unsupervised).

Activities :
1 Complete Lab 8: Packet Capture & Analysis/Toolkit.
.pdf from WebCT or http://www.dcs.napier.ac.uk/~cs342/CSN10102/Lab8.pdf

1 Complete the End Of Unit Test for this chapter at:
http://buchananweb.co.uk/adv08 .html

Learning activities:

At the end of these activities, you should understand:

1 How to capture network traffic for forensic purposes .

1 How to analyse network captures in th e context of an incident response

Reflective statements (end -of-exercise):
How does capturing network traffic help in the event of a security incident ?
What are the key tools and file formats used in network forensic analysis ?

Source code used:
http://buchananweb.co.uk/toolkithew.rar
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http://buchananweb.co.uk/toolkitnew.rar

Lab 8: Network Forensics - Packet
Capture and Analysis

8.1 Details

Aim: To provide a foundation in network packet capture and analysis,and in the context
of an incident response activity in Network Forensics.

You may be faced with network traffic analysis, from traffic captured yourself or

monitoring data given to you by on -site IT staff. A popular tool for capture and
analysis of network traffic is Wireshark (formerly known as Ethereal).

8.2 Wireshark

8 On-line demo:
http://buchananweb.co.uk/adv_security_and_network_forensics/ wireshark/wireshark .htm

The lab has two elements: the host machine DESKTOP) and the Windows virtual image
(WINDOWS2003) asshown in Figure 1.

/ Host PC \

DESKTOP
Windows XP PC / VM Workstation \

; 192.168.23.1 Virtual NIC Web Server

FTP Server
[ 192.168.23.129 Telnet Server

Physical NIC Network
146.176.160.10 Traffic WINDOWS2003
. Server

Wireshark
| Packet Analyser

Figure 1 - Labl Architechture

8 An overview of Windows XP commands , to assig with the lab, can be found at:
http://www.microsoft.com/resources/documentation/windows/xp/all/proddocs/en  -us/ntcmds.mspx
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8 The Wireshark User Guide, to assist with the lab, can be found at:
http://www.wireshark.org/docs/wsug_html_chunked/

8.21 Run the Windows Server 2003 virtual image (run the .vmx file, and power the virtual
machine) Log in to the server using: Username: Administrator , Password: napier).

Within the virtual image, open a command line window and determine the virtual
servers IP address using the Windows command ipconfig . Similarly, from
DESKTOP open a command line window and determine the IP Address of the host PC
using the Windows ip config command.

F Complete the IP Addressing diagram in Figure 2, by filling in the IP addresses of the
host PC, the virtual server and the network address which will be used to connect to
the virtual image.

' Host PC D\

DESKTOP
Windows XP PC /" VMWorkstation O\
192.168. Virtual NIC }\g
E 192.168. N
Physical NIC
146.176. WINDOWS2003
_ Server /

Figure 2 - Labl IP Addressing

L1.2 To check connectivity, from DESKTOP, ping WINDOWS2003, and vice-versa.

F Were the pings successful? YES/NO

8.23 From WINDOW2003, run the Wireshark application. When Wireshark is first run, a
default, or blank window is shown. To list the available network interfaces, select the
Capture->Interfaces menu option as shown in Figure 3.
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7l The Wireshark Network Analyzer
File Edit View Go Capture Analyze Statistics Telephonz Tools Help

ﬁ_ @_ B Interfaces.. Ctrl+I 3 ’@’ ﬁ @
i@ Options... Ctrl+K
Filter: @ Start Chrl+E ~ Expression.. Clear Apply
8 Stop Ctrl+E
8 Restart Ctrl+R

@ Copture Filters flost Popular Network Protocol Analyzer

Figure 3 - Wireshark Interfaces

Wireshark should display a popup window such as the one shown in Figure 4. To
capture network traffic click the Start button for the network interface you want to
capture traffic on. Note: The Packets column, to the left of the start button shows the
total number of incoming packets for each interface.

1! wireshark: Capture Interfaces I | |
Descripkion P Packets Packets)s Stop
E Adapter For generic dialup and YPM capbure Lmbmo i} ] Stark | Ophions | Details
E' Intel(R} PRO/1000 MT Mebwork Connection 192.168.23.128 & ] Start | Cptions | Details
Help | Close

Figure 4 - Wireshark Interfaces Window

8.24 Generate some network traffic with a Web Browser from within WINDOWS2003 .
Your Wireshark window should show the traffic, and now look something like Figure
5. Note: The web browser produced traffic to and from port 80, which Wireshark
interprets as HTTP in the Protocol column.

T (Untithed) - Wirethark

Fle Edt Yiew Go Capture Anshze Statitics Telephony Took ~ Help
EHAAN EEXEE Ae*»2aT2 ([@E Qaan @08 % &

Fitter: ~ Expression.. Clear Apply
No. Time Source Destination Protocel Info .
54 5,354882 192.168.1.2 204.11.246.48 Rt 45823 > http [ACK] Seqe830 Acke2971 Winel7184 Lens0
15 1.572682 192.168.1.2 204.11.246.48 TCP 45823 > http [SYN] Seqe0 Wine8192 Len=0 MSS«1460 WSe2
10 1.083477 192.168.1.2 204,11, 246,48 WTTP GET /crypro-gram-back.htel wTTe/1.1
6 0.259568 192.168.1.2 204.11.246.48 HTTP GET /favicon.ico MITP/1.1
26 1,881706 192,168.1.2 20‘ ll 246,45 HTTP GET /images/book-505-17 5w, HTTP/1.1 Packet
RILE 33 108 g mgsmnmﬁ’u
29 2.005674 192.168.1.2 205 ll 246 ll HTTP GET /schneier,css HTTP/L, LISt Panel
45 2.315103 204.11.246.48 192.168.1.2 MTTP WTTP/1.1 200 OK (JIPEG )?!P image)
28 2.002906 204,11, 246,48 192.168.1.2 HTTP HTTP/1.1 200 OK (text/css)
40 2.229787 204,11.246.48 192.168.1.2 HTTP HTTP/1,1 200 OK (uxt/(ss)
24 1.862730 204.11.246.48 192.168.1.2 HTTP HTTP/1.1 200 OK (text/htal)
8 0.475800 204.11,246.48 192.168.1.2 HTTP HTTP/1,1 404 NOT Found (!ext/h!.l)
47 2.369768 192.168.1.2 192.168.1.1 ONS Standard query A www.bt
1 0.000000 192.168.1.2 192.168.1,1 ONS Standard query A www. Sﬂlne|lf com
46 2.367405 192.168.1.2 192.168.1.1 ONS. Standard query A Zeusnews.com
2 0.04620% 192.168.1.1 192.168.1.2 ONS Standard query response A 204.11.246.48 &

4 Frame 23 (473 bytes on wire, 473 bytes captured)
# Ethernet II, Src: LiteonTe_a9:f5:5e (00:22:5f:a9:f5:5e), Ost: AskeyCom ed:55:9a (00:16:e3:ed:55:9a)
i Internet Protocol, Src: 192.168.1.2 (192.168.1.2), Dst: 204.11.246.48 (204.11.246.48)
# Transmission Control Protocol, Src Port: 45823 (45823), Dst port: http (80), Seq: 1, Ack: 1, Len: 419

Hypertext Transfer Protocol

8 GET /schnefer-safe.css WTTP/1.1\r\n

# [Expert Info (Chat/Sequence): GET /schneier-safe.css WTTP/1.1\r\n]
Request Method: GET

Request URI: /schneier-safe,css Packet
Request version: NTTP/1.1 .
Host: www. schnefer. com\r\n Details
User-Agent: mozi11a/5.0 (windows; U; Windows NT 6.0; en-GB; rv:1.9.1.4) Gecko/20091016 Firefox/3.5.4 (LNET CLR 3.5,30729)\r\n Panel

ACCept: text/css,*/*;qe0.1\r\n

Accept-Language: en-gb,en;q=0,5\r\n
Accept-Encoding: gzip,deflate\r\n

Accept-Charset: I50-8859-1,utf-8;q=0.7,%;q=0.7\r\n

0030 lO(&fb 7e 00 00 ¢

0040 g 66 6 0

0050 so zr 31 2e n oa o 43 4 3a 20 7 Packet
0060 9 65 “ Ze 63 6' 6d Od Oa 55

0070 73 65 72 26 -ll 6‘ 6S e 'l 3a 20 4d 6f 7a 69 6¢ Bytes
0080 6¢< 61 ’f 35 2e 30 20 28 S 69 6» 64 6f 77 73 3b

Q090 20 55 3b 20 57 69 6e G~ 73 20 4e 54 0 36 'Y nind ows NT 6 Panel
00a0 2e¢ 30 3b 20 65 Ge 2d 47 4“ Zb 72 76 3a 31 2e¢ .0; en-G B; rv:l.

00b0 39 2e 31 2e 34 29 20 47 65 63 6b 6f 2f 32 30 30 9.1.4) G ecko/200
00chH 39 31 30 3136 20 46 A9 72 65 66 6f 7R 2f 33 26 91MA £i refax/3 M

Q Textitem (. 33 bytes Packets: 54 Driplayed: 54 Macked: 0 Dropped: 0 Profie: Defavit

Figure 5 - Wireshark Capturing Traffic
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To stop the capture, select theCapture ->Stop menu option, Ctrl+E, or the Stop toolbar
button. What you have created is a Packet Capture orcapz which you can now view
and analyse using the Wireshark interface.

The capture is split into 3 parts:

1. Packet List Panel t this is a list of packets in the current capture. It colours the
packets based on the protocol type. When a packet is selected, the details are
shown in the two panels below.

2. Packet Details Panel ¢ this shows the details of the selected packet. It shows the
different protocols making up the layers of data for this packet. Layers include
Frame, Ethernet, IP, TCP/UDP/ICMP, and application protocols such as HTTP.

3. Packet Bytes Pand + shows the packet bytes in Hex and ASCII encodings.

Searchthrough your capture, and find an HTTP packet containing a GET command. Click
on the packet in the Packet List Panel. Then expand the HTTP layer in the Packet Details
Panel, from the packet.

F From the Packet Details Panel, within the GET command, what is the value of the Host
parameter?

F Can you see the Hex and ASCII showing the raw bytes in the Packet Bytes Panel?

8.25 A Packet Capture or gcapzcan be saved to disc, for later analysis. To save a capture,

UZwUEY]I OWEOOwWUT | wEExUUUI EwxEEOI UUwWwOOwWUT 1T wi PO

Note: A .pcap file is a common format which many tools can r ead and write. For
example a tcpdump or win dump output file is in this format , and can be read into
Wireshark for analysis. Other useful network forensic tools, which can operate on
.pcap files, include NetworkMiner ¢ another capture and analysis tool, tcp stat - for
generating capture statistics, and Snort ¢+ for generating intrusion alerts from capture

files.
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Wireshark Analysis - Display Filters

8.26 Right click on the Source Port field in the Packet Details Panel. SelectApply as
Filter ->Selected

000 MT Network Connection: Capturing - Wireshark - |EI|5|

Fle Edt ¥iew Go Captue Analyze Shatistics Telephony Tools Help

S BEXREE|X ﬁ@ﬁ(ii??i\lﬁ@|@@@@|imﬂ%|@

Filter: | v Expression.. Clar Apply

Mo - | Time [ source [ cestinetion [[Frotocal [ o 2l

e F T I 5]

864 16.980444 207.46.170.123 192.168.23.1 TCP [TCP segment of a reassembled PDU]
=L <% ) T HTTP, /1.1 200 OK SIFSS )

ddt > http [ACK] Segq=23202 Ack=61845 win=54240 Len=

[TCP segment of a reassembled pPou]

566 16. 030481 102.168,2  MarkParket (rongle)
867 16.995856 207, Set Time Reference (toggle)

868 16.995856 207. [TP <emmant nf a reassembled PoU]

869 16.995856 207. 4 reassemhled PoU]

870 16.995856 207.46.17 Prepare a Filker 3 Mot Selzcted reassembled POU]

871 16.995856 207.46.17 - reassembled POU]

872 16.005856 pr ey e i’ oo ENEISEIEE reassemblad POU] L
873 16.005856 207.46,17  Coloriee Conversatian i - o Selected reassembled PoUJ

874 16.995855 207.46.17 SCETR b +v and not Selected GIFE9a) LI
eSS ——— Follow TCP Stream ... OF Mot Selected oot o Them o "i' """" = "“_'-I

Fallaw UBE Stream
Frame 865 (657 bytes on wire, 657 hbytes <: Follaw S51. Stream

Ethernet II, src: wmware_f5:d3:61 (00:50:° A4 :2d:98 (00:0C:29:a4:2d:98)

Internet Protocol, Src: 207.46.170.123 (2( Copy k8.23.128 (102.168.23.128)
Transmission control Protocol, Src PoOrT: Pnaé 10520, seq: 61242, ack: 23202, Len: 603
[Reassembled TCP Segments (2063 bytes): #i
Hypertext Transfer Protocaol

Compuserve GIF, version: GIF89%a

-

Decode As...
(= PrinE...
Shiow Packet in Mew Window

Wireshark automatically generates a Display Filter , and applies it to the capture. The
filter is shown in the Filter Bar, below the button toolbar. Only packets captured with
a Source Port of the value selected should be displayed. The window should be similar
to that shown in Figure 6. This same process can be performed on most fields within
Wireshark, and can be used to include or exclude traffic.

T2l Intel{R) PRO;/1000 MT Network Connection: Capturing - Wireshark o ] 4|
File Edit View Go Capture Analyze Statistics Telephony Tools  Help

ER S NN %ﬁ%@élﬁ@@E:EZ-?QIEGIQQ@EIIQE'@&I@

I e
Filker: Iip.src == 207.46.170.123 Di5p|ay ¥  Expression... Clear Apply
Filter Bar -
Info =

Destination Protocol

. L46. . . . [TCP segment
868 . 005856 207.46,170.123 152,168, TCP [TCP segment reassembled PDU]
869 . 995856 207.46.170.123 192.168. TCP [TCP segment reassembled PDU]
870 . 995856 207.46.170.123 192.168. TCP [TCP segment reassembled Pou]
871 . 995856 207.46.170.123 192.168. TCP [TCP segment reassembled PDU]
872 . 995856 207.46.170.123 192.168. TCP [TCP segment reassembled PDU]
873 . 995856 207.46.170.123 192.168. TCP [TcP segment reassembled PDU] =
A74 .GOSRSA FOF.ARTFO12R 162 1AR. HTTE HTTEA1.T 200 0K (GETERGAT =l

=

Frame 865 (657 bytes on wire, 657 bytes captured)

Ethernet II, src: vmware_f5:d3:61 (00:50:56:f5:d3:61), DsT: vmware_a4:2d:98 (00:0C:29:a34:2d:98)

Internet Protocol, Src: 207.46.170.123 (207.46.170.123), Dst: 192.168.23.128 (152.168.23.128)
Transmission Control Protocol, Src Port: http (80), Dst Port: ddt (10520, sSeq: 61242, Ack: 23202, Len: 603
[rReassembled TCP sSegments (2063 bytes): #3864(14600, #B865(603)]

Hypertext Transfer Protocol

Compuserve GIF, Version: GIF89a

FHEHFEEEE

0000 00 OC 29 ad 2d 98 00 50 56 T5 d3 61 08 00 45 00
0010 02 83 01 a7 00 00 B0 06 ed fh of 2e aa 7h co ag
0020 17 80 00 50 04 1< 30 ab 49 Od ba bs bd c4 50 18
0030 fa FO fc 8a 00 00 02 19 2% a8 Bb 02 Ba &8 al a2
0040 <2 48 2a a3 81 de f7 df 7e a6 6a Ba ea 9F 87 Ge
0050 f9 29 99 77 f6 79 ab al 5a 7a b9 2h ag bs 0a fa
0060 68 bl b2 le db a8 bl <3 96 ba 8¢ b2 cd c2 ba aa

0070 b2z bl cd 7 aa af ae a6 9a ah ho bf 4e da 29 9c LI
Frame (657 bytes) | Reassembled TCP (2063 bytes) I
Ol Inkel{R) PROf1000 MT Metwork Connection: <liv.. ‘ Packets: 9582 Displayed: 506 Marked: 0 Prafile: Default v

Figure 6 - Filter B ar
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Wireshark Analysis - TCP Conversations

8.27 Start a capture, and generate some Web trafficfrom the WINDOWS2003 virtual
server, by going to www.schneier.com, and then stop the capture. Scroll back to the
top of the capture trace. Find the first SYN packet, sent to the Web Server. This
signifies the start of a TCP 3way handshake.

If your having trouble finding the first SYN packet, select the Edit->Find Packet
menu option. Select the Display Filter radio button and enter a filter of tcp.flags. (at
this point you should get a list of the flags to choose from). Choose the correct flag,

tcp.flags.syn and add == 1 Hit the Find button, and the first SYN packet in the trace
should be highlighted.

Note: The Find Packet function can alsobe used tosearchfor a Hex signature ¢ such

as an attack signature, or to search for a stringt such as a protocol command- in a
Packet Capture (pcap).

ﬂ Wireshark: Find Packet =Nacy X
Find

By: @ Display filter Hex value String

Filter: || tcp.flags.syn ==1|

Search In String Options Direction

nsitive Up

@ Down

Help Find l | Cancel

F Can you identify the rest of the TCP 3-way handshake easily? (if not read on)

YES/NO

8.2.8 A quick way to create a Wireshark Display Filter to isolate a TCP stream is to right
click on a packet in the Packet List Panel and selectFollow TCP Stream. This creates
an automatic Display Filter which displays packets from that TCP session only. It
also pops up a session display window, containing an ASCII representation of the
reassembled TCP session(client packets in red, server packets in blue). The window
should look something like Figure 7Error! Reference source not found. .
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T Follow TCP Stream =10l x]

Stream Content

GET AwindowsFramework/styTes/core. css HTTR/LLL £J
nccept: W/

referer: hrop:Adwww. microsoft. comdwindows Sinternet-axplorer sdefault. aspx

Ihcoept-Language: en-us

La-CPU: xB&

lsccept-Encoding: _rlgzip, deflate

User-agent: mozilTasd. 0 (compatible; MSIE 6.0; windows wT 5.25 Swvl; .MET CLR 1.1.4322; .MET CLR 2.0.50727; .MET CLR
3.0.4506.2152; .MET CLR 3.5.30729)

HosT: www.microsoft. com

IConnection: kKeep-alive

cookie: wi_nwvR=0=/1l=express:2=express download|web/gallery|windows /nternet-explorer | express product | express Arwd |
expressresources; weblLanguagePreference=en-

s ;. ASPXANONYMOUS=696XEFXrygek ansimik z00g3M] ctoGN ] ZSO0NTES LW TZOMTMTRLNZAZZDZ JMGR T SMy0 I M OmWUCE0RS XEUTWSwWr xwIL;
WT_FPC=id=00.201.187.114-3276615440. 30046860 1v=12565155701053 :55=12651 59514 906;
C1=GUID=3bC5o11f332c2c40aa5014 232238007 3&HASH=1TS1&LY=200912&v=3; A=I&T=AXUFALLAAACHCOAAIOREL, BGOTEHGIKIKEZNCW! !
RC5=114smG002230101; mbox=check#true#l268156827|session#l268156866546-720133#1268158727

HTTP/1.1 200 oK

Icache-control: max-age=900

content-Type: text/css

content-encoding: gzip

Last-mModified: Mon, 30 nNow 2009 22:12:02 GMT

Inccept-Ranges: bytes

ETag: "0656f24a72cal:0"

ary: Accept-Encoding

Serwver: Microsoft-TI5/7.5 LI

1l | [
E\ndl Save gsl Print IEntire conversation {85045 bytes) ;I  ascn () EBCDIC () HexDump () C Arrays (@ Raw

Figure 7 - Follow TCP Stream

This is very useful for viewing human readable protocol payloads of conversations,
such aswith the HTTP, SMTP, and FTP protocols. For example you can reconstruct
web pages seen by a user, or view unencrypted email/IM conversations.

If you close the popup window. Wireshark now only shows the packets from the
selected TCP Stream. You should be able to identify the 3way handshake as the first
three packets.

&l Intel{R) PRO/1000 MT Network Connection: Capturing - Wireshark = =] 5]

Bl Edt Yiew Go Capture Analyze Statistics  Telephony Tools Help

DEsee EExR2LacsnTFelEEIRQAQAR BN %|E

Fiter: [tcp.stream eq 5 ~  Expression.. Clear Apply

I =
= nfo =

EEEE] ] 15 5 0746170, > i Seq=0 wWin=6d4.40 0 MSS=T1460
100 3.695 23 o o 1 0 240 Len=0 M

101 3.696093 152.168.23.128 207.46.170.1 TCP dodt > http [ACK] Seq=1 Ack=1 win=6£4240 Len=0
112 3.698196 1592.168.23.128 207.46.170.1 HTTP GET windows /Framework styles/core.css HTTR/1.1
113 3.699991 207.46.170.123 192.168.23.1 TCP http > ddt [AcCK] Seg=l Ack=962 wWin=64240 Len=0
120 3.901120 207.46.170.123 192.165.23.1 TCP [TCP segment of a reassembled PDU]

191 3 AN AT AT A& 1T 1T ANT 1ES I3 1 uTTn uTTA A T TIAN A Formur Fmee™

F From your Wireshark Capture, fill in the diagram below with the IP Addresses and
Port Numbers for the Client and the Server

F For each packet in the TCP 3way handshake, fill in the Sequence and
Acknowledgement numbers, on the diagram below.

Client
Server
Flags: SYN, Seq:
% Flags: SYN, ACK Seq: , Ack:
\ )
IP Address:
IP Address:

Flags: ACK, Seq: , Ack:

Port Number:
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8.2.9 Often captures should be saved to disc, for later analysis. To save a capture, select
File->Save As and use the dialog box as normal. This creates apcap file, which
many tools read and write. For example a tcpdump output file is in this format and
can be read into Wireshark for analysis. This saves all the captured packets to the file.

F Did you successfully save your capture to disc?

F Copy the Display Filter into the clipboard, and close and start Wireshark again, then
reload the file. Was the whole capture saved or just the displayed packets?

Paste the display filter back into the Filter Bar, and Apply it.

To save only the displayed packets, selectFile->Save Asagain, but this time select the
Displayed radio button rather than the default Captured. This creates a pcap file, with
only the packets filtered by the current display filter. This can be useful when
analysing large captures, as interesting packets can be saved

F Close and start Wireshark again, then reload the file. Was the whole capture saved or
just the displayed packets?

8.2.10Start another capture, and generate some Web trafficfrom the DESKTOP host, by
going to www.schneier.com again, and then stop the capture. Scroll back to the top of
the capture trace.

Note: Some usefuldisplay filters can be found at:
http://wiki.wireshark.org/DisplayFilters

F Create a display filter to show only web traffic involving the the DESKTOP host. What
is the display filter?
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Wireshark Analysis - Statistics

8.2.10 Wireshark provides a Statistics menu, which provides tools to help narrow the focus
of a network forensic investigation, including overall statistics, conversations, and
information on systemsinvolved in the conversations.

Start the capture, and generate some Web traffic by going to www.schneier.com ,
then stop the capture, and select theStatistics->Protocol Hierarchy menu option. A
window similar to that shown in Figure 8 should be shown, displaying statictics
about the pcap. Note that all the packets are L2 Ethernet (Local Area Network)
packets, but at the network layer most of the packets are TCP, but some are UDP

Tl wireshark: Protocol Hierarchy Statistics i ] 54
Display filkers none
% Packets Mbit/s |End Packets |End Bytes |End Mbitfs | = |
=l Ethernet T 04 crozdd 0,002 a 0 0.0
Address Resalution Protocol [T 2ie% 23 114 0,000 23 1164 0000
E Internet Protocol 97,64 % 1041 678080 0,002 o 0 0.000
=l User Datagram Protocol B 5% t70 27933 0.000 ] 0 0,000
Domain Mame Service [ zzmw% | z4 26t 0000 z4 2661 0.00D
E NetBIOS Datagram Service IT &% o 16046 0000 a 0 0,000
= SME (Server Message Block Protocal) IT &% o 16046 0000 a 0 0,000
= SME Mailslot Pratocol I &s8= e 16046 0.000 o 0 0.0
Microsaft Windows Browser Prokocal £.39 % 68 15776 0.000 65 15776 0.000
Data [ o= 1 270 0.000 1 0 0.000
NEtEIOS Name Service T &z3=% 63 eded 0.000 88 6424 0.000
Eoatstrap Protocol [ om= B 2744 0,000 B Z4 000
Data [ o= 1 s 0000 1 55 0.000
=l Transmission Contral Protocol EETET 5o cdosss 0002 639 43893  0.001
| Hypertext Transfer Protacol B zizEe zz7 210919 0,001 109 110516 0,000
Line-based text data I &% 73 &5958 0.000 73 658953 0.000

Figure 8 - Protocol Statistics

F What percentage of packets in your capture are TCP, and give an example of the
higher level protocol which uses TCP?

F What percentage of packets in your capture are UDP, and give an example of the
higher level protocol which uses UDP ? (use Figure 9)

Adv. Security & Net. Forensics Packet Capture &Analysisz Bill Buchanan,Rich Macfarlanel0


http://www.schneier.com/

OSI Model TCP/IP Model

4 A 4 )
Application
Presentation HTTP, FTP , SMTP Application
Session
\, 7 \ <
Transport e, Llel Transport
> <
Network IP, ICMP Internet
> <
Data Link
’ Network
Physical
\ 7

Figure 9 - Network Model with Protocols

8.2.11 Select theStatistics->Flow Graph menu optio n. Choose General Flow and Network

& (untitled) - Graph Analysis =101

Vrware_at:2di98 Wmware_fS:d3:61 192,168,232 il

Time

0.000
0.001
0.001
0.024
0.060
0.146
0,147
0.147
0,143
0.228
0.228
0.288
0.290
1.647
1.787
1,767
1,787

Source options, and click the OK button. A window similar to that shown in  Figure
10 should be displayed, visualising the flow of traffic. Other useful options in the
Statistics menu include the Statistics->IP Addresses option which categorisesall IP
Addresses traffic, in the current pcap capture.

Broadcast 192,168,23,123 207.46.170.123 Genmiznt

ARP: Who has 192.168.23.22 Tell 192.168.23.128

ARP: 192.168.23.2 is at 00:50:56:F5:d3:61

DNS: Standard query A www.microsoft.com

DNS: Standard query response CNAME toggle.ssrv.ms.akadns.net CNAME .
TCP: neod2 > hup [$YN] Seq=0 Win=64240 Len=0 M$5=1460

TCP: http > neod2 [SYN, ACK] Seq=0 Ack=1 Win=64240 Len=0 MSS=14€
TCP: neod2 > http [ACK] Seq=1 Ack=1 Win=64240 Len=0

HTTP: GET Jisapi/redir.dll2Prd=i 5. ieSupdate®:01=b1 HT1
TCP: hitp > need2 [ACK] Seq=1 Ack=837 Win=64240 Len=0

TCP: [TCP segmient of a reassembled PDU]

TCP: neod2 > htp [ACK] Seq=837 Ack=557 Win=63685 Len=0

TCP: neod2 > http [FIN, ACK] Seq=837 Ack=557 Win=63685 Len=0
TCP: hup > needZ [ACK] Seq=557 Ack=838 Win=64239 Len=0

TCP: td-postman > http [SYN] Seq=0 Win=64240 Len=0 MS$=1460

TCP: hutp > td-postman [SYN, ACK] Seq=0 Ack=1 Win=64240 Len=0 MS$
TCP: td-postman > http [ACK] Seq=1 Ack=1 Win=64240 Len=0

HTTP: GET /isapiredir.dll? i 5. ieSupdate®:01=b1 HT1

| >z [ Ble]

Save As | Close

Figure 10- Traffic Flow Graph

i

Tapic | Item ICnunt IRate IPercent I =
[ IP Addresses 1050 0.000336
192,168.23.128 1036 0.000332 98.67%

192.168.23.2 64 0.000020 &, 10%
Z207.46,170,123 770 0.000246 73.33%
207.46,16.233 9 0.000003  0,86%
194,129.79.23 9 0000003 0,86%
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8.3 Network Forensic Analysis of Capture Files

8.3.1 Download , and unpack, the following capture file (.pcap):

8 http://buchananweb.co.uk/labforensics.rar

Use Wireshark to analyse the capture file for the following traffic .

8.3.2 For the TELNET traffic, determine the following:

MAC Addresses of Hosts involved:

IP Addresses of Hosts involved:

Incorrect login details:

Correct login detalils:

Commands used once logged in:

TCP ports used:

8.3.3 For the HTTP traffic, d etermine the following:

MAC Addresses of hosts involved:

IP Addresses of hosts involved:

Pages requested:

TCP Ports used:

8.3.4 For the FTP traffic, d etermine the following:

MAC Addresses of Hosts involved:

IP Addresses of Hosts involved:

Incorrect login details:

Correct login details:

Commands used once logged in:
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File uploaded to server:

File downloaded from the server:

TCP Ports used:

835

For the PING (ICMP) traffic, determine the following:

MAC Addresses of hosts involved:

IP Addresses of hosts involved:

Success rate and number of times
scanned:

8.36

For the NMAP traffic, d etermine the following:

8.3.7

MAC Addresses of hosts involved:

IP Addresses of hosts involved:

Successful ports connected to (list ten
examples):

Unsuccessful ports not connected to
(list ten examples):

For the SSH traffic, d etermine the following:

MAC Addresses of Hosts involved:

IP Addresses of Hosts involved:

Incorrect login details:

Correct login details:

TCP ports used:
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8.4 Toolkit 871 IP Location

The objective of this series of labs is to build an integrated toolkit. Download and unpack :

8 http://buchananweb.co.uk/toolkitnew.rar

The objective of this part of the toolkit development is to create an application which shows
the location of an IP address, such as shown inFigure 11.

Figure 11- IP Address Locator

8.4.1 From the unpacked toolkithew directory, open the Visual Studio solution
clientServerDraft.sIn , and select theclient .csWindows form.

8.4.2 Select the Network tab, and then the Location tab, as shown in Error! Reference
source not found. .

8.4.3 Double click on the Go button and add the following code to the click event handler:

private void button130_Click( object sender, EventArgs e)

{
getMap();
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