A. CardSpace
1 Download the following to the c:\inetpub\wwwrdotder:
http://buchananweb.co.uk/wwwroot.zip
Enable Web Server
2. Initially we must enable the Web server on thelmae. Once this is complete
you should be able to access the local Web serilkr w
Control Panel -> Administrator Tools -> Computeahdgement ->
After this you should be able to test it locallgrh the browser with:
http://localhost

Are you able to access the Web server? Yes/No
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CardSpace Sample Page
The following gives two examples of CardSpace:

Sample Exercise 1.
Sample Exercise 2.

M Computer | Protected Mode: Off F100% v

Figure 1:

Install Digital Certification for a Secure Connecti on
3. To enable CardSpace we need to install a diggsificate on the Web Server.
To do this create a self-signed certificate by mgn

Start->Microsoft Visual Studio 2008 -> Visual Stadiools -> Visual Studio 2008
Command Prompt

Next create a certificate with (use you own nameptace Bill with your own name):
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Next determine the private key for the associatgidad certificate:
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4. Next go to the home folder of the private keg fiin this case
c:\ProgramData\Microsoft\Crypto\RSA\MachineKeys).

Find the private key file, and right click onatnd add rights for ASPNET and
the NETWORK SERVICE (see Figure 1).
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Object name:  C:\ProgramData‘\Microsaft\Crypto\RSA\MachineK

Group or user names:
82 SYSTEM

L ANETWORK SERVICE

. ASP.NET Machine Account (BILLS'ASPNET)
82, Administrators (BILLS\Administrators)

Rz Account Unknown(S-15-5-0-259696)

To change permissions, click Edit
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Figure 2: Settings the rights for the private key
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6. Next bind the certificate to HTTP by selecting befault Web Site, and
adding HTTPS (port 443), and binding the new dedte to it.

Figure 3: Setting the certificate (with Vista)
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Figure 4: Adding the Binding

7. Finally you should be able to make a secure attioreto your local Web
server, withhttps://localhostsuch as:

Install Digital Certification for a Secure Connecti on

8. To enable CardSpace we need to install a digadificate on the Web Server.
To do this create a self-signed certificate by mgn
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Figure 5: HTTPS access

As we have a self-signed certificate, the browsémat trust it (but it is okay to
accept it).

Login with CardSpace (Part 1)

9. Next run Visual Studio 2008, and select Open Witband navigate to
c:\inetput\wwwroot.

10. Next select samplel.htm, and add the followindeco

EF-CD#G& A"%: ;H5;-D-1=D%1 D ;G
&'))5 D& 1,-D-& 1
E& , '&';)))5 i1 &
E&
E ' 1E;
E;&
E( +
E ! 1 &! ! 19
E *
E( +'! ( & ) &+ E;(
E( +'! ; I, D
E' I D+ * | /%1
E' | B
&L &, )8 44 Hoox
&' & )8 44 ;
&' & )8 44 ; ;
&'n & " )8 4A4 H por
E; (<
E; *
E;
Ei( +

W.Buchanan




E;&

11 Next select cardspacel_login.aspx.cs, and addighéghed code:

* 9% > (< JG* |/ ?
K
%(1D,!.B L,D MN
O

12, Next loadhttps://localhostand select the first example (samplel.htm). $elec
your card (or create one), and login, such as:

Figure 6: Cardspace selection

Figure 7: Cardspace login
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Login with CardSpace (Part 2)
13. Next select sample2.htm, and add the followindeco
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14. Next select cardspace2_login.aspx.cs, and addighéghted code:
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Next show that the Web site now displays the defedm the card, such as:

15. Finally, determine the IP address of a neighbmumachine, and access their
machine with your card.

Note
If you want the final solution, download:

http://buchananweb.co.uk/wwwrootfinal.zip
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