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Abstract

Nowadays every organisation is connected to the Internet and more and more of the world
population have access to the Internet. Thevelopment of Internet permitgo simpify the
communication between the people. Now it &asyto have a conversationwith people from
everywhere in the world This popularity ointernet brings also new threats like viruses, worm,
Trojan, or denial of services.Because othis, companies starto developnew securitysystems,
which help in the protection of networksThe most common security tools used by companies or
even by personal users at home are firewalls, antivirus and now kwarsion Detection System
(IDS)

Neverthelessthis is notenough so a newecuritysystem has been created agrusion Prevention
Systems, whichare getting morepopularwith the time This could belefiningas the blend between
a firewall a anIDS. The IPS is using the detection capability of the IDS améstihense capability
of a firewall. Two main types of IPS existNetwork-basedIntrusion Prevention System (NIPS)}and
Host-based Intrusion Prevention System (HIPS) The thirst should be saip in front of critical
resources as a web server while the second isugpeinside the host and so protect only this host.
Different methodologies areused to evaluate IPSs bwtll of them have been produced by
constructors or byorganisns specialised in the evaluation of security devicégis meanghat no
standardmethodology in the evaluation of IPS exisiEhe utilisation of such methodology permits
to benchmark system in an objective way and so it will be possible to centiparesults with other
systems.This thesis reews different evaluation methodologies for IPBecause of the lack of
documentation around them the analysis of IDS evaluation methodology will be also Tusewill
permit to help in the creation ofralPS evaluation methodologyThe evaluationof such security
system isvast this is why this thesis will only focus amarticular type of threatDistributed Denial
of Service (DDoSYhe evaluation methodology will be around the capacity of an IRfandle such
threat.

The produced methodology is capable of generating realistic background traffic along with attacking
traffic, whichare DDoS attack$our different DDoS attacks will be used to carry out the evaluation
of a chosen IPS.he evaluation metrics are the packet lost that will dealuatedon two different

ways because of the selected IPS. The other metrics are the time to respond to the attack, the
available bandwidth, the latency, the reliabilithe CPUoad,and memory lad.

All experiment have been done in a real environment to ensure that the results are the more
realistic possibleThe selected IPS to carry out the evaluation of the methodology ismbst
popular and opersourceSnort, whichhas been setip in a Linuxnachine.The results shows that
system is effective to handle a DDoS attack but when the rate0806pps of malicious traffic is
reach Snorstartto dropped malicious and legitimate packets without any differentteslso shows

that the IPS could onlyandle traffic lower than 1Mbps.

Theconclusionshows that the produces methodology permits to evaluate the mitigation capability
of an IPSThelimitations of the methodology aralso explained. One of the kdiynitationsis the
impossibilityto aggregag¢ the background traffic with the attacking traffiEurthermore,the thesis
showsinterestingfuture work that could be done as the automation of the evaluation procedare
simplythe evaluation of IPSs.
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CHAPTER1
INTRODUCTION

1.1 Project Overview

The main aim of thighesisis to produce a methodology that will permit tmvestigate the
performance of ratebasedintrusion PreventionSystem (IPS) for a range of neivk conditions. This
methodology should offer meaio assesshe evaluated device on a ndrias way.This will permit

to evaluate and compare different rateased IPS because they will be tested under the same
conditions.The means used to evaluate the tested device will be a set of metrics that whlebe
most objective as possibendthat could be measured on any IPS on the markae methodology
should be developed in a way where it is possible to use # ieal environment as in a lab
environment. Because of the difference o&nvironment, the methodology should offerithe
possibility to reduce them as much as possible. Evaluation of such devices in unrealistic environment
will only offer bias results that will never be equivalent of the results obtained when the device is set
up in producton. Thethesiswill presentthe opensource IPS called Snort that will run under a Linux
environment toevaluate the approach takemsothis will permit to assessf this tool.

1.2 Background

Nowadays, open communication network as Internet or cellulspieone system permitanybody

to access these networks with the good device. Intepermitted to different companieso expend

their activity by helping them to communicate with each other. This technology also chelpe
companies to contact clients oseling their goods. Internet permits the connection between
networks but also people, with all that imp§'Reilly, 2000)The cost and the facility to access these
networks permit a large population to use these technologidss Targe amount of user on these
networks created security issué€ole, Krutz, Conley, Reisman, Ruebush, & Gollman, .ZDi0i8)
easiness of communication created also new threats for companies and users. Problems of privacy
are more and more often present in the headlinééhese problems could bstolen bank details
(Montia, 2010)or lost ofa laptop which containsensitive informatior(BBC, 2009Kennedy, 2009)
Security incident could also be about worrhmed, 2009) virus, Distributed Denial of Service
(DDoS)(Wortham, 2009) Two major DDoS attacks againstetroot name servers have been
reported in 2002(Vixie, Sneeringer, & Schleifer, 20@2)d 2007(ICANN, 2007)If the attacks had
succeed this would have creatdthvocon the Internet. This type ofattack could have political
interestsas the important DDoS attack of Russia against Estonia where their computer network has
been disabledTraynor, 2007)These example demonstrate that attacks perpetrate using computers
could have important effectThis highlightshe importance for companies and usdo be protected
against this type of threats.

Different technologies and techniques exist that should ®lcined to protect a networkThe main
drawback is the complexity aglometechnologies to setp. If a protection system is not correctly
configured it might render the networks with more flaws than bef¢@ollman, 2006) The main

A METHODOLOGY TO EVALUATEBASHD INTRUSI( 1
PREVENTICBY STEMGAINSDISTRIBUTHIENIAL OF SERV




FLAVIEN FLANDE Honours Projec

protection mechanisms used to protect a network are firewdhsgrusion Detection System (IDS)
andIntrusionPreventionSystem (IPS). For host protection awtius,anti-malware,but also firewall,
IDS and IPS oriented for host protectidfany conpanies are selling devices of software that permit
the protection of systems but the lack of testing such devicesr even of testing methodology
could not inform correctly the users. If the testing results are only produce bgdhstructorsand
neverby autonomic searchergesults mighbe biasedln addition if this evaluation existthey are
not necessarilydone in the same condition so the comparison of results will not be relevant.

Thisthesis haghe aim to produce a methodology to evaluatedavice, whichis more and more
used: Intrusion PreventionyStem (see &ction 2.4).The methodology that will be produdeis
oriented on one type of threat: Distributed Denial &fr@ce (seeection 2.3.

1.3 Aim and Objectives

Thethesisinvestigateshe creation of a tesbed network with realistic network trafficAlso anlPS
system will be set up in the tested and different DDoS attack will be perform on the network. The
final step will be theevaluation of results of the processing of the threat by the IPS. In order to
achieve this aim, different objectives should be done. These are as follow:

Perform a critical evaluation of network security

Investigation of IPS systentBeir performance impct, and evaluation methodologies.
Investigation of evaluation tools for traffic playback to create a-ted.

Design a range of experiments for the evaluation.

Implementation of evaluation tedbed andDeviceUnder Test (DUT).

Evaluation results of theystem selected with the tedted implemented for the scenario.

1.4 Thesis structure

The thesis is ordered in six different chapteeach of thenis describe below:

1 Chapter 1- Introduction: Contairs the project overview and the background where this project
takes place. It also contains the main objectives to complete this project.

1 Chapter 2- Literature Review This chapter providé a description of the current literature
research on the informatiorsecurity. It also contamthe presentation of computer security
mechanism such as firewall, IDSs and VAsan emphasiof the key strengttand weakness of
these systemsThisthesisis focus on Distributed Denial of Service so this chapter will ptese
the threat. The main section of this chapter is the investigation of the different evaluation
methodologies that currently exist.

1 Chapter 3- Designand Methodology This chapter provide the design of the evaluation
methodology, whichis composed of th design of the tesbed and the differenexperiments,
whichinvolve the technology or rate filterindustification of why such approach is viable will be
also given.

1 Chapter 4- Implementation: Implemensthe design descrilgkin Chapter 3 using the toa
describal in Chapter 2.

1 Chapter 5- Evaluation Provides the resultsof the experiment descrilein Chapter 3 and
implemented in Gapter 4. It will alseontainthe analysis of these results.
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1 Chapter 6- ConclusionConclude this project by providing a critical evaluation of the project and
the achievement of the objectiveé\ section will contain a seféflection to discuss about the
different problens encounteed during the project and how they have been overconiis
chapter willbe finished by a description of the possible directions and future works that could
be taken in tis subjed area

A METHODOLOGY TO EVALUATEBASHD INTRUSIC 3
PREVENTIGBY STEMGAINSDISTRIBUTHRENIAL OF SERV



FLAVIEN FLANDE Honours Projec

CHAPTER 2
LITERATURE REVIEW

2.1 Introduction

This literature review contains the needed backgroundirttormation security (8ction 2.2) and
about one of the most used devices in network security:firewall (Section 2.3). To understand the
basics conceptof Didributed Denial of Servigesection 2.4 will present the different stepin the
creation of such attack along with the description of the main types of attédik&ovic, Dietrich,
Dittrich, & Reiher, 2005)Section 2.5 will present the basic concept of IDSs #Pfsand the
differences between these two securgystemgRowan, 2007)

The focus of this chapter is &tion 2.6, whichwill present the different methodologies used to
evaluate IDSs system end IPSs system. These will permit to draw a methodology to evaluate rate
basedIPSsuch methodlogieswill be presented later in the thesis

2.2 Information Security

Information secuity has the purpose to protect valuable resources of an organisation. These
resources could be hardwaresoftware, or information. By using different mechanisnand
safeguard, security will help an organisation to protect its financial resources andefigtation
(NIST, 1995)

In computing, security could be divided in two groups. Computer security that represents the
measures implemented to protect a single machinerétsourcesand its stored data against threat.
The other group is Network security whidhvolve the security of each machine in a network but
also all other devices that are part of this network and all the data that transit in the net{@Guie,
Krutz, Conley, Reisman, Ruebush, & r@all, 2008) Computer security is built on three different
aspects Gonfidentiality, Integrity, andAvailability (CIA).Different interpretatiors and aspects exist;
they are given by the needs of individuals and laws in a particular organi¢Btiitop, 2004)

Risk evaluation is also important in security manageméhis evaluation startwith the analysis of
the assetsyulnerabilities,and threats that could be found in the systey short list of common
threat will be given and each threat will be quickly describe

2.2.1 Confidentiality Integrity Availability (CIA)

Security and secrecy are closely related. One of dimas of computer syeem is to protect
information; onfidentiality is theaspect that gathersearity and privacy. The term privacy could be
usead to define the protection of personal data when secrecy deditiee protection of data of an
organisation(Cole, Krutz, Conley, Reisman, Ruebush, & Gollman,.200@8ry organsations were

the first to need an implementation of confidentiality in their system. The creations of access control
mechanism permit to support confidentiality. One of these control mechanism is cryptogriisdy,

is, by definition the science of secret writing, this permit to modify information to make it
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impossible to read. A cryptography key permit to retrieve the informatiaut, this key is a new
weak point of a secure systef@ollman, 2006)Conficentiality is important to hide data but aldo
hide the existence of this data that could also show a lot of information to an intr¢Beshop,
2004)

The trustworthiness of data or resources in a computer system is Vital.ificludes data integritg
the content of the informationg and origin identityq the source of the datalntegrity as been
defined by the Department of Defen¢&985)as

G ¢ Ktdte that exists when computersl data is the same as that in the source
documents and hasiot had beenexposed to accidental or malicious alteration or
RSaidNHOUGAZ2Y ¢ D

This defines data integrity as a synonym for external consistdivey.classes of mechanism exit to
guarantee data integnt, prevention mechanisms, and detection mechanisen Prevention
mechanisms seek to ensure the integrity of the data by managingdbess only to authorised users
and prevent the modification of the data in unauthorised wagtection mechanisms are not design

to prevent modification but to report unauthorised modification. These mechanisms could analyse
system events or the data itself to see if the policies still appighop, 2004)Data integity is also
important with the communication between hosts. An attacker could intercept the data and modify
it; this type of attack is called man-the-middle attack(Cole, Krutz, Conley, Reisman, Ruebush, &
Gollman, 2008)

In a computersystem,the availability of the resources isiportant. The idea of availability comes
from other areas like faultolerance systemDifferent mechanisms exist to permit highly available
services as the gossip architectyteadin, Liskov, Shrira, & Ghemawat, 1982}he Bayou system
(Terry, Theimer, Petersen, Demers, Spreitzer, & Hauser, ITB9g§e mechanisms exist because user
need services to be highly available, this mean the respdime of services should be close to one
hundred per cent. Server failures or network disconnection are part of the factors that are relevant
to ensure a high availabilityCoulouris, Dollimore, & Kindberg, 200¥}hen an atacker try to
attempt to the availability of a system it is calledDanial of Service attack (DoS)Yhese kinds of
attack aredifficult to detect, because the detection lie in the capacity of the system discerned
unusual access patterfBishop, 2004)To prevent the addition of protection mechanism, designers
of security protocols try to avoid imbalance in workload that could permit attacker to overload and
create a DoS to a victifCole, Krutz, ConleyeRman, Ruebush, & Gollman, 2008)

2.2.2 Accessing Assets, Vulnerabilities, and Threats to Calculate Risk

To define and analyse the risk it is important to start by defining an agskterabilities and a
threat. The next step is to rank them according their vatuasset,impact if they are exploited
vulnerability, and finally, the likelihood of occurrence (threat).

Assetsshould be identified and valued. Assets include the hardware (servers, laptops sdtware
(application, databases, source codec.), data, and information that are essential to run the
company and finally, the reputation. Hardware could be valued by the price itlmasior data and
information, it is harder. A leak of customer datmuld create indirect lost afor examplelost
businessopportunities. @stomers may desert the company because they do not feel their
information secure (Gollman, 2006)Tablel shows some assets and their values.
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Asset Values
Payroll records Medium
Product design specification High
Health insurance claims High
Customer list High
Account receivable records Medium
Sale records Low
Employee reviews Low

GLYDSYG2NE! yYRhNRSNE RIFGlFolas Medium
Tablel: Assets and valuegCole, Krutz, Conley, Reisman, Ruebush, & Gollman, 2008)

Vulnerabilitiesare the weakness of a system. Thayuld have beeraccidentallyor intentionally
created. As explain by SBN2001) & + dzf Y SNI o Af AGASA |NB GKS 3AFrdGSs
manifested which mean that a system could be compromise through a weakness found in it.
Vulnerability could be a weak password, an unpatched computer, a weak firewall configueation

It is important to analyse and evaluate vulnerabilities that exist igstesn. Thicould be done by
using a vulnerabilittscanner could be used. The scanner should be able to access a vulnerability
database keep up to date. Different organisations are doing it asSisadmin, Audit, Network,
Security (SANS) or thelomputer Emergency Response Team (CERT)Mulnerabilities should be
ranked following the importance of impact if this vulnerability is exploited. For example, a
vulnerability that permits an attacker to take the control of a system account is more important that
a vulnerabilitythat give access to an unprivileged user accof@ollman, 2006) Table2 shows
different vulnerabilities and the critically level.

Vulnerabilities Critically
Unpatched software Medium
Internet connection with no firewall High
Antivirus protection missing or not updated High
Weak password Medium
Common password sharing High
Employees make decision about who has access High

Table2: Vulnerabilities(Cole, Krutz, ConleygReisman, Ruebush, & Gollman, 2008)

Threatsare exploits of vulnerabilities. The same vulnerabilities could be exploited by several threats.
This is why system protection mechanism should try to protect the systemsagainerabilities and

not agains threats (Cole, Krutz, Conley, Reisman, Ruebush, & Gollman,.20@8)ossible to divide
threats in four different classes. The first one is called disclosure, it contain all threat about
unauthorized access of information. The second one is acceptation, which means all threat about
the acceptance of false data. Thartd group is disruption of correct operation of a system. Finally
the last group is usurpation thabntainsall unauthorised take of control of some part of the system
(Bishop, 2004)Each threat should be studied and diffetecharacteristics should be found as where

the attacker could come from, inside or outside of the system? Could a member or a former member
be the adversary? Does the attacker should launch the attack by accessing the system or could it be
done remotely?When these questions areanswered,the threat should be rated according the
likelihood of the threat. This depends of the difficulty of a threat, the motivation and number of
attackers (Gollman, 2006) Following,a na-exhaustve list of threat will be given with the
explanation of each of these threafBable3 shows different threats and their likelihood
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PREVENTICBY STEMGAINSDISTRIBUTHIENIAL OF SERV




FLAVIEN FLANDE Honours Projec

Threats Likelihood
I 52{ G401 F3lrAyad GKS alLy @S Medium
A DoS attack against the payroll server Low
Internal employee reading or modifying payroll data without High
authorization

Internal employee accessing employee review records Medium
Internal employee selling customer list Medium
External person obtaining customer list of product design Medium

Table3: Threats(Cole, Krutz, Conley, Reisman, Ruebush, & Gollman, 2008)

2.2.3 A brief overview of common threats

Errors and Omissiorge animportant threat to data andsystem integrityWhen a user oa system
administrator is entering data in a systethey could m&e an error. This could generate a threat or
creating vulnerably. An error in a source code may permit the software to crash or to damage the
system and these errors couldaa any time in the life of the softwar@IST, 1995)

Identity theft is one of the most lucrative ways for criminal to makeney; this is also called
phishing(Hinde, 2005) It could take the form of an email or could be found on a web server. A
message will trick the user to give his identification information or bank account information. The
message use by the criminals to trick usersometimes really well done aridis hard to detect this

is a plishing message. Criminals could for example use bank writing style or even the barikisgo.
phenomenon is growing because people are not aware of it and it is hard to be well protected
against identity theft. Th&ederal Trde Commission Identity Theft Data Clearinghouse said that 215
000 people had their identity theft in 2003 and 162 000 in 2&an, 2004)

Sabotageis in general doneby employeesfrom inside the companyThey have an excetie

knowledge of the system and they know what will really disturb the comgiyT, 1995F5abotage

O2dzf R 6S R2yS 0SOlIdzAS 2F RAFFSNBY(d Y20AQFdAz2y o0
endangered, or betrayed at work, sabotage will be used as a direct method of achieving job
satisfaction the kind that never has to get the bosses' ap@rl (Spiiéise, 1992)

Industrial Espionagalso known as corporate dausiness espionage is conduct in a commercial point
on view. This is different that government espionage where they try to gather political or military
information to take advantage of it. The authors of industrial espionage could be an organisation,
private organisation oran event governmental organisatiofJones A. , 2008)The aim for an
organisation is to possess a commalcadvantage against a concurrent. In general targeted
information are these related to technologies or also differentrigfrom the organisation (client

list, contract list...NIST, 1995)

Malicious Codénean virugs, worms, Trojas and other software that could be found on a system
but nobody requested iNIST, 1995)

Denial of Servicwill be explained later on in a specific part or this report. Thisrie of the most
common threats, Wich cost a lot of money to the target organisation. The aim of this type of attack
is to distribute a service (a web siteDamainName Server (DNS)...) so nobody could use it.
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2.2.4 Risks

When assets have been ranked and their value calculated, it is now important to evaluate and
calculate the risk. It is possible to calculate the risk on two different ways; quantitative and
gualitative risk analysis. In quantitative rigkalysisthe annual lost expectancy could be calculated
with the following mathematical formula: Annual Lost Expectancy = Threatet. A$e threat value

is a probabilityand the assetalue is the monetary cost of the particular as@@uchanan, @08). A
gualitative risk analysis is calculated based on rules that tend to take every characteristic of the
system without necessarily use mathematical based. In this type of analysis, the liketihtioel
threat and the monetary cosbf the targeted assetsare put in relation(Gollman, 2006)Figurel
shows the monetary cost of an asset against the likelihood of the threat.

A
High Likelihood, High Cost oLl ez, Al 2 s
- Maybe worth mitigating against. - Probably not worth mitigating
against
- ___ |
|
|
Highly Likely, Low Cost : Low Likelihood, Low Cost
- Worth mitigating against | | - Maybe worth mitigating against.
|
|
|
|
i | i > Likelihood
_ High Low
likelihood likelihood

Figurel: Cost against likelihoogBuchanan2008)
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2.3 Firewalls

The previoussectionshowed different threats and the risks that resources might encounter when
they are accessible through a network. This shows the importance for a company to dispose devices
that will permit to protect their network. Some of these systems &argusion Detection System

(IDS), Intrusion Preventon System (IPS) that will b@resented inSection 2.5. Thissection will
describe one of the most common used security tools, a firewall. The basics characteristic of a
firewall will be explained and two common characterises betwda8, |IPS and firewall will be
described.

2.3.1 Firewall basics

Firewalls, also called secure gateways are systems that permit to filter access between two
networks. In general, this is between a private netwqQrk company network, and a public network

¢ Internet. A public network could not be trusted berse malicious person can use #@ccessibility

to spread malicious code or trying to access private netwbHST, 1995)It is also common and
important to protect and restricaccess of special infrastructures. Which mean the installation of
firewall inside a private network will permit to add another protection layer in the sygiéler,

2007)

This device permits the creation of a DemilitarZzme (DMZ)as illustrated in Figure. 2 permits to

divide the network into three different parts. One is thetiusted zoneg the Internet- the second is

the trusted zoneg users of the networks and the last part is the DMZ. In theat, it is possibd to

find the services as the email server or timer server that are accessible from inside and outside the
network. By dividing the network in thrgearts, it is possible to assigned different policies regarding
the risk.Moreover,this ensures the secusitof the trusted network in case of a breach in the DMZ
(Ingham & Forrest, 2005)

A firewall will analyse all incoming and outgoing packet that pass through it and took a decision.
Different decisions are possible as acctat packet or discard it. It could also be possible to log the
packet, put the packet in a queue to analyse it with different plugr other mechanisms. The
firewall makes its decision following rules that take the form {PredieatfpecisionGouda & Liu,

2007) {Predicate} is a Boolean expression that will permit to identify specific packets with the
physical interface and the direction on which these packets arrive. The {Decision} could be accept,
discard or any other poisie solution. A packet will match a rule if and only if it matches the
predicate.

When a firewall is set up in a system it have a new and clean configuratibduring itsutilisation,
different administrators will change the firewall configuration @aolapt it of the needing of the
system. This could generate different problems as the overlapping of rules. Two rules are
overlapped if and only if one packet could match both rul¢&ouda & Liu, 2007)When both rules

are the same this will only slow down the traffic because the firewall will do the test twice. The
major risk is when rules have different decisions. To prevent the risk of conflicts the rules with the
highest priorityg in general the first will be used. Toseme that every packet could be matched by

a rule, the last one is usually a tautolg@ouda & Liu, 2007Yhis rule is also called default rule.
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DMZ

Untrested Network

=

Firewall

Figure2: Typical DMZ Configuration

Different types of firewall exist. Some of the most common are packet filteriagso known as
screening; proxy host; application layer gateway or scredmest gatewaygNIST, 1995)

2.3.2 Packet filters

Packets filtering haar been defined for the first time in a paper of Mod@P89)about screened.
Application and transport level proxies require to pass the datagram up down in the whole protocol
stack. In another hand, packet filteringnmits to analyse datagram much fas{gngham & Forrest,
2005) Besides, packets filtering do not require the intervention of the udewadays the protocol

the most used is thénternet Protocol (IP). To make their decisigacket filter firewall use at least
one of informationcontained by an IP datagram. This might be the source address, destination
address; the protocol used all different flag and all other information that are accessible I
datagram.A firewall using packet filtering are often implemented on edgater, which useAccess
Gontrol List (ACL).

Packet filtering is a technology that permit fast analyse of the traffic but, different drawback exists
around this technology. One of is the hudjfficulty to create correct and powerful rules, too many
poor design rules will considerably slow down the device and disturb the ti@fogul, 1989)
Another drawback is the incapacity of packet filter to determine whisbrus generating which
traffic. In fact, it is possible to know which host is generatingarticulartraffic by its address but

host and user are different. If the policies of the system block access to some resources to some
users, this technology is p@rless. Moreover, the risk of IP address spoofed is important; a local
machine could easily spoof its address and use one from another local machine. For an outside
attack, even if the edge router and firewall are well configured a risk existsattaker,use the IP
address of a legitimate remote host the security device might not detect tHagham & Forrest,

2005)
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The IPprotocol encapsulatethe majority of timeTransfer Control Protocol packetgBraun, 1998)

One of the application layer protocols using TCHIésTransfer Protocol (FTPY, port 21 (Postel &
Reynolds, 1985} a cause of problem for packet filtering. The active FTP method opens a connection
from the client to the server and the server open a connection back to the client. This connection
has for port source the port 20 and a random port destination. It ssiiade that malicious program

use the TCP port 20 for the source and a random TCP port for the destination. Which cause the
packet filter writer to assume thahis type of connection might be maliciou®ne of thesolutions

to prevent this riskhasbeen poposel by Bellovin (1994)in the RFC 157%is solution is the use
passive FTP. Timeaindrawback of this solution is that not all clients suppihit type of connection.
Another solution exists to resolve this prebd and problem generated by other protocol; this is
stateful packet filter.

2.3.3 Stateful Packet Filter

When a TCP connection is open, a packet filter firewall will not take in account that a packet is from
a particular established or not connection. Attaaker could use this flaw in the packet filtering
technology and send TCP packets that look like a packet from an established connection. The
solution to this problem is to keep trace of every connection; this imply that the firewall will looks at
both network layer and application layer of th@pen System Interconnection (OSI) modeThe
firewall should monitor the initial TCP packet that request the opening of a connection (SYN flag set)
and allow packets from this connection to pass through the firbwaltil the FIN packet is
acknowledged For other protocb not connectiororiented asUser Datagram Protocol (UDP)or
Internet Control MessagédProtocol ICMP,it is possible to keep trace of a pseusi@ate. This permits

to keep the trace oDomain Name Srver ONS or Network Time Protocol (NTP request for UDP
andaccept echereply for ICMRIngham & Forrest, 2005)

2.4 Distributed Denial of Service

This section will present one of the most difficult threats to handlistributed Denial of Service
(DDoS). After the definition and the description of different purpose that involve the creation of
DDoS, the different step done by an attackemterform a successil attack will be describedrlhis
involves the recruiting maghes and controlling them to give them orders. The life of a network of
node control by an attacker is not only attack. The network could be used tondxiself by
recruiting other machine.

Distributed Denial of Service could target different lewvef the system, andfor each of them
different measurs should be taken to protect the network against DD®Bese methodologs will

be also explainedjifferent steps should be done before, during, and after the attack to ensure a
maximum level of protection

2.4.1Definition and purpose

A Denial of &vicehasaimto disrupt legitimate activity; this could be the access of Web pages, the
utilisation of email server or an online radié\ DoS is achieved when the target crashed, rebooted
or slowed down.The success of this type of attack correspordsthe time that the attacked is
performed(Tanase, 2003)
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This type of attack consists sending messages to the targehig will obligate the target to process
receivedmessages andbecause their number will be too huge, the target will not be able to handle

it and will not be able to perform it legitimate services. To perform a DoS attack the attacker should
be able to use a powerful computer with a lot a CPU timemary, and bandwidth. The ability to

send message of the attacker must be bigger than the capacity of the victim to process messages
(Mirkovic, Dietrich, Dittrich, & Reiher, 2005Yhis type of powerful machine i®t common and

hard to accessthis is also too expensive for an attacker toltuhis type of machine. Because of

this another typeof DoS habeen createdDistributed Denialof Service(DDoS)

DDoS attacks are, as the name implies a pa®rm in a distributed mode In a simple DoS only
one machine is doing the attacks) the case of a DDoS it could be a couple or thousands of
machinesperforming the attack the first apparition of DDoS is in 1998n & Tseng, 2004Y his
technique isused by attackers to permit them to have enough power to disturb legitimate traffic of
powerful network (Tanase, 2002)To perform this kind of attack an attacker should start by
recruiting many machines and controllinpem. This network of machine is called laotnet.
Techniques to recruit and control attacking machines will be explained later on.

Motives of attackers to perfornenial of Service attack could be of different nature; an attacker
might want to showhis power by attacking a large, popular Web site that willrpirhim or her to

be recognisedn the underground community. Another possibility of motive is a political one, for
example,a political party can ask an attacker to do a DoS attack on the Welbfsiteconcurrent
political party It could be also use in communication wgvlirkovic, Dietrich, Dittrich, & Reiher,
2005) The last motive and most commdanthe commercial onea company can ask aitacker to
attack a concuent; during the time where the commercial website is unavailable it will lose a lots of
money and worst, the trust of user and they might want to go shopping on another website (maybe
the backer). Attackers could also threatezompaniesby promising to aack them if hey refuse to

give money to the attackerdlirkovic & Reiher, 2004)

2.4.2 How attackers recruit and control attacking machine

When an attacker wants to create a botnet to perform DDoS astekor she wil need to take
control of different machine on the Internet. Easier targets are maghivithout any protection; it
could be machingfrom university or companies and even private mackirkhe attacker will break
into them and will takefull control of it, these attacking machines could be called slaves, zombies,
daemons or agents; the last term will be used in this repéiter the attackes have finished
infecting the machingprecaution will be take for hide all trace of the attaclkOnce this is done it is
important for the attacker to be able to contrdhe botnet easily and without beingetected
(Mirkovic, Dietrich, Dittrich, & Reiher, 2005)

2.4.2.1 Recruiting machine

Attackers need the biggest posklbotnet to be able todunch huge and complex attacked, so they
need to infect many as possible agent around the internet and if possible in diffeoemtriesfor
security reason explagdin the next part. If the attackers shouifect each machineyphand this is

really time consuming and nearly impossible to have a huge botnet. For this purpose, attackers
developed way to infect machine seimitomatically or completely automatig/irkovic & Reiher, A
Taxonomy of DDoS AttackidiDDos defense mechanisms, 2Q0#)s different mechanism will be

now explained
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The life of an agent from a botnet begins when it has been exploited. A machine could be exploited
by different wa, the first one is by a malicious code, this kirfdegploit can took the form of a
phishing email, a Web site that contain Trojan;neail attachments that execute malicious code
when the target open it or eve8pam inInstantMessaging (SPIM).

Many types of agens have scanning capability that permit to identibpen port of a range of
machine. Wien the scanning iBnish,the agent taksthe list of machinswith open port and launch
vulnerabilityspecific scanning to detect machswith unpatched vulnerabilitylf the agent found a
machine withvulnerability, it could launch an attack to install another agent in the machine.
+dzf YSNFroAfAGE Oy 0SS RA&AO2GSNAY3I o6& R2Ay3 | N
attackers areusingthis method and when they have understood the newly patchesulnerability,

they create an exploit. Because millions of users are not patching regularlysytstém,they are

easy target.

&
&\

Another possibility is to use trace left by maliciausle;this could be a backdoorfieby a Trojan,
worms,or remote access Trojafor the last typemany attackes use it because Trojaase easyto
setup. Skilledless attackes let the default configuration of the remote access Trojan so anybody
that knowsthe default password couldake control of the computer.

The last possibility for an agent take control of a machine is tmund the password of a user or
even of the administrator of the machine. Two different techniques are used by agents, the first one
is called the passwordugssing where the agent have a list a most common password and try all of
them until one matchThe other technique is called bruferce, the agent try all possible password,
with this technique it is nearly impossible to no find the password if nobodyng# it before the
agent found it. ie problem withthis technique is the time consuming

2.4.2.2 Controlling the botnet

The most important for attackers when thevant to control a botnet is to stay hiddefo stay
hiddenthey send their commands to specific machine called master or handler to distribute them to
the agents of the attackerddgure 3shows how attackers send their commands to attack their
victim. By doing this, it idifficult for the victim to found who sed the command becauséthey can
inspect an agent they will only know the handler and the attacker will stay unkrMinkovic,
Dietrich, Dittrich, & Reiher, 2005)

Another possibity for the attackers is to usenachine cHed oOstepping stones to access a
ohandlek, this technique involve the connection in sequence to different machine so even if the
handler is inspected only the previous stepping stone could be found. If the attacker used many
different steppingstonesstationed in differentcountries,it would be nearly impossible to inspect
them all and to discover the attackeFigure 4 shows how the stepping stone technique works
(Mirkovic, Dietrich, Dittrich, & Reiher, 2005)
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Figure4: lllustration of a sitehosting stepping stongMirkovic, Dietrich, Dittrich, & Reiher, 2005)
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For controllingagents,the attackers us€ommandand Control (C&C) server, currently, the majority

of botnet uselnternet Relay Chat (IRC)Cther possibilites existas Peer-to-Peer (P2P) C&nstant
Messaging (IM) C&C or even Wedsed C&C servéiWhen the agent is connected to the C&C it can
ask for updates as IP addrdes other C&Cs, softare update or exploit software.h& agent could
also ask for ordes, if the agent is newly installed it could ask order for protect himself, this could be
by asking the C&C the location of the latest autus and prevent it to detect the agent by stopping
the service. This action could be suspicious for a user aveahéck his amvirus regularly, to
prevent that, some agent have the capacity to neuters the-aintis, it looks like it is working but in
reality the antivirus is unable to detect the age(®chiller, et al., 2007)Hgure5 shows the life cycle

of a botnet.

Computer is exploited and becomes a bot

A
New bot rallys to let botherder know it is joined the team

A

Retrieve the Anti A/V Module

A

Secure the new client

N
Listen to the C&C for commands

Report result to the C&C Retrieve thepayload module

Execute the command

A

On command erase all evidence an
abandon the client

Figure5: Botnet Life CycléSchiller, et al., 2007)

2.4.3 Semantic of Denial of Service

Denial of Service could be caused by different veagxploiting a vulnerability of a system; attacking
a specific protocol; attacking the middleware of the systeattacking a particular resourcer
application andihally, just pure flooding. Theggfferent types of semantic will be now explained.

2.4.3.1 Exploiting Vulnerability
A DoS attack that aim vulnerability consists by sending fewcnefiled packets to the target that

will take advantage of the vulnerability.y SEF YLIX S 2F 52{ 3L Ay&ad @dzZ yS$S
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that appeared in 1998Stutz, 1998)this attack was using vulnerability present in Windows 95, NT
and some Linux kernels. These systems were not handling propegindénted packet, the attacker
was sending two crafted UDP packets to the target, when the system tried to reform the datagram it
was sending in a loop and after a moment crashed.

These kinds of DoS are really powerful and hard to be detected because sfriall number of
packets needed, but, when a patch is realised and the machine is protected the DoS cannot be used
anymore against the machif{lirkovic, Dietrich, Dittrich, & Reiher, 2005)

2.4.3.2 Attacking a Protocol

Theseattacks areDenial of Service attackexploits a specific feature or a bug of one or more
protocols installed at the target machine with the goal to consume enormous amount of the target
resources. The results of this attacKklyrevent the victim to dondisjob properly, by dealing with

a large amount of illegitimate trafficthe victim will not be able to handle legitimate traffic so users
will not be able to access the machine or use its resourtieis. kind of DoS is more efficiently if it is
distributed, because the attackers need to consume an important part or all the resources of the
machine, moreover, distributed the attack will be harder for the target to stgMitkovic, Dietrich,
Dittrich, & Reiher, 2005)
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cway handshake of the TCP protocol. When a machine wants to open a TCP connection with
another machine, the first send a SYN packet to the other. The secorfdmadhben send a SYACK
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an ACK packahat will open the connectionrad permit the two machingto communicate. In this

attack the last ACK is neverseit2 > G KS aSO02y R YI GKWNSYSE oG iy §BiSAL2 Vi
TransmissiorControl Block (TCB) until the timeout of this connection expire. The attacker will keep

sending request to open a connection, this will result in filling the TCB stack umtileguest from

the attacker are stored so legitimate user cannot open a connection any(@ERT Coordination

Center, 1996)

2.4.3.3 Attacking Middleware

When an attacker executes a DoS against a middleware it is by using a flaw in the algorithm of the
middleware. This type of lawraffic attack could affect hash algorithntypicallya hash function
execute linearhyits operation. 1 the attackerssend,well-crafted packes$ to the middleware that will

force worstcase condition, such as all values hashing into the same buckets, the attack can cause
the machine to slow down because it will perform an action in term of minutes instead of second.

When the macie is under attack, this might not be visible for an administrator of the system
because the machine will be only slow down, when a new attack is released, the only way to protect
the machine from it is to disable the middleware or wait for an updatthdfmiddleware is vital for

the system,it might not be possible to disable it so the machine will not be protected until a patch is
releasedCrosby & Wallach, 2003)

2.4.3.4 Attacking an Application
Attackers that target a szific application for @enial of Service will in general prefer Bistributed
Denial of Service because it will request a lot of bandwidth and power to have an effect against an
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important system.If an attackerpossesses botnet of one thousand computer take as target a
web site that can handle ten thousands simultaneous connection, each computer of the botnet will
need to open ten connections. The target will be full of illegitimate traffic and the legitimate one will
be refused or droppedMirkovic, Dietrich, Dittrich, & Reiher, 2005)

The number of connection open by each agergnsll resources needed are few, so this might be
possible that the user of the infected machine never see that his omaghine belongto a botnet.

2.4.3.5 Attacking a Resource

The resource that could be target are for example the CPU cycle of a machine, the attack will force
the system to do more works that needed. It could be also a direct attack against a router switching
capacity, this type of attack could be disastrous & tietwork is not well thoughfMirkovic, Dietrich,
Dittrich, & Reiher, 2005)n January 2004&n attack against the router that direct traffic Microsoft

Web site was perform. Yien news of this attack were known it was diseothat all Domain Name
Server (DNS) were d@he same segment of the network. Mgn the router was under the DoS attack,

no Web sits of Microsoft wereaccessible anymor@DNet Uk, 2001)

2.4.3.6 Pure Flooding

Flooding attackare also known abandwidth consumptiorattacks areattacks that just send the
maximum possible of packeto the victim with aim to use all the possidandwidthof the target.
This ishardfor the target to handlealone this kind of attack sm manycase the help of the Internet
Service Provider (ISP) is needed. A filter of the packets sheuttbne directly by the ISP, tte
packets of the attack have an easy signature to discover as large UDP packets to unused ports or IP
packds with a protocol alue of 255. e filtering might be easy and quick to sgi. If attacking
packets are well craftedand looks like legitimatéraffic, it could behard to filter it and in some
casesthe only possibility is to wait that the attackers get tired of hisaekt and stop i{Mirkovic,
Dietrich, Dittrich, & Reiher, 2005/ppendix A contains a norexhaustive list of different DDoS
attacksusing TCRJDPand ICMP protocol.

2.4.4 Defence Strategy against Distributed Denial of Service

Because of their nature, it will be never possible to bldaktributed Denial of Service attacks
completely;after all, it is possible to ask thousands of people to access a particular Web site at a
particular time. This action will createlenial of Service and it will be impossible to determine the
legitimate of the illegitimate traffi¢Nazario, 2008)Even so, it is possible to protect a network by
minimizing the risk by configuring properly the network. The major probdé this threat is thdack

of awareness of DDoS attack; too many networks are not enough protected and prepared to handle
DDoS attack or even, prevent to be part of a botnet. Which meamattacker can easily perform
effective attacks oeasilyrecruit new agents.

Protectingyour network to prevent attacks wifprevent attacker using yaunetwork asstepping
stones to hidethemselvesor even as part of a botnet could be done with the same strategy. The
first thing to do is toprepare the network and urefstand it. he administrators of the network
should possess tool to record and analyse traffic from host or different part of the netwianik. will
permit to analyse the traffic with forensi¢sols to detect strange behaviouit.is also important that

the administrator install last patch on the different maclsnef the system to protect it.0b many
machinesare infected because they are unpatchéd analysis of the network alogw each part
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communicates between them will permit the administratar know what good traffic is and what
bad traffic is. This knowledge will permit him to create automatic procedure to deal with the threat
without disturbing legitimate traffic.

Becausenot all DDoS attack witlecessarilycause the network to fail. It isnportant to be able to

detect even small DDoS attacks. This type of behaviour could be an attacker testing the capacity of
the network to handle an attack, or, it is possible the attack just fail. In any case, the attacker could
try again by changing thattack process or using more agents to launch the attagh. Intrusion
Detection System (IDS) could for example do the deteatfoRDoS attacksthis tool will be cover

later in this report When an attack is detected, the victim should try to takevemy information
possible, this is called the characterization. The amount of traffic needed to characterize an attack is
in general small, different tools exist that help the investigator to determine the type of the attack.
All this information will helghe victim to handle the attackyut also other administrators to help

them to protect their network against the same attagkaother interesting point of characterizing

the attack is to determine the provenance of the attack. It might not be possibfeund exactly
where the attack come from but, it could be possible to detect part of the botnet and maybe even
agents. When they ardetected,it will be possible to ask the owner of the infected machine to clean
them. The next step of dealing with a DDatfack is the reaction of the network. This could be by
blocking the traffic with a Firewall of dntrusionPreventionSystem (IPSJ this tool will be covezd

later in the report. If the network is used for an attack, the reaction could be the deteofidhe
infected host and gather eviden@nd doing forensics analys&o permit a quickesponse it is vital

to have established procedure and established standards for investigation, documentation, and
reporting.

Finally after the attack it is importand review how the procedure to deal with the attack worked,
how the network handle the attack, how the tools that you used hélgeu to respond or notetc.

This will permit to detect and understand the weakness of the network and help to build better
seaurity procedure for thefuture (Mirkovic, Dietrich, Dittrich, & Reiher, 2005)

2.5 Intrusion Detection and Prevention System

In this report the term IDPS meamtrusion Detection Prevention System, this will be used to refer
Intrusion Detection System (IDS) anbhtrusionPreventionSystem (IPS)These devices are one of the
other component used by administrators in a network to protect assess. Nowadays theussabt
deviceisIDS but they have poareactivity. The need of traed administrator to use it is to be taken
in consideration before setup one of these devices. This section will presentftfagedi concept
and methodologiesise to create and setup an IDHBese methodologies could be divided in three
different categaies, the first one is the conteAbased methodology that correspondso the
capacity of the IDS to analyse the content of a packet. The second one is the phased|
methodology, the device should have the capacity to analyse packet regarding thegrosed and
to find irregular packetln addition,the last one is the ratdased methodology that concern only
Intrusion Prevention System. Indeed, this is the capacity of a device to handle and control amount of
traffic regarding a specific policfindly, this section will conclude with the description of two
differentwaysto setup on IDPS, hodiased and networbased.
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2.5.1 Definition of IDSs and IPSs

25.1.11DS

Intrusion detection means the capability of monitor events and analyse them for sign of intrusion.
Intrusion Detection System (IDS)s software with the capacity to interpret network traffic and/or
host activity. IDSs are used to protect the network andtHoom attacked or violation not detected

by otherssecurity systemThey can also detect reconnaissance attempt of a network by detecting
port scan or otler way of scanning the netwo(Mell & Scarfone, 2007)

To detect attak, the IDS used different method as signathesed nethod or behaviowbased

method. Thesetwo methods will be describedfurther in this document. When a packet is detected

as malicious, the IDS execute answer by following the different rules given by the administrator for
handler this packet. This couldg details of the packet dhe entire packet;it could even triggea

system to page an administrator if the threat is classifiedargyerougAlder, 2007, Figure6 shows

the different component that permitdDS to detect malious packetsThe data pass through the
aSyadRIEE 9 -HoD SIYVIR & GRINBMR] €A yd 5ASDN @ &% f RIONK A-id ! ¢ 1 £ &
block) to process the packdor detecting malicious content.AFy | -6 ® 2 Giwe  dlcR)a L2 y & S
execute actions define by rules to handle this paci&ara-Teodoro, 2009)IDS methodology is
contentbased but it could be rukeased or behavioubased.

Figure6: IDS ArchitecturéGariaTeodoro, 2009)

25.1.2IPS

Detection became prevention in about 1998, different companies béganeate product that hae

the capacity to block attackbecause firewadl were not good enough to protect network from
Denial of Service (DoSjRowan, 2007)Intrusion Prevention System (IPS) is software that has the
same capabilities of amntrusion Detection System with the capability to indentify and block
malicious network activity(Mell & Scarfone, 2007)his type of device mayave firewall abilig but

instead of a firewall that permit to pass only specific packet an IPS let pass all packets except that for
which they have a reason to blo¢kuchsberger, 2005An IPS is setuim-line, whichmeansit sits

directly on tre path where packets pass, as a router or a firewall.

Inline IPS are designed for detecting known attacked if it is placed at the perimeter of the network,
but, this is very costly because the IPS should not come a bottleneck for the nefvan&ope,
2006) A capable device should have a throughput bigger than the peakttopdrmit the network

to grow.
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A important capacity of an IPS is to be stateful, the definition of stateful was explain earlier in
Section 24, this is the only way for the IPS to detect certain type of attack aDlo® level as Brute
Force attack. Stateful inspection is also an excellent way to protect the network fhyforid DoS
attack. During a ratebasedattack, it is impossible to find a signature to be matchaatl it might not

have any protocol anomaly; in thisise the only way to block the attack is to keep trace of each IP
address of the attackRaja, 2005)A stateful IPS shadiltake in consideration in which order TCP
packets arrived, the IPS learn information from the connection with the layéro8 the Open
Systemsinterconnection(OS) (International Telecomuniation Union, 199pdel; by combimg the
information of different layer (transport, network and session) the IPS can understand the protocol
in use and take better decisiqRaja, 2005)

The direction of the traffic is alsmportant, if the connection is @nt-server in a HTTP connection,
GKS OfASylG A& GKS 2yfte 2yS GKIFG O2dAZ R aSyR | abD
server, this isuspiciougNSS Labs, 200%tateful system are really important for thecagity of the
network but because of the need of keeping trace of each connection with the maximum possible of
details and processing all this data the system throughput will be affected in som¢levage,
Urrutia, & Bassett, 208). IPS system are powerless against certain $ygfeattack as the Slammer
worm because it need only one packet that pass through the IPBidoattack to be successfuf. |

the IPS is stressed and just let some pasketpass without beng processed, this type of attack
could bedangerous IPSs are used to protesystenswhere a decisin should be taken in real time.
They are defined in two categories, rabased IPS and contebased IPS (called also signature
based and anomaly basedRash, 2005)

2.5.2 IDPS Methodologies

This section will describe the different methodologies used by IDPS to detect threats. Clossent
methodology contains two subcategories: Rbksed and Behaviodrased.The second i®raocol-
based methodologynd theyare both common for all IDPS. The last methodology is onlyP®r
which is called Ratbased methodology.

2.5.2.1 Content-based Methodology

2.5.2.1.1 Rule-based

ContentbasedIDPSsvork on the deepinspection of packetshey have different wayto detect
malicious packets, and the first is with rules. The system compares each packet with the database of
rules looking fothe signature of a malicious codeeraceUrrutia, & Bassett, 2005}his technique

is from the same idea than the technique of awitius. The rule can look for a signature everywhere

in the packet, as the IP address, Tiag, or checksum.

This methodology permit to detect all wddhown and welldefined attack, if an attacker arrive to
change just a bit the code, the signature will not match anymore so the packet will ne be detected.
When a new threat is discover, the time that a rule is created is longer than the time someone need
to exdoit the new threat(Farshchi, 2003)Also, is the database is too huge it will be hard for the
device to test each packet quickly enough to stww down the traffic and create a bottleneck for

the network.
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2.5.2.1.2 Behaviour -based

This methodology is about the capacity of the IDS or IPS to detect anomalous gaclstislying

the network and extract a statistical analyse ofTie system knowsvhat & y 2 N I f ¢ andi NI FF A O
SOSNEGKAY3I GKFG Aa yz2i AMibédhvidiRbasad/ methddlifvavesike | y2Y
training of the system all along the utilisation of the netwdkariaTeodoro, 2009)During the

processing of packet the system used complex and powerful statistical algorithm and mark the
packet with an anomaly score; when the score is higher than a certain threshold the system will take
actions(Farshchi, 2003)

This methodologies hel A (G K (1 KRS 8@ LIINR 1 SOGA2Y 06SOFdzaS AF |
anomalous network traffic will be generated so the administrator will be able to see it. Different
troubles exist for this techniqug the administrator shouldbe high skilled in packet inspection if he

wants to understand if a packes malicious or not.flthe system is not well trained many false

positive alers could be generated for an IDS or worst, legitimate packet drop if the system is an IPS
(Pasquinucci, 2007Also, during the training it is possible that the system is trained by an attacker,

Ay GKAa OFraSs (GKS aeadSy gAaftf ySOSNI RSGSOG GKS
traffic group.

2.5.2.2 Protocol anomaly -based

A protocol anomahpased device will compared welefined and predetermined known benign
protocol definition to detect attack. This method is based on protocol standard that are in general
well defined with documentation easy to acc€ssy, Internet EngineeringTask Force [IETRequest

for Comments [RFCIMell & Scarfone, 2007When processing the packet the system will compare
the protocol used with his definition.hE IDS or IPS should be ableutaerstand stateful protocol,
for example during the initialisation ofnaFTP connection, only some comndasan be used.
Differentrules are applied t@pen a connection as the maximummber of letter for the password;

if it is too long, it might be susjzious. After the connection,the device must keep trace of the
connection to analyse correctly the different commarekecuted by the client, if this command
contain no standard code it might be suspicidDas, 2001)

Rulebased system should be updaté@quently because new threats are created everyday so the
maintenance of this type of system is more expensive in time and money. Network protocols
evolval or are created but really less often than threatlso, many ew threats violate protocol
standard so nothing more should be down to protect the network fronesthnew threat
(Lemonnier, 2001 Different vendors use network protocdigr their own toolsand sometimes they

are not followhg the RFC of this protocol they are creating their own one h& solution of this
problem is to study the different protocebf the network.In the case ofprotocols created by a
company which is using these protocolsnly locally, if the same protocbis directed outside the
network, it is suspicious

2.5.2.3 Rate-based Methodology

This methodology is principally only used by IPS system because the only interest to ussseate
system is to take action in retime, this is something that an IX&nnot do.Ratebased Intrusion
Prevention Systemalso called Attack MitigatofNSS Labs, 2005% an IPS that permits to block
traffic by taking account of the network load. This is a good design to protect a network @8m D
attacks, but, if the algorithm uskHo detect packets of the attack is not capable, the device may drop
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good packet, which meanparticipate at the DoS attacklhe good algorithm should be able to
effectuate an indepth traffic inspection; for examplé minety per cent of packets received have the
same length and TCP checksum, the probability that all this packets are from the same attack are
high because all packets are differe(fRowan, 2007)Figure7 shows how a ratebased IPS should
respond wien the traffic rate is too high.

Traffic
Traffic Average maximum traffic
Maximum traffic

Time

Figure7: Ratebased IPS Response

The green line symbolise the normal maximum traffic that the network encounter in normal use, if
the network traffic becomdnigher the system should not respond directly because it may be normal
If the traffic attain the maximum traffic rate accepted (red line) the IPS should enter in action and
manage the traffic by closing unwanted connection, dropping illegitimate packetsaery action

to force the traffic network to be reduckuntil it attain the normal maximum trafficlf the IPS just
stop the traffic to cross the maximum traffic accepted, the network will be in constant overused and
legitimate traffic will be slow dow. Fuchsbergef2005)explain that themain problem of deploying

this device ito definewhat normal traffic is. The network administrator should know the average of
amount of traffic at different time, the number aonnecion that each server can handle atite
capacity of each device to handle traffichis meanshat, an IPS system should be maintdrand
adjusted frequentlybecause the needs of the network evolve all time.

2.5.3 Host-based IDPS and Network-based IDPS

Host-based Intrusion Detection Prevention System (HIDPSare agent directly installed on the
machine to protectd, it communicate directly with th®perating System (OS) kernel and services
The IDPS monitor and process system call to the kern@pplication Protocol Interface (API}o
detect attack and block or log theifiRash, 2005)NSS Lab&005)definesthat HIDPSdave the
possibility to control specific fisfrom the system as the systemegister of the OS or thesgister
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setting of a Web serverh& HIDPS will control all modificat®nn these files and respond in case of
suspicious behaviouthis permitsthe protection of important fils from attacks where no signature
currently existsIn the case of ailost-basedintrusion Prevention System (HIPS) it is important that

it can do more than just generating algrit should be able to prevent attack and block them in real
time, a log of the attack shouldeltkept by the system for further analyse of the threBlie presence

of HIPSs should not perturb normal use of the machine, which sigamust not block normal
events. Another important capacity is to be able to protect permitted applicatidrdifferent flaws,

for example,a web server should accept connection from the Internet, an attacker can use this to
perform anattack, but the HIPS should prevent it without shutting down all connect{@arter &
Hogue, 2006)Different troubles could be encounter by using HIDPS system, because it works in
close relation with the OS kernel, if an updatele the HIPS might not be working amyre. In
addition, machine resources will be used to run the HIB®Sf the machine is not peerful enough

it could slow down the complete system and perturb the user using the machine.

Network-basedIntrusion Detection Prevention System (NIDPSis specialized in the monitoring of
network trafficby reading the networkiransport,and application layer of the OSI modklell and
Scarfone(2007)show that ingeneral,a NIDPS is composed of at least one sensor to monitor the
network traffic and one or more database for logging purpo$ee plaaig of the different pars of

the IPS are really important, the sensor can béna so the network will pass through it rcould

be passive, the traffic analysed will be a copy of the real traffletwork-basedintrusion Detection
Systems (NIDS) afia general just using a copy of the traffic for discovering ataelckets are kept

in a buffer before to be processed, thanks to this possibility the NIDS can do a longer deep
inspection of the packet because it will not slow down the real traffic. ridkeis that the buffer of

the NIDS becomes fufio the system will start to not process packets and not detect attédied &
Scarfone, 2007)

Network-basedIntrusion Prevention Systems (NIPS) in anothéand are setup idine, with two
different optiors: invisible which mears the system has not got any [Btealth mode)address or
Gateway which mearsthe NIPS is at the boundary of the netwd@ilen, Christie, Fithen, McHugh,
Pikel, & Stoner, 2000NIPS systems have the possibility to detect and log attack as NIDS systems
but they have also the possibility to respond to the attack by differentswvaélge first and simple way

is to drop the malicious packet, the target neveceived the packet so the network is protected,

but, the attacker can send again the same packet and the NIPS will need to inspect it again before
dropping it. This will of course consume too much resources of the system. The second possibility is
to drop all packes of the connection used by thattacker;the NIPS will look for packets withecific
parameters as source afestination IP address and source port. The device will drop all macket
detectedfrom the attacker during a certain period of timenig will permit to drop packet without
needs to inspect them but, if the attacker change packsighey will not match anymore the
connection to be dropped (by spoofing the IP source address or changing targeted service) the
connection will not be dropped-inally,Carter and Hogu€2006)explain the last possibilityThis is

to drop all packets from aource IPaddresswhen a malicious packet detected,all others packes

from this IP address will be drppd. Tiswill permit to save processing time of the NIPS because the
packets do not need to be inspected. This technique is also not perfect because if the attacker spoof
is IP address by taking a trusted IP address from a business partner he can pgesfattackor if

the NIPS block this IP address, performs a DoS to the netivMoekmain drawbacks of usidgPS

A METHODOLOGY TO EVALUATEBASHD INTRUSI( 23
PREVENTICBY STEMGAINSDISTRIBUTHIENIAL OF SERV




FLAVIEN FLANDE Honours Projec

areto create a bottlenecland slow down the network because all the traffic will pass by the NIPS. If
the NIPS is at the borderline of the networkwiill be impossibldgo detect attack from inside the
network to inside the networkFgure 8 shows the difference between the implatation of an
HIDPS and a NIDPS.

Network-based IDPS Hostbased IDPS

Figure8: Differencesbetween HIDPS and NIDPS

Anotherconceptexists callDistributed Intrusion Prevention System (DIDPSthis consist omultiple

HIDPS and NIDPS used in a large netwidr&.aim of this rmdel is too permit different system to
share resources as the database where alerts are recorded; all command control could be also on
the same server or manadéy a software that will permit the administrator to control all sensors
(Snapp, et al,YEinwechter, 2001)

2.6 Testing and Evaluation of an Intrusion Prevention
System

While Sction 2.4 explained whain IDS and an IPS are; this section will focus orelRBsation,as

it is the main topi of thisdissertation.One of the main challenges with IPS systems is to be able to
evaluate them and compare them with other IPS systéngpingPoint, 2008Different techniques
exist to test system likblack boxestingand whitebox testing. These concepts are in general used
in the world of software development but the concept could be extended to other applicafidre
DefenceAdvancedResearchProjectsAgency(DARPA) created a methodology to test anontaged

IDS, but in a way that it is possible to use it for other objective. Following this ideldni@n
Adaptable Reattime Information Assurance Test bed (LARIAT) created years later, another
methodology b evaluate Intrusion Detection Systems but with the aim to replace tARPA
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methodology. Following this section will present two different environments where a device should
be tested: the odine environment, whichit is using reatime traffic and, theoff-line environment
which it is using dataset of packets.

2.6.1 IPS Configuration

The configuration of the device will influence the capacity of the device to handiéctrd the
configuration igpoor quality, the results of the testing will not be kevant. Since 1998 the number

of vulnerabilities risejuickly, in 1998, 246 vulnerabilities were catalogued. Nine ykder, in 2007,
7,236 vulnerabilities were catalogud@ERT)These augmentations show the importanceusing
devices that have the capability to detect and handle these vulnerabilitigision Prevention
System disposes of filter that can handle vulnerabilities, so, the tested device shall have its filters
enabled (TippingPoint,2008) The device should also be capable of analysing the traffic without
slowing down the traffic and create a bottleneck. The best solution to adopt is to use only the rules
that are neededRowan, 2007)

The IPS archatture will influence a lot about the capacity of the deviSeftwarebased IPS will
process each received packets with all its rdlee by one hardwarebased solution might possess
system, as parallel processing engine or accelerator engine that will have an impact on the final
performance(TippingPoint, 2008)

2.6.2 Metrics for Evaluation of IPSs

This section wilpresent the different metrics evaluation for an IPS. The first thing is tmele
the major criterion to measure the quality of an IFF®r an IDS, it would be the how well it
detect intrusions(Ranum, 2001)An Intrusion Preantion Systems have also the capacity to
detect intrusion but also to responds in real timeherefore to define the quality of an IPS the
capacity to detect intrusion andls capacity to responds tireats should be measured.

Fink, O'DonoghueChappell, and’urner(2002)attempt to classify the differenimetrics, which
could beusedfor the evaluation of Intrusion Detection Systefrhey,classified themn three
categories: logistical, architectural and pmrhance metricsLogical metrics have the aim to
measure the easiness to setupdminister, and manage the IDS. The second category,
architecture metrics evaluate how the IDS architecture match the deployraettiitecture,
whichis different regarding iftiis an HIDS or &1DSFinally,the last category contains metrics,
which measure how well the IDS interact with other sysses firewalls and routersut also it
contains thefalse positiveand falsenegative ratio(Fink, O'Donoghue, Chappell, & Turner,
2002) As it was point out by the authors of this paper, the main drawback is the difficulties of
measuring some of this metrics. For example, the evaluation of the easiness to seti% a
could not be objective. It ialsohardto define how to evaluate the interoperability between
IDS/Firewalls/Routers.

Another work show that searcher try to evaluate Intrusion Detection System with two different
criteria, efficiency and effectivenedsfficiency is the ratio of trupositives against all alarms. If
the result is zero, all alarms are false positives and if it is one, noalalse hasbeen generated

by the IDS. It is calculated by:
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OCXHHE ao= Smmar {Eq. 1}
Effectivenss measurg the ratio false negative generated by the systewhen the result is
one, no false negative has been generated and if it is zero all alarms are false redaiwe
calculated by:

OXHRE (an = % (Sommers, Yegneswaran, & Barford, 2005) {Eq. 2}
These metrics were defined for the evaluation of IDS so it is also possible tib fosethe
evaluation of the detection engine of an IPS.

Other metrics should be used to evaluate the capacity of responds of an IPS. Throughput is one
of them. Raja defing throughput as the maximumtraffic that could be handle by the IPS
without dropping a packet{Raja, 2005)Two main criteria have an important impact on the
throughput of an IPS. The first is the size of packets. Smaller they are longer it will take to the
IPS to analyse them. In real traffic, the sizes of packets are always diffemerfitthe majority of
packets are the smallest authorizegd64kbytes; this could have a huge impact on the system
performance. The second criterion is the amount of processing done by the system on a packet.
This includes all protection mechanisms of the system. The mechan@rmak the most impact

is the Deep Packet Inspection capacity of the(Rga, 2005)Deeper the device will look in the
packet longer it will take to analyse it.

The importance of the throughput cannot be separate of the amignce of the latencyThis
metric represent the time that a packet take to cross a devicgu & Lau, 2000)As for
throughput thelatency,depend on the packet size and the amount of analysis done by the IPS.
The latency haan important impact on TCPRased protocol. The maximum throughput of a TCP
connection could be calculated by devising the window size byRthumd-trip Time (RTY). The
maximum window to TCP is 64 kiloby{&SI, 1981)The RTTepresent the latency and inlapcal

Area Network (LAN),the typical latency is of one millisecondherefore the maximum
throughput ofa TCP connection is 9¥Bps. The RFC 1333acobson, Braden, & Borman, 1992)
define a saltion to work around this limitation. This is called TCP window scale option. This
permit to negotiate the size of the window but it should be done at the initialisation of the TCP
connection. The main drawback is that many applications are not usinggti@. When a new
network component is added, the latency is augmented. If the latency of this device is of two
milliseconds, the global latency of the network will increase from one millisecond to five
milliseconds.This represents a reduction of the masxum throughput for a TCP connection of
80%.Therefore it will decrease from 512Mbps to around 100Mb@sppingPoint, 2008)it is
possible for a system to keep a good throughput but a high latency. This will result in a decrease
of the Quality-of-Service (QoS) for some protocol who needs a low latencyaise-over
Internet Protocol (VolP)An IPS is active, so it is importaint measure how fast the system
responds to a threatThis will have also an influence on the QoS.

In a network, the reliability and availability are keys considerations when desigriBigviistava
& Soi, 1983)Which mean tk reliability of the IPS is vitdBecause of the position of an IPS in
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the network (in general before vital resources or at the edge of the networkSsetson 2.5 for

more information) if it failed, two solution are possibleAlternatively, it fail open and all
malicious traffic could cross the network without been analysed. The other possibility it that the
IPS fail close, so all or a part of the network is not anymore accessible from outside. This will
protect the network against attack balso considerably disturb the users of the netw@NSS

Labs, 2006)

2.6.3 Black-box and White-box Evaluation of an IPS

Sharma, Kumar, and Grovgt007)describe he black boxand whitebox testing are two different
methods to test components. They were originally intended to test software component but the
idea could be extended to Intrusion Prevention System. bhaak boxtesting the tester sees the
input and the output btinot the implementation of the componenthis means, he does not know
what is happening inside the tested componeht.another hand, the tester using the whib®x
methodology knows the input and the output but also has the possibility to visualise the
modification done by the tested componenAlessandri(2004)developed a whitebox testingto
analyse an Intrusion Detection SysteHe started by classing attacks in different categories. They
are classified according their characteristics, whichre defined by a model that permibtsee the
different systens component, theinteraction between these componentnd the impact of the
attacks on the systenThismears that two attacks will be in the same class if tHegve the same
characteristicsAlessandri knew the design of the IDS so he could predict the results of the IDS when
the system is under a class of attg@004) This is a whitéox testing because the only way to be
able to predict the results is to know the inner of the tested deWiBbharma, Kumar, & Grover,
2007) As for softwee development the aim oWhite-box, testing will help the designer of an IDS
during the development procedur@lessandri, 2004)

If an organisation wants to test an IDS, they could have the problem that the seller will refuse to give
details about the implementation of their system. Without knowing the design, algorithms used or
evensometimes a description of the rules; it will not be possible to use the whbitex methodology.

So, the only solution is to use the blaofx testing methodologyMutz, Vigna,and Richard2003)
developed a tool calleucus that permis to performthe synthetic generation of events stream for

a particular event stream from an IDBis type of software is called an IDS Simulator. Miass

got the aim to overcome other tools that permit to generate synthetic attackfitaas IDSWakeup
(Schauer, 2002)Thesetypes of tools permit the blackox testing methodology because it is
possible to control the input, attacks, and the output; the IDS detect the attack or not. This
methodology permitgo evaluate a system in a qualitative wéyutz, Vigna, & Richard, 2003)he
previous examples are only about Intrusion Detection System but it is possible to extend the same
ideas to Intrusion Prevention System. It might pessible that these methodologies have never
been tested on IPSs systems by searcher, but, private testing companies as NSS Lab-be& black
testing(NSS Labs, 200Q4SS Labs, 2008)

2.6.4 DARPA methodology

TheDefenceAdvancedResearchProjectsAgency (DARPA) sponsored the MIT Lincoln Labs to create

the first well-known IDS evaluation procedure. This was in 1998 when they created the DARPA
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methodology has been developed only for DARPA funded intrusion detection sy3teis.
methodology is also known &strusion Detection Evaliation (IDEVAL).

One year later, MIT Lincoln Labs started the DARAP 1999 Hwalwath the aim to provide an

Gdzy oAl ASR YSIadz2NBYSyid 2F OdzNNBy(d LISNF2NMFyOS
experimental dataset that could be used by otheearches (McHugh, 2000) To do so, they setup

the testbed visible ifFgure Q It was composed of four targets running with the four most popular
operating systera at that moment (Linux 2.0.27, SunOS 4.1.4, Sun Solaris ariel\\WindowsNT

4.0). It alsacontainstwo shiffers one of each side of the gatewaguters. Inside the netwdx, the
DARPA 1999 team setiypindreds simulated PC and workstatio@n the other side of thgateway,

they setup thousands of simulated web servers that will represent the Inte(hgtpmann, Haines,

Fried, Korba, & Das, 2000)

This test bed permitted to generate realistic network traffic. To do so, the team used scripts that
simulated hundreds of different users as programmers, secretary, manager and other types of users.
These users were running polar version of UNIX syshs and Windows NT systenfsgure 10

shows a representation of the number of TCO connection for the most common TCP protocol. It is
possible to see that web traffic dominate the network traffic. The average of generated tsadfid i
Mbytes with 384 Mbytes for TCP, 26 Mbytes tDP,and 96 Kbytes for ICM@ippmann, Haines,
Fried, Korba, & Das, 2000)he 1998 Evaluation contains seven weeks of training data generated for
anomalybased system and twweeks of testing data with the aim to test different IDS on their
detection capacity. In thibackground traffic the team mix different attacks that will permit the
testing of Intrusion Detection Systems.

The DARPA datasets are free to downlosldreover, they are never updated so this is possible to
reproduce previous evaluation using the same environmdinis methodology seems to be well
suited for the testing and evaluation of IDSs but different searcher evaluated the 1998 and 1999
DARPA evaluation drpoint out different drawback.

Mahoney and Chaf2003)compared two weeks of the 1999 DARPA datasets (week 1 and 3) and
real traffic that they took from a similar environment. During the analysis of the both traffic they
discover that the DARPA datasets are not similar enough to real traffic. The datasets Ty SYN
regularity pattern, also the window size is always one of seven different values (between 512 and 32
120) when the real traffic cover the full range of values (between 0 ar&B6% with 513 different
window value. Another drawback is the soermddress predictability with only 29 for IDEVAL against
24924 for the real traffic. When they observed 177 different TTL values for the real traffic, the
DARAP dataset possess only nine different values on the 256 possible. Finally, they point ¢t that t
HTTP, SMTP and SSH, requests look too similar each time. These findings mean that an IDS system
will have more false alarms in a real network environment than in the IDEVAL environment
(Mahoney & Chan, 2003)
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Attacks traffic in the DARPA datasets are also under criticism of searches 1998 DARPA
evaluation is composed of four main types of attack. The first one is user to root attack with 114
attacks carrid out. The second is remote todal user attack with 34 attackthe third, Denial of
Service with 34 attacks and finally, probe with 64 atta@gkppmann, Haines, Fried, Korba, & Das,
2000) The main drawback is that theses 311 attacks have launched over the nine weeks of testing
which represent between five and six attacksday, whichis smallin comparison of the real world
(Singaraju, Teo, & Zheng, 200Fphel1999 DARPA datasets are nearly as bad as the 1998 with 200
attacks on five week@.ippmann, Haines, Fried, Korba, & Das, 2000¢h represenB attacks a day.

It is possible to conclude about the DARPA evaluation lack a$mreddr both attack and background
traffic than reallife network traffic. It is also important to point out that the 1998 and 1999 DARPA
evaluations have been creatédr more than a decade. Since, new protocols have been developed,
old ones have been moified, new, and attacks that are more sophisticatedight exist This means
that the validity of this methodology to test IDSs should be reassessed.
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2.6.5 Offline and Offline Evaluation

Realtraffic is a main component in IPS testibgti it is not always possible to use this method. If it is
not possiblethe best alternative is to use capture traffic from the network where the IPS will be
used. This will permit to usedataset, whicHooks like real traffic. This will permit to hapadets,
whichare all different as in a real world like difference of packets size, protocol distribution, packet
contents, packet per seconetc. (TippingPoint, 2008yhese differences might have an impact on
the performanceof the system, moreover, it is nearly impossible to generate traffic that look real
from scratch(Walsh & Koconis, 2008j the testing is done with only one traffic type, the results will
be not relevant because they will wadramatically between the results found during the laboratory
test and the production environment.

Because of the importance of real network traffic, it is important to understand what it is. The
Gooperative Association forinternet Data Analysis (CAIDAJCAIDA, 1998)Braun, 1998has done
different studies to characterized network traffic that could be found on the Internet. Their studies
show that an Internet packet has an average size betwek$h ahd 474 bytes. About 85% of the
traffic is TCP packets. The second most important protocol with IP is UDP that represent 12% of the
traffic. The remaining traffic contaiimternet Gontrol MessageProtocol (ICMP) packetGeneric
Routing Encapsulation (GB) and others protocel CAIDA also discover that the Tiird of the
UDP traffic contairbomain Name Server (DNS) traffic and RealAudio traffic. The other part of the
traffic could not be classified by the organisati®iudies also show some differersdeetween the
Internet traffic andLocal Area Network traffic (LAN), the ratio of UDP traffic grow because many
Remote ProcedureCall (RPCapplicationsprefer use the UDP protocol for performance reason.

When a dataset is created, it should be preparedainvay that it could be used in a telséd
environment. Walsh and Koconis explained that recorded traffic should be cleaned of dillnon
frames, incomplete sessions, malicidteffic, and retransmitted, duplicate, and missing packets of a
TCP connectim To prepare the dataset to fit the tebed, it is possible to use tools as Tcpprep and
Tcprewrite (Turner, 2003) Finally, the traffic should be replayed in the tésd using tools as
Tomahawk Tomalawk, 2002)or TcpreplayTurner, 2003)

2.6.6 Testing tools

During the testing of IDS, the main methods is to replay real traffic or generate it, and, adding
malicious traffic and observe if the IDS detects malicious pacRéigna, Robertson, & Balzarotti,
2004) (Sommers, Yegneswaran, & Barford, 20@8dcause of the capacity to respond of an IPS, it
should be tested if it detects malicious packets and if prapspongshave been done.

Sommers, Yegneswaran, & Barford createwa that permits to evaluate IDSt is called Trident.

This tool also has the capacity to generate realistic traffic to effectuated online evaluation. The
method used is called "protocol aware emulation based on payload interleafagthmers,
Yegneswaran, & Bfard, 2005) To generate the traffic, Trident use packets from payload tool
chosen randomly. But they should correspond to a particular state in service automaton. Automata
are states that describe classespaickets thatrepresent particular serviee These services are the
most popular found in the DARPA data set as HTTP, SSH, €&inét this generated traffic, the

tool permit to add exploits. An interesting feature of Trident is that the usesthe possibility to
choose the percentage of blaground traffic and of malicious traffiSommers, Yegneswaran, &
Barford, 2005) For example, the user could choose that 80% of the generated traffic is benign and
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the twenty other percers are exploits.Trident is the combination of two othes tools that will be
describelater in this section

The first oneis Malicious tAffic Composition Environment (MACE (Sommers, Yegneswaran, &
Barford, 2004(a))MACE is a framework that permits the generation of malicimaffic; the tool

does not possess a complete database of all possible attack that could be created. Instead, this tool
only produces spectfiattacks that are used nowadaySgure 11 representsthe architecture of
MACE.

malicious traffic composition environment

exploit obfuscation propagation
[ -

v welchia spoofed scurce  honzontal sweep
examples blaster url rewriting coordinated scan

synfleod  fragmentation random

tost attack vector 1 | attack vectorn | tést
objectives o [:] traffic
‘

background traffic
(Harpoon, SURGE, etc.)

Figurell: The MACE architecturgSommers, Yegneswaran, & Barford, 2004(a))

The exploitpart correspond®f the set of vulnerabilities that will be used to perform the attack. The
obfuscationparts the modification of different pastof the packet as payload or header to elude the
tested device. These modifications could be at the network layer or the afiphclayer of the OSI
model. The propagation model corresponds to the order in which victims are chosen to be attacked.
Finally the background traffic is the legitimate traffic the pass through the network. The MACE
framework is not producing legitimatedffic, so this tool should be associated with a network traffic
generator The one used by Trident is called Harpodfigure12 shows the taxonomy of MACE
exploits.

Host Based
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Worms Back- DoS Fragmen- Other
doors tation DoS
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Figure12: Taxonomy of MACE exploi{fSommers, Yegneswaran, & Barford, 2005)

The network traffic generator used by the Trident software is Harg@mmmers, 2004(h)Y his tool

has the capacity to generate flehevel traffic. To do so, Harpoon extract from NetFlow traces
parameters. Then it use this to generate flow with the same statistical qualities that traffic that could
be found over the Internet.
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Another tool to evaluate ecurity product is called Metaoit (Metasploit, 2008) This tool isa
framework that hasbeen developedfor penetration testing goal. Ipermitsto search to develop
exploits,payloads, and other securitynodules thatcould be added to therdmework. As for Trident,
Metasploit have the capacity to generate code that could be reused in different expldies.last
version of the framework (3.x) has been completely rewritten in Ruby. The previous version (2.x)
was a blend of Perl, Python, C and even assembly. Thigelasbn has been designed to offer the
capacity to discover and exploit process with automation capakitsgynor, Mookhey, Cervini,
Roslan, & Beaver, 200Fgure 13 showsthe architecture of the Metasploit framewor&.4. A good
point in comparison of Trident is that Mesaloit offer different interfaces. The user could choose
between console interface, GUI interfaemd even Web interface(Metasploit, 2008) Another
interesting different is thaMetasploit is under the MSF Licence. This looks likena User Licence
Agreement(EULA) but with the interesting point of an opsource licence. Shortly, Metasploit is
opensource and free to use, developers have the right to create and add mobutethese
modules should be available to every user. Finally, it is not possible to sell Metasploit as @a
bundle or other commercial produ¢Maynor, Mookhey, Cervini, Roslan, & Beaver, 2007)

The last tool that will be msented in this section is called hping, which is at its third version. The
aim of hping3(Sanfilippo, 2006is to be a framework with scripting capacity over the TCP/IP stack.
This tool pernts createnearlyany kind of IP paet. In fact, the user got the possibility to choose a
value for each component of an IP pacKkParker, 2003) The users also have the possibility to
control hping3 by the commaniihe but it also possesses a tcl/tk interpreteHping3 could be
represented as a "scriptable TCP/IP stadi&anfilippo, 2006)This tool permits to create all rate
based attack that use the TCP/IP stack.

Metasploit Architecture
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Figurel3: Metasplot Architecture, \ersion 3.4(Gates, 2009)

2.7 Conclusion

Section 2.2 provided description of informatiorsecurity, whichincludedthe definition of the CIA
concept.This section also providetie description of threatsyulnerabilities,and assets along with
the description of howthis information should be used to calculate the risk of a syst€@mmmon
threats were presented to offea securitybackground, whiclwill permit to understandhe place of
the project in this topicThese theats couldbe viruses, worms, DoS, DDoS, or Trojans endd
have disastrous consequersd®r the asset®f companiesif hasbeen shavn, that the financial loss
for companieswhen a vulnerability is exploitecdould behuge Thesethreats are more techical
but other threats are alsdangerousbut less well known as social engineering or phishittackers
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are using more and more these techniques because they are eagheydo not need los of time

to carry out an attack. These threats are easy torfpen because computer users are not
knowledgeableenough on the importance of security like having a secure and personal password.
Finally this section providd a way to calculate the risk for a compamus the description of when

a risk is worth to b@rotected against.

Section 2.3 preseptl one of the most common security §gm used nowadays by companies:
firewalls. The different mechanisspresent in firewall weraliscussedalong with a historyof the
evaluation of such systeniThis sectionhighlighted that firewalls are notenoughto protect a
network against known and unknown threatshasalso been presented that firewalls tend to offer

a false feeling okecurity, whichcould bedisastrousfor the security of thenetwork (Ingham &
Forrest, 2008) Firewall couldauthoriseusers to access resources but could not analyse what the
traffic contains. This traffic could contain attacks and the firewall will never see them. This is why
other security mechanisghavebeen developed such as Intrusion Detection Systems.

Section 2.5 containethe description of IDS and the different typef IDS, whictexist. This security
device works by processing every packets pass through it agaiset of rulesWhen a packet
matchesone of these rules an alert is fired and logged in the system. The person in charge in the
security of the network should thenake appropriate responsdDSs are a passive type of security
tools, whichmears that they never take any action against a packet. If an alert is logged but nobody
is managing these alerts or nobody is hatehis mament to analyse this alethe threat will never
stopped. 1 will be too lateand the damages are already dondanagirg IDSs cost money for
companies and too many of them did not posssgscialisecemployee to manage thenThis lack of
response capacity has been answered with the creation of Intrusion Prevention Systéne name
pointed it out, this security tool isr@nted on the prevention of intrusionlPS have the same
detection capacity than an IDS but it could also take the decision to drop a packet or modify its
content. This permisto ensure a better security of the network because attackshanedlingin real

times. When IDSs are passive and so have no impact ometfaork performance IPSs coulé the
bottleneckof the system if they are not resourceful enough to handle the needed amount of traffic.
Moreover,when an IDS generate a false positive it ordgl imes to the person whmanage these
alerts but it haso impact for the end user. IPSs when they generate a false positive it means they
could drop the packet or rewrite it and this will perturb legitimates user wtiery want to access

the resourcesThis is why the configuration of such device should be done carefully.

As the area of security isst, this thesiswill only focus on one type of threat, Distributed Denial of
Sevice. &ction 2.4 describethe difference process of the creation of a het plushow malicious
persons could manage. itWhen attackers possessratwork, of agent, they could launch DDoS
attacks and the power of these attacks is in correlatith the number of agerttin the botnet.The
different types of DDoS weralso presated along with the different possible targetf a system
that such attacks aim for.

The last section analysed the different methodologies that could be used to evaluate IDS and IPS.
IDS evaluation methodologies were dis@because of the lack of IPS evaluation methodokmagy
becau® as 8ction 2.5 demonstratedt, they havemany common pointsMcHugh(2000)shows the
importance of realistic traffic in the evaluation if such devices #rad the DARPAnethodologyis

now obsolete because it is outated. Anothermethodology called Trider{Sommers, Yegneswaran,
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& Barford, 2005had the aim to overcome this problebut Corsini(2009)showedthat the Trident
methodology could not produceealistic enough traffic. The literature review also showed the
importance of evaluating IPS with realistic background traffic along with realistic attacks to perform
an objective evaluion. This permitted to highlight that the most important feature of the
methodology that will be produced is th#@tshould be able to generate realistic background traffic
along withrealisticattackingtraffic. The metrics used for the evaluation of ttevice should also be
objectivesand not dependent of the system.
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CHAPTER3
DESIGN AND METHODOLOGY

3.1 Introduction

This chapter will detail the different parof the design and the main goals of thisesis The
literature review shows the importancaf different componens that should be put in place as the
background trafficand the attack traffic In this project, only one type of attack will be used:
Distributed Denial of Service. As presented in the litem@atreview and as visible #ppendix Athe
number of different DDoS is huge and by mixthgm, it is possible to find infinity of DDoS.
Therefore the evaluation of the IPS will be done by using only four different attacks.

Using only particalr attack will permit toevaluate easily another PS following the same
methodology.Besidegeproducing the same type aittack, it is also important to design a test bed
that will welcome a particular IPS.theseconfigurationsthe system tested is called@eviceUnder
Test (DUT)This methodology has been developed litgickboxtestingin offline environment. Thus,
a way to generatdackgroundraffic should be given.

Section 3.2 will present the test bed and will give the different configuration of all device used for
the evaludion of the DUT. The following sectig¢8ection 3.3vill be a presentation of the different
componens used for the evaluation and the methodology us&ection 3.4 contains the description

of the fourdifferent DDoSghat will be usedand an overview dthe traffic background usedection

3.5 will containthe description of the different metrics that will be used in this project. Finally, the
last section(Section 3.6yvill conclude on the chapter.

3.2 Network Architecture

The networkarchitecture, which could be found in gpendix B used for the evaluation of the
system,is composed of three routers and one switch. The routers are usinBdbeng Information
Protocol (RIB protocol which has been chosen for the easiness of installation. Because the
background traffic is split up between outside traffic and inside traffic, Wirual Local Area
Network (VLAN have been setip to ensure that no interference occurBhe netwaok tries to mimic

a typical small company network. A part is used by the different servers (FTR gt Bhe other

part by the client®machines used by the users. One