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Abstract 

Nowadays every organisation is connected to the Internet and more and more of the world 

population have access to the Internet. The development of Internet permits to simplify the 

communication between the people. Now it is easy to have a conversation with people from 

everywhere in the world. This popularity of Internet brings also new threats like viruses, worm, 

Trojan, or denial of services.  Because of this, companies start to develop new security systems, 

which help in the protection of networks. The most common security tools used by companies or 

even by personal users at home are firewalls, antivirus and now even Intrusion Detection System 

(IDS).  

Nevertheless, this is not enough so a new security system has been created as Intrusion Prevention 

Systems, which are getting more popular with the time .This could be defining as the blend between 

a firewall and an IDS. The IPS is using the detection capability of the IDS and the response capability 

of a firewall. Two main types of IPS exist, Network-based Intrusion Prevention System (NIPS) and 

Host-based Intrusion Prevention System (HIPS). The thirst should be set-up in front of critical 

resources as a web server while the second is set-up inside the host and so protect only this host. 

Different methodologies are used to evaluate IPSs but all of them have been produced by 

constructors or by organisms specialised in the evaluation of security devices. This means that no 

standard methodology in the evaluation of IPS exists.  The utilisation of such methodology permits 

to benchmark system in an objective way and so it will be possible to compare the results with other 

systems. This thesis reviews different evaluation methodologies for IPS.  Because of the lack of 

documentation around them the analysis of IDS evaluation methodology will be also done. This will 

permit to help in the creation of an IPS evaluation methodology.  The evaluation of such security 

system is vast; this is why this thesis will only focus on a particular type of threat: Distributed Denial 

of Service (DDoS). The evaluation methodology will be around the capacity of an IPS to handle such 

threat.  

The produced methodology is capable of generating realistic background traffic along with attacking 

traffic, which are DDoS attacks. Four different DDoS attacks will be used to carry out the evaluation 

of a chosen IPS. The evaluation metrics are the packet lost that will be evaluated on two different 

ways because of the selected IPS. The other metrics are the time to respond to the attack, the 

available bandwidth, the latency, the reliability, the CPU load, and memory load.  

All experiment have been done in a real environment to ensure that the results are the more 

realistic possible. The selected IPS to carry out the evaluation of the methodology is the most 

popular and open-source Snort, which has been set-up in a Linux machine. The results shows that 

system is effective to handle a DDoS attack but when the rate of 6 000 pps of malicious traffic is 

reach Snort start to dropped malicious and legitimate packets without any differences. It also shows 

that the IPS could only handle traffic lower than 1Mbps. 

The conclusion shows that the produces methodology permits to evaluate the mitigation capability 

of an IPS. The limitations of the methodology are also explained. One of the key limitations is the 

impossibility to aggregate the background traffic with the attacking traffic. Furthermore, the thesis 

shows interesting future work that could be done as the automation of the evaluation procedure to 

simply the evaluation of IPSs. 
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CHAPTER 1  

INTRODUCTION 

 

1.1 Project Overview 

The main aim of this thesis is to produce a methodology that will permit to investigate the 

performance of rate-based Intrusion Prevention System (IPS) for a range of network conditions. This 

methodology should offer means to assess the evaluated device on a non-bias way. This will permit 

to evaluate and compare different rate-based IPS because they will be tested under the same 

conditions. The means used to evaluate the tested device will be a set of metrics that will be the 

most objective as possible and that could be measured on any IPS on the market. The methodology 

should be developed in a way where it is possible to use it in a real environment as in a lab 

environment. Because of the difference of environment, the methodology should offer the 

possibility to reduce them as much as possible. Evaluation of such devices in unrealistic environment 

will only offer bias results that will never be equivalent of the results obtained when the device is set 

up in production. The thesis will present the open-source IPS called Snort that will run under a Linux 

environment to evaluate the approach taken also this will permit to assess of this tool. 

1.2 Background 

Nowadays, open communication network as Internet or cellular telephone system permits anybody 

to access these networks with the good device. Internet permitted to different companies to expend 

their activity by helping them to communicate with each other. This technology also helped 

companies to contact clients or selling their goods. Internet permits the connection between 

networks but also people, with all that imply (O'Reilly, 2000). The cost and the facility to access these 

networks permit a large population to use these technologies. This large amount of user on these 

networks created security issues (Cole, Krutz, Conley, Reisman, Ruebush, & Gollman, 2008). This 

easiness of communication created also new threats for companies and users. Problems of privacy 

are more and more often present in the headlines. These problems could be: stolen bank details 

(Montia, 2010), or lost of a laptop which contains sensitive information (BBC, 2009) (Kennedy, 2009). 

Security incident could also be about worms (Ahmed, 2009), virus, Distributed Denial of Service 

(DDoS) (Wortham, 2009). Two major DDoS attacks against the root name servers have been 

reported in 2002 (Vixie, Sneeringer, & Schleifer, 2002) and 2007 (ICANN, 2007). If the attacks had 

succeed this would have created havoc on the Internet. This type of attack could have political 

interests as the important DDoS attack of Russia against Estonia where their computer network has 

been disabled (Traynor, 2007). These example demonstrate that attacks perpetrate using computers 

could have important effect. This highlights the importance for companies and users to be protected 

against this type of threats. 

Different technologies and techniques exist that should be combined to protect a network. The main 

drawback is the complexity of some technologies to set-up. If a protection system is not correctly 

configured it might render the networks with more flaws than before (Gollman, 2006).  The main 
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protection mechanisms used to protect a network are firewalls, Intrusion Detection System (IDS) 

and Intrusion Prevention System (IPS). For host protection anti-virus, anti-malware, but also firewall, 

IDS and IPS oriented for host protection. Many companies are selling devices of software that permit 

the protection of systems but the lack of testing of such devices or even of testing methodology 

could not inform correctly the users. If the testing results are only produce by the constructors and 

never by autonomic searchers, results might be biased. In addition, if this evaluation exists they are 

not necessarily done in the same condition so the comparison of results will not be relevant.    

This thesis has the aim to produce a methodology to evaluate a device, which is more and more 

used: Intrusion Prevention System (see Section 2.4). The methodology that will be produced is 

oriented on one type of threat: Distributed Denial of Service (see Section 2.3).  

1.3 Aim and Objectives 

The thesis investigates the creation of a test-bed network with realistic network traffic. Also an IPS 

system will be set up in the test-bed and different DDoS attack will be perform on the network. The 

final step will be the evaluation of results of the processing of the threat by the IPS. In order to 

achieve this aim, different objectives should be done. These are as follow: 

 Perform a critical evaluation of network security. 

 Investigation of IPS systems: their performance impact, and evaluation methodologies. 

 Investigation of evaluation tools for traffic playback to create a test-bed. 

 Design a range of experiments for the evaluation. 

 Implementation of evaluation test-bed and Device Under Test (DUT). 

 Evaluation results of the system selected with the test-bed implemented for the scenario. 

1.4 Thesis structure 

The thesis is ordered in six different chapters. Each of them is describe below: 

¶ Chapter 1 - Introduction: Contains the project overview and the background where this project 

takes place. It also contains the main objectives to complete this project. 

¶ Chapter 2 - Literature Review: This chapter provided a description of the current literature 

research on the information security. It also contains the presentation of computer security 

mechanism such as firewall, IDSs and IPSs with an emphasis of the key strength and weakness of 

these systems. This thesis is focus on Distributed Denial of Service so this chapter will present 

the threat. The main section of this chapter is the investigation of the different evaluation 

methodologies that currently exist.  

¶ Chapter 3 - Design and Methodology: This chapter provide the design of the evaluation 

methodology, which is composed of the design of the test-bed and the different experiments, 

which involve the technology or rate filtering. Justification of why such approach is viable will be 

also given. 

¶ Chapter 4 - Implementation: Implements the design described in Chapter 3 using the tools 

described in Chapter 2.  

¶ Chapter 5 - Evaluation: Provides the results of the experiment described in Chapter 3 and 

implemented in Chapter 4. It will also contain the analysis of these results.  
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¶ Chapter 6 - Conclusion: Conclude this project by providing a critical evaluation of the project and 

the achievement of the objectives. A section will contain a self-reflection to discuss about the 

different problems encountered during the project and how they have been overcome. This 

chapter will be finished by a description of the possible directions and future works that could 

be taken in this subject area.   
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CHAPTER 2 

LITERATURE REVIEW 
 

2.1 Introduction 

This literature review contains the needed background to information security (Section 2.2) and 

about one of the most used devices in network security: the firewall (Section 2.3). To understand the 

basics concepts of Distributed Denial of Service, Section 2.4 will present the different steps in the 

creation of such attack along with the description of the main types of attacks (Mirkovic, Dietrich, 

Dittrich, & Reiher, 2005). Section 2.5 will present the basic concept of IDSs and IPSs and the 

differences between these two security systems (Rowan, 2007).  

The focus of this chapter is Section 2.6, which will present the different methodologies used to 

evaluate IDSs system end IPSs system. These will permit to draw a methodology to evaluate rate-

based IPS; such methodologies will be presented later in the thesis.  

2.2 Information Security 

Information security has the purpose to protect valuable resources of an organisation. These 

resources could be hardware, software, or information. By using different mechanisms and 

safeguards, security will help an organisation to protect its financial resources and its reputation 

(NIST, 1995). 

In computing, security could be divided in two groups. Computer security that represents the 

measures implemented to protect a single machine, its resources, and its stored data against threat. 

The other group is Network security which involve the security of each machine in a network but 

also all other devices that are part of this network and all the data that transit in the network (Cole, 

Krutz, Conley, Reisman, Ruebush, & Gollman, 2008). Computer security is built on three different 

aspects: Confidentiality, Integrity, and Availability (CIA).  Different interpretations and aspects exist; 

they are given by the needs of individuals and laws in a particular organisation (Bishop, 2004).   

Risk evaluation is also important in security management. This evaluation starts with the analysis of 

the assets, vulnerabilities, and threats that could be found in the system. A short list of common 

threat will be given and each threat will be quickly describe. 

2.2.1 Confidentiality Integrity Availability (CIA) 

Security and secrecy are closely related. One of the aims of computer system is to protect 

information; confidentiality is the aspect that gathers security and privacy. The term privacy could be 

used to define the protection of personal data when secrecy defines the protection of data of an 

organisation (Cole, Krutz, Conley, Reisman, Ruebush, & Gollman, 2008). Military organisations were 

the first to need an implementation of confidentiality in their system. The creations of access control 

mechanism permit to support confidentiality. One of these control mechanism is cryptography, this 

is, by definition, the science of secret writing, this permit to modify information to make it 
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impossible to read. A cryptography key permit to retrieve the information, but this key is a new 

weak point of a secure system (Gollman, 2006). Confidentiality is important to hide data but also to 

hide the existence of this data that could also show a lot of information to an intruder (Bishop, 

2004).  

The trustworthiness of data or resources in a computer system is vital. This includes data integrity ς 

the content of the information ς and origin identity ς the source of the data. Integrity as been 

defined by the Department of Defence (1985) as:  

ά¢ƘŜ ǎtate that exists when computerised data is the same as that in the source 

documents and has not had been exposed to accidental or malicious alteration or 

ŘŜǎǘǊǳŎǘƛƻƴέΦ  

This defines data integrity as a synonym for external consistency. Two classes of mechanism exit to 

guarantee data integrity, prevention mechanisms, and detection mechanisms. Prevention 

mechanisms seek to ensure the integrity of the data by managing the access only to authorised users 

and prevent the modification of the data in unauthorised way. Detection mechanisms are not design 

to prevent modification but to report unauthorised modification. These mechanisms could analyse 

system events or the data itself to see if the policies still apply (Bishop, 2004). Data integrity is also 

important with the communication between hosts. An attacker could intercept the data and modify 

it; this type of attack is called man-in-the-middle attack (Cole, Krutz, Conley, Reisman, Ruebush, & 

Gollman, 2008). 

In a computer system, the availability of the resources is important. The idea of availability comes 

from other areas like fault-tolerance system. Different mechanisms exist to permit highly available 

services as the gossip architecture (Ladin, Liskov, Shrira, & Ghemawat, 1992) or the Bayou system 

(Terry, Theimer, Petersen, Demers, Spreitzer, & Hauser, 1995). These mechanisms exist because user 

need services to be highly available, this mean the response time of services should be close to one 

hundred per cent. Server failures or network disconnection are part of the factors that are relevant 

to ensure a high availability (Coulouris, Dollimore, & Kindberg, 2001). When an attacker try to 

attempt to the availability of a system it is called a Denial of Service attack (DoS). These kinds of 

attack are difficult to detect, because the detection lie in the capacity of the system discerned 

unusual access pattern (Bishop, 2004). To prevent the addition of protection mechanism, designers 

of security protocols try to avoid imbalance in workload that could permit attacker to overload and 

create a DoS to a victim (Cole, Krutz, Conley, Reisman, Ruebush, & Gollman, 2008). 

2.2.2 Accessing Assets, Vulnerabilities, and Threats to Calculate Risk 

To define and analyse the risk it is important to start by defining an asset, vulnerabilities, and a 

threat. The next step is to rank them according their value ς asset, impact if they are exploited ς

vulnerability, and finally, the likelihood of occurrence (threat).  

Assets should be identified and valued. Assets include the hardware (servers, laptops, etc.), software 

(application, databases, source code, etc.), data, and information that are essential to run the 

company and finally, the reputation. Hardware could be valued by the price it cost, but for data and 

information, it is harder. A leak of customer data could create indirect lost as for example lost 

business opportunities. Customers may desert the company because they do not feel their 

information secured (Gollman, 2006). Table 1 shows some assets and their values. 
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Asset Values 

Payroll records Medium 
Product design specification High 
Health insurance claims High 
Customer list High 
Account receivable records Medium 
Sale records Low 
Employee reviews Low 
άLƴǾŜƴǘƻǊȅ!ƴŘhǊŘŜǊέ ŘŀǘŀōŀǎŜ Medium 

Table 1: Assets and values (Cole, Krutz, Conley, Reisman, Ruebush, & Gollman, 2008) 

Vulnerabilities are the weakness of a system. They could have been accidentally or intentionally 

created. As explain by SANS (2001) ά±ǳƭƴŜǊŀōƛƭƛǘƛŜǎ ŀǊŜ ǘƘŜ ƎŀǘŜǿŀȅǎ ōȅ ǿƘƛŎƘ ǘƘǊŜŀǘǎ ŀǊŜ 

manifestedέ which mean that a system could be compromise through a weakness found in it. 

Vulnerability could be a weak password, an unpatched computer, a weak firewall configuration, etc. 

It is important to analyse and evaluate vulnerabilities that exist in a system. This could be done by 

using a vulnerability scanner could be used. The scanner should be able to access a vulnerability 

database keep up to date. Different organisations are doing it as the SysAdmin, Audit, Network, 

Security (SANS) or the Computer Emergency Response Team (CERT). Vulnerabilities should be 

ranked following the importance of impact if this vulnerability is exploited. For example, a 

vulnerability that permits an attacker to take the control of a system account is more important that 

a vulnerability that give access to an unprivileged user account (Gollman, 2006).  Table 2 shows 

different vulnerabilities and the critically level. 

Vulnerabilities Critically 

Unpatched software Medium 
Internet connection with no firewall High 
Antivirus protection missing or not updated High 
Weak password Medium 
Common password sharing High 
Employees make decision about who has access High 

Table 2: Vulnerabilities (Cole, Krutz, Conley, Reisman, Ruebush, & Gollman, 2008) 

Threats are exploits of vulnerabilities. The same vulnerabilities could be exploited by several threats. 

This is why system protection mechanism should try to protect the system against vulnerabilities and 

not against threats (Cole, Krutz, Conley, Reisman, Ruebush, & Gollman, 2008). It is possible to divide 

threats in four different classes. The first one is called disclosure, it contain all threat about 

unauthorized access of information.  The second one is acceptation, which means all threat about 

the acceptance of false data. The third group is disruption of correct operation of a system. Finally 

the last group is usurpation that contains all unauthorised take of control of some part of the system 

(Bishop, 2004). Each threat should be studied and different characteristics should be found as where 

the attacker could come from, inside or outside of the system? Could a member or a former member 

be the adversary? Does the attacker should launch the attack by accessing the system or could it be 

done remotely? When these questions are answered, the threat should be rated according the 

likelihood of the threat. This depends of the difficulty of a threat, the motivation and number of 

attackers (Gollman, 2006). Following, a non-exhaustive list of threat will be given with the 

explanation of each of these threats. Table 3 shows different threats and their likelihood. 
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Threats Likelihood 

! 5ƻ{ ŀǘǘŀŎƪ ŀƎŀƛƴǎǘ ǘƘŜ άLƴǾŜƴǘƻǊȅ!ƴŘhǊŘŜǊέ ŘŀǘŀōŀǎŜ Medium 
A DoS attack against the payroll server Low 
Internal employee reading or modifying payroll data without 
authorization 

High 

Internal employee accessing employee review records Medium 
Internal employee selling customer list Medium 
External person obtaining customer list of product design Medium 

Table 3: Threats (Cole, Krutz, Conley, Reisman, Ruebush, & Gollman, 2008) 

2.2.3 A brief overview of common threats 

Errors and Omissions are an important threat to data and system integrity. When a user or a system 

administrator is entering data in a system, they could make an error. This could generate a threat or 

creating vulnerably.  An error in a source code may permit the software to crash or to damage the 

system and these errors could occur any time in the life of the software (NIST, 1995).   

Identity theft is one of the most lucrative ways for criminal to make money; this is also called 

phishing (Hinde, 2005). It could take the form of an email or could be found on a web server. A 

message will trick the user to give his identification information or bank account information. The 

message use by the criminals to trick users is sometimes really well done and it is hard to detect this 

is a phishing message. Criminals could for example use bank writing style or even the bank logo. This 

phenomenon is growing because people are not aware of it and it is hard to be well protected 

against identity theft. The Federal Trade Commission Identity Theft Data Clearinghouse said that 215 

000 people had their identity theft in 2003 and 162 000 in 2002 (Dwan, 2004).  

Sabotage is in general done by employees from inside the company. They have an excellent 

knowledge of the system and they know what will really disturb the company (NIST, 1995). Sabotage 

ŎƻǳƭŘ ōŜ ŘƻƴŜ ōŜŎŀǳǎŜ ƻŦ ŘƛŦŦŜǊŜƴǘ ƳƻǘƛǾŀǘƛƻƴ ά!ǎ ƭƻƴƎ ŀǎ ǇŜƻǇƭŜ ŦŜŜƭ ŎƘŜŀǘŜŘΣ ōƻǊŜŘΣ ƘŀǊŀǎǎŜŘΣ 

endangered, or betrayed at work, sabotage will be used as a direct method of achieving job 

satisfaction the kind that never has to get the bosses' apprƻǾŀƭΦέ (Sprouse, 1992) 

Industrial Espionage also known as corporate or business espionage is conduct in a commercial point 

on view. This is different that government espionage where they try to gather political or military 

information to take advantage of it. The authors of industrial espionage could be an organisation, a 

private organisation or an event governmental organisation (Jones A. , 2008). The aim for an 

organisation is to possess a commercial advantage against a concurrent. In general targeted 

information are these related to technologies or also different listing from the organisation (client 

list, contract list...) (NIST, 1995).    

Malicious Code mean viruses, worms, Trojans and other software that could be found on a system 

but nobody requested it (NIST, 1995).  

Denial of Service will be explained later on in a specific part or this report. This is one of the most 

common threats, which cost a lot of money to the target organisation. The aim of this type of attack 

is to distribute a service (a web site, a Domain Name Server (DNS)...) so nobody could use it. 
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2.2.4 Risks 

When assets have been ranked and their value calculated, it is now important to evaluate and 

calculate the risk. It is possible to calculate the risk on two different ways; quantitative and 

qualitative risk analysis. In quantitative risk analysis, the annual lost expectancy could be calculated 

with the following mathematical formula: Annual Lost Expectancy = Threat x Asset. The threat value 

is a probability and the asset value is the monetary cost of the particular asset (Buchanan, 2008). A 

qualitative risk analysis is calculated based on rules that tend to take every characteristic of the 

system without necessarily use mathematical based. In this type of analysis, the likelihood of the 

threat and the monetary cost of the targeted assets are put in relation (Gollman, 2006). Figure 1 

shows the monetary cost of an asset against the likelihood of the threat.   

 

Figure1: Cost against likelihood (Buchanan, 2008) 
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2.3 Firewalls 

The previous section showed different threats and the risks that resources might encounter when 

they are accessible through a network. This shows the importance for a company to dispose devices 

that will permit to protect their network. Some of these systems are Intrusion Detection System 

(IDS), Intrusion Prevention System (IPS) that will be presented in Section 2.5. This section will 

describe one of the most common used security tools, a firewall. The basics characteristic of a 

firewall will be explained and two common characterises between IDS, IPS and firewall will be 

described.  

2.3.1 Firewall basics 

Firewalls, also called secure gateways are systems that permit to filter access between two 

networks. In general, this is between a private network ς a company network, and a public network 

ς Internet. A public network could not be trusted because malicious person can use its accessibility 

to spread malicious code or trying to access private network (NIST, 1995). It is also common and 

important to protect and restrict access of special infrastructures. Which mean the installation of 

firewall inside a private network will permit to add another protection layer in the system (Alder, 

2007).  

This device permits the creation of a Demilitarize Zone (DMZ), as illustrated in Figure 2. It permits to 

divide the network into three different parts. One is the untrusted zone ς the Internet - the second is 

the trusted zone ς users of the networks and the last part is the DMZ. In that part, it is possible to 

find the services as the email server or timer server that are accessible from inside and outside the 

network. By dividing the network in three parts, it is possible to assigned different policies regarding 

the risk. Moreover, this ensures the security of the trusted network in case of a breach in the DMZ 

(Ingham & Forrest, 2005).  

A firewall will analyse all incoming and outgoing packet that pass through it and took a decision. 

Different decisions are possible as accept the packet or discard it. It could also be possible to log the 

packet, put the packet in a queue to analyse it with different plug-in or other mechanisms. The 

firewall makes its decision following rules that take the form {Predicate}­ {Decision} (Gouda & Liu, 

2007). {Predicate} is a Boolean expression that will permit to identify specific packets with the 

physical interface and the direction on which these packets arrive. The {Decision} could be accept, 

discard or any other possible solution. A packet will match a rule if and only if it matches the 

predicate.  

When a firewall is set up in a system it have a new and clean configuration, but during its utilisation, 

different administrators will change the firewall configuration to adapt it of the needing of the 

system.  This could generate different problems as the overlapping of rules. Two rules are 

overlapped, if and only if, one packet could match both rules (Gouda & Liu, 2007). When both rules 

are the same this will only slow down the traffic because the firewall will do the test twice. The 

major risk is when rules have different decisions. To prevent the risk of conflicts the rules with the 

highest priority ς in general the first will be used.  To ensure that every packet could be matched by 

a rule, the last one is usually a tautology (Gouda & Liu, 2007). This rule is also called default rule. 
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Figure 2: Typical DMZ Configuration 

Different types of firewall exist. Some of the most common are packet filtering ς also known as 

screening; proxy host; application layer gateway or screened-host gateways (NIST, 1995). 

2.3.2 Packet filters 

Packets filtering have been defined for the first time in a paper of Mogul (1989) about screened. 

Application and transport level proxies require to pass the datagram up down in the whole protocol 

stack. In another hand, packet filtering permits to analyse datagram much faster (Ingham & Forrest, 

2005). Besides, packets filtering do not require the intervention of the user. Nowadays the protocol 

the most used is the Internet Protocol (IP). To make their decision packet filter firewall use at least 

one of information contained by an IP datagram. This might be the source address, destination 

address; the protocol used all different flag and all other information that are accessible in an IP 

datagram. A firewall using packet filtering are often implemented on edge router, which use Access 

Control List (ACL).  

Packet filtering is a technology that permit fast analyse of the traffic but, different drawback exists 

around this technology. One of is the huge difficulty to create correct and powerful rules, too many 

poor design rules will considerably slow down the device and disturb the traffic (Mogul, 1989). 

Another drawback is the incapacity of packet filter to determine which user is generating which 

traffic. In fact, it is possible to know which host is generating a particular traffic by its address but 

host and user are different. If the policies of the system block access to some resources to some 

users, this technology is powerless. Moreover, the risk of IP address spoofed is important; a local 

machine could easily spoof its address and use one from another local machine. For an outside 

attack, even if the edge router and firewall are well configured a risk exists. If an attacker, use the IP 

address of a legitimate remote host the security device might not detect them (Ingham & Forrest, 

2005).   
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The IP protocol encapsulates the majority of time Transfer Control Protocol packets (Braun, 1998). 

One of the application layer protocols using TCP is File Transfer Protocol (FTP) ς port 21 (Postel & 

Reynolds, 1985) is a cause of problem for packet filtering. The active FTP method opens a connection 

from the client to the server and the server open a connection back to the client. This connection 

has for port source the port 20 and a random port destination. It is possible that malicious program 

use the TCP port 20 for the source and a random TCP port for the destination. Which cause the 

packet filter writer to assume that this type of connection might be malicious. One of the solutions 

to prevent this risk has been proposed by Bellovin (1994) in the RFC 1579. His solution is the use 

passive FTP. The main drawback of this solution is that not all clients support this type of connection. 

Another solution exists to resolve this problem and problem generated by other protocol; this is 

stateful packet filter. 

2.3.3 Stateful Packet Filter 

When a TCP connection is open, a packet filter firewall will not take in account that a packet is from 

a particular established or not connection. An attacker could use this flaw in the packet filtering 

technology and send TCP packets that look like a packet from an established connection. The 

solution to this problem is to keep trace of every connection; this imply that the firewall will looks at 

both network layer and application layer of the Open System Interconnection (OSI) model. The 

firewall should monitor the initial TCP packet that request the opening of a connection (SYN flag set) 

and allow packets from this connection to pass through the firewall until the FIN packet is 

acknowledged. For other protocol not connection-oriented as User Datagram Protocol (UDP) or 

Internet Control Message Protocol ICMP, it is possible to keep trace of a pseudo-state. This permits 

to keep the trace of Domain Name Server (DNS) or Network Time Protocol (NTP) request for UDP 

and accept echo-reply for ICMP (Ingham & Forrest, 2005).  

2.4 Distributed Denial of Service 

This section will present one of the most difficult threats to handle, Distributed Denial of Service 

(DDoS). After the definition and the description of different purpose that involve the creation of 

DDoS, the different step done by an attacker to perform a successful attack will be described. This 

involves the recruiting machines and controlling them to give them orders. The life of a network of 

node control by an attacker is not only attack. The network could be used to expand itself by 

recruiting other machine.  

Distributed Denial of Service could target different levels of the system, and for each of them 

different measures should be taken to protect the network against DDoS. These methodologies will 

be also explained; different steps should be done before, during, and after the attack to ensure a 

maximum level of protection.  

2.4.1Definition and purpose 

A Denial of Service has aim to disrupt legitimate activity; this could be the access of Web pages, the 

utilisation of e-mail server or an online radio. A DoS is achieved when the target crashed, rebooted 

or slowed down. The success of this type of attack corresponds to the time that the attacked is 

performed (Tanase, 2003).   
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This type of attack consists of sending messages to the target. This will obligate the target to process 

received messages and, because their number will be too huge, the target will not be able to handle 

it and will not be able to perform it legitimate services. To perform a DoS attack the attacker should 

be able to use a powerful computer with a lot a CPU time, memory, and bandwidth. The ability to 

send message of the attacker must be bigger than the capacity of the victim to process messages 

(Mirkovic, Dietrich, Dittrich, & Reiher, 2005).  This type of powerful machine is not common and 

hard to access; this is also too expensive for an attacker to build this type of machine. Because of 

this another type of DoS has been created, Distributed Denial of Service (DDoS).  

DDoS attacks are, as the name implies a DoS perform in a distributed model. In a simple DoS only 

one machine is doing the attacks. In the case of a DDoS it could be a couple or thousands of 

machines performing the attack, the first apparition of DDoS is in 1998 (Lin & Tseng, 2004). This 

technique is used by attackers to permit them to have enough power to disturb legitimate traffic of 

powerful network (Tanase, 2002). To perform this kind of attack an attacker should start by 

recruiting many machines and controlling them. This network of machine is called a botnet. 

Techniques to recruit and control attacking machines will be explained later on.  

Motives of attackers to perform Denial of Service attack could be of different nature; an attacker 

might want to show his power by attacking a large, popular Web site that will permit him or her to 

be recognised in the underground community. Another possibility of motive is a political one, for 

example, a political party can ask an attacker to do a DoS attack on the Web site of a concurrent 

political party. It could be also use in communication war (Mirkovic, Dietrich, Dittrich, & Reiher, 

2005). The last motive and most common is the commercial one; a company can ask an attacker to 

attack a concurrent; during the time where the commercial website is unavailable it will lose a lots of 

money and worst, the trust of user and they might want to go shopping on another website (maybe 

the backer) . Attackers could also threaten companies by promising to attack them if they refuse to 

give money to the attackers (Mirkovic & Reiher, 2004).   

2.4.2 How attackers recruit and control attacking machine 

When an attacker wants to create a botnet to perform DDoS attacks he or she will need to take 

control of different machine on the Internet. Easier targets are machines without any protection; it 

could be machines from university or companies and even private machines. The attacker will break 

into them and will take full control of it, these attacking machines could be called slaves, zombies, 

daemons or agents; the last term will be used in this report. After the attackers have finished 

infecting the machines precaution will be taken for hide all trace of the attack. Once this is done it is 

important for the attacker to be able to control the botnet easily and without being detected 

(Mirkovic, Dietrich, Dittrich, & Reiher, 2005). 

2.4.2.1 Recruiting machine  

Attackers need the biggest possible botnet to be able to launch huge and complex attacked, so they 

need to infect many as possible agent around the internet and if possible in different countries for 

security reason explained in the next part. If the attackers should infect each machine by hand this is 

really time consuming and nearly impossible to have a huge botnet. For this purpose, attackers 

developed way to infect machine semi-automatically or completely automatic (Mirkovic & Reiher, A 

Taxonomy of DDoS Attack and DDos defense mechanisms, 2004), this different mechanism will be 

now explained.  



FLAVIEN FLANDRIN Honours Project 

 

A METHODOLOGY TO EVALUATE RATE-BASED INTRUSION 
PREVENTION SYSTEM AGAINST DISTRIBUTED DENIAL OF SERVICE 

13 

 

The life of an agent from a botnet begins when it has been exploited. A machine could be exploited 

by different ways; the first one is by a malicious code, this kind of exploit can took the form of a 

phishing e-mail, a Web site that contain Trojan, e-mail attachments that execute malicious code 

when the target open it or even Spam in Instant Messaging (SPIM). 

Many types of agents have scanning capability that permit to identify open port of a range of 

machine. When the scanning is finish, the agent takes the list of machines with open port and launch 

vulnerability-specific scanning to detect machines with unpatched vulnerability. If the agent found a 

machine with vulnerability, it could launch an attack to install another agent in the machine. 

±ǳƭƴŜǊŀōƛƭƛǘȅ Ŏŀƴ ōŜ ŘƛǎŎƻǾŜǊƛƴƎ ōȅ ŘƻƛƴƎ ŀ ǊŜǾŜǊǎŜ ŜƴƎƛƴŜŜǊƛƴƎ ƻŦ ǘƘŜ άtŀǘŎƘ ¢ǳŜǎŘŀȅέ ƻŦ aƛŎǊƻǎƻŦǘΣ 

attackers are using this method and when they have understood the newly patched vulnerability, 

they create an exploit. Because millions of users are not patching regularly their system, they are 

easy target. 

Another possibility is to use trace left by malicious code; this could be a backdoor left by a Trojan, 

worms, or remote access Trojan. For the last type, many attackers use it because Trojans are easy to 

set-up. Skilled-less attackers let the default configuration of the remote access Trojan so anybody 

that knows the default password could take control of the computer.  

The last possibility for an agent to take control of a machine is to found the password of a user or 

even of the administrator of the machine. Two different techniques are used by agents, the first one 

is called the password guessing where the agent have a list a most common password and try all of 

them until one match. The other technique is called brute-force, the agent try all possible password, 

with this technique it is nearly impossible to no find the password if nobody change it before the 

agent found it. The problem with this technique is the time consuming.  

2.4.2.2 Controlling the botnet  

The most important for attackers when they want to control a botnet is to stay hidden. To stay 

hidden they send their commands to specific machine called master or handler to distribute them to 

the agents of the attackers. Figure 3 shows how attackers send their commands to attack their 

victim. By doing this, it is difficult for the victim to found who send the command because if they can 

inspect an agent they will only know the handler and the attacker will stay unknown (Mirkovic, 

Dietrich, Dittrich, & Reiher, 2005).  

Another possibility  for the attackers is to use machine called άstepping stonesέ to access a 

άhandlerέ, this technique involve the connection in sequence to different machine so even if the 

handler is inspected only the previous stepping stone could be found. If the attacker used many 

different stepping-stones stationed in different countries, it would be nearly impossible to inspect 

them all and to discover the attacker. Figure 4 shows how the stepping stone technique works 

(Mirkovic, Dietrich, Dittrich, & Reiher, 2005).  
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Figure 3: Handler/agent architecture (Mirkovic, Dietrich, Dittrich, & Reiher, 2005). 

 

Figure 4: Illustration of a site hosting stepping stone (Mirkovic, Dietrich, Dittrich, & Reiher, 2005) 

DoS traffic 

C&C traffic 
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For controlling agents, the attackers use Command and Control (C&C) server, currently, the majority 

of botnet use Internet Relay Chat (IRC). Other possibilities exist as Peer-to-Peer (P2P) C&C, Instant 

Messaging (IM) C&C or even Web-based C&C server. When the agent is connected to the C&C it can 

ask for updates as IP address for other C&Cs, software update or exploit software. The agent could 

also ask for orders, if the agent is newly installed it could ask order for protect himself, this could be 

by asking the C&C the location of the latest anti-virus and prevent it to detect the agent by stopping 

the service. This action could be suspicious for a user aware to check his anti-virus regularly, to 

prevent that, some agent have the capacity to neuters the anti-virus, it looks like it is working but in 

reality the anti-virus is unable to detect the agent (Schiller, et al., 2007).  Figure 5 shows the life cycle 

of a botnet. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 5: Botnet Life Cycle (Schiller, et al., 2007) 

2.4.3 Semantic of Denial of Service 

Denial of Service could be caused by different ways, exploiting a vulnerability of a system; attacking 

a specific protocol; attacking the middleware of the system; attacking a particular resource or 

application and finally, just pure flooding. These different types of semantic will be now explained.  

2.4.3.1 Exploiting Vulnerability  

A DoS attack that aim vulnerability consists by sending few well-crafted packets to the target that 

will take advantage of the vulnerability. !ƴ ŜȄŀƳǇƭŜ ƻŦ 5ƻ{ ŀƎŀƛƴǎǘ ǾǳƭƴŜǊŀōƛƭƛǘȅ ƛǎ ǘƘŜ ά.ƻƴƪέ ŀǘǘŀŎƪ 

Computer is exploited and becomes a bot. 

New bot rallys to let botherder know it is joined the team 

Retrieve the Anti A/V Module 

Secure the new client 

Listen to the C&C for commands 

Retrieve the payload module Report result to the C&C 

Execute the command 

On command erase all evidence and 

abandon the client 



FLAVIEN FLANDRIN Honours Project 

 

A METHODOLOGY TO EVALUATE RATE-BASED INTRUSION 
PREVENTION SYSTEM AGAINST DISTRIBUTED DENIAL OF SERVICE 

16 

 

that appeared in 1998 (Stutz, 1998), this attack was using vulnerability present in Windows 95, NT 

and some Linux kernels. These systems were not handling properly fragmented packet, the attacker 

was sending two crafted UDP packets to the target, when the system tried to reform the datagram it 

was sending in a loop and after a moment crashed.  

These kinds of DoS are really powerful and hard to be detected because of the small number of 

packets needed, but, when a patch is realised and the machine is protected the DoS cannot be used 

anymore against the machine (Mirkovic, Dietrich, Dittrich, & Reiher, 2005). 

2.4.3.2 Attacking a Protocol  

These attacks are Denial of Service attack exploits a specific feature or a bug of one or more 

protocols installed at the target machine with the goal to consume enormous amount of the target 

resources. The results of this attack will prevent the victim to done his job properly, by dealing with 

a large amount of illegitimate traffic. The victim will not be able to handle legitimate traffic so users 

will not be able to access the machine or use its resources. This kind of DoS is more efficiently if it is 

distributed, because the attackers need to consume an important part or all the resources of the 

machine, moreover, distributed the attack will be harder for the target to stop it (Mirkovic, Dietrich, 

Dittrich, & Reiher, 2005). 

A famouǎ 55ƻ{ ŀǘǘŀŎƪ ǳǎƛƴƎ ŀ ŦŜŀǘǳǊŜ ƻŦ ŀ ǇǊƻǘƻŎƻƭ ƛǎ ǘƘŜ {¸b CƭƻƻŘ ŀǘǘŀŎƪΦ ¢ƘŜ ŀǘǘŀŎƪ ǳǎŜ ǘƘŜ άǘƘǊŜŜ 

ςway handshakeέ of the TCP protocol. When a machine wants to open a TCP connection with 

another machine, the first send a SYN packet to the other. The second machine then send a SYN-ACK 

ǇŀŎƪŜǘΣ ŀǘ ǘƘƛǎ ƳƻƳŜƴǘ ǘƘŜ ŎƻƴƴŜŎǘƛƻƴ ƛǎ ŎŀƭƭŜŘ άƘŀƭŦ-ƻǇŜƴέΣ ǘƘŜ ŦƛǊǎǘ ƳŀŎƘƛƴŜ ǎƘƻǳƭŘ ƴƻǊƳŀƭƭȅ ǎŜƴŘ 

an ACK packet that will open the connection and permit the two machines to communicate. In this 

attack the last ACK is never sent, ǎƻΣ ǘƘŜ ǎŜŎƻƴŘ ƳŀŎƘƛƴŜ ǿƛƭƭ ƪŜŜǇ ǘƘŜ άƘŀƭŦ-ƻǇŜƴέ ŎƻƴƴŜŎǘƛƻƴ ƛƴ ƛǘǎ 

Transmission Control Block (TCB) until the timeout of this connection expire. The attacker will keep 

sending request to open a connection, this will result in filling the TCB stack until only request from 

the attacker are stored so legitimate user cannot open a connection anymore (CERT Coordination 

Center, 1996).  

2.4.3.3 Attacking Middleware  

When an attacker executes a DoS against a middleware it is by using a flaw in the algorithm of the 

middleware. This type of law-traffic attack could affect hash algorithm, typically a hash function 

execute linearly its operation. If the attackers send, well-crafted packets to the middleware that will 

force worst-case condition, such as all values hashing into the same buckets, the attack can cause 

the machine to slow down because it will perform an action in term of minutes instead of second.  

When the machine is under attack, this might not be visible for an administrator of the system 

because the machine will be only slow down, when a new attack is released, the only way to protect 

the machine from it is to disable the middleware or wait for an update. If the middleware is vital for 

the system, it might not be possible to disable it so the machine will not be protected until a patch is 

released (Crosby & Wallach, 2003). 

2.4.3.4 Attacking an Application  

Attackers that target a specific application for a Denial of Service will in general prefer a Distributed 

Denial of Service because it will request a lot of bandwidth and power to have an effect against an 
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important system. If an attacker possesses a botnet of one thousand computers, take as target a 

web site that can handle ten thousands simultaneous connection, each computer of the botnet will 

need to open ten connections. The target will be full of illegitimate traffic and the legitimate one will 

be refused or dropped (Mirkovic, Dietrich, Dittrich, & Reiher, 2005).  

The number of connection open by each agent is small; resources needed are few, so this might be 

possible that the user of the infected machine never see that his or her machine belongs to a botnet. 

2.4.3.5 Attacking a Resource 

The resource that could be target are for example the CPU cycle of a machine, the attack will force 

the system to do more works that needed. It could be also a direct attack against a router switching 

capacity, this type of attack could be disastrous if the network is not well thought (Mirkovic, Dietrich, 

Dittrich, & Reiher, 2005). In January 2001 an attack against the router that direct traffic to Microsoft 

Web site was perform. When news of this attack were known it was discover that all Domain Name 

Server (DNS) were on the same segment of the network. When the router was under the DoS attack, 

no Web sites of Microsoft were accessible anymore (ZDNet Uk, 2001). 

2.4.3.6 Pure Flooding  

Flooding attacks are also known as bandwidth consumption attacks are attacks that just send the 

maximum possible of packets to the victim with aim to use all the possible bandwidth of the target. 

This is hard for the target to handle alone this kind of attack so in many case the help of the Internet 

Service Provider (ISP) is needed. A filter of the packets should be done directly by the ISP, if the 

packets of the attack have an easy signature to discover as large UDP packets to unused ports or IP 

packets with a protocol value of 255. The filtering might be easy and quick to set-up. If attacking 

packets are well crafted, and looks like legitimate traffic, it could be hard to filter it and in some 

cases, the only possibility is to wait that the attackers get tired of his attack and stop it (Mirkovic, 

Dietrich, Dittrich, & Reiher, 2005). Appendix A contains a non-exhaustive list of different DDoS 

attacks using TCP, UDP, and ICMP protocol. 

2.4.4 Defence Strategy against Distributed Denial of Service  

Because of their nature, it will be never possible to block Distributed Denial of Service attacks 

completely; after all, it is possible to ask thousands of people to access a particular Web site at a 

particular time. This action will create a Denial of Service and it will be impossible to determine the 

legitimate of the illegitimate traffic (Nazario, 2008). Even so, it is possible to protect a network by 

minimizing the risk by configuring properly the network. The major problem of this threat is the lack 

of awareness of DDoS attack; too many networks are not enough protected and prepared to handle 

DDoS attack or even, prevent to be part of a botnet. Which means an attacker can easily perform 

effective attacks or easily recruit new agents. 

Protecting your network to prevent attacks will prevent attacker using your network as stepping 

stones, to hide themselves or even as part of a botnet could be done with the same strategy. The 

first thing to do is to prepare the network and understand it. The administrators of the network 

should possess tool to record and analyse traffic from host or different part of the network.  This will 

permit to analyse the traffic with forensics tools to detect strange behaviour. It is also important that 

the administrator install last patch on the different machines of the system to protect it. Too many 

machines are infected because they are unpatched. An analysis of the network along how each part 
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communicates between them will permit the administrator to know what good traffic is and what 

bad traffic is. This knowledge will permit him to create automatic procedure to deal with the threat 

without disturbing legitimate traffic. 

Because not all DDoS attack will necessarily, cause the network to fail. It is important to be able to 

detect even small DDoS attacks. This type of behaviour could be an attacker testing the capacity of 

the network to handle an attack, or, it is possible the attack just fail. In any case, the attacker could 

try again by changing the attack process or using more agents to launch the attack.  An Intrusion 

Detection System (IDS) could for example do the detection of DDoS attacks - this tool will be cover 

later in this report.  When an attack is detected, the victim should try to take as many information 

possible, this is called the characterization. The amount of traffic needed to characterize an attack is 

in general small, different tools exist that help the investigator to determine the type of the attack. 

All this information will help the victim to handle the attack, but also other administrators to help 

them to protect their network against the same attack. Another interesting point of characterizing 

the attack is to determine the provenance of the attack. It might not be possible to found exactly 

where the attack come from but, it could be possible to detect part of the botnet and maybe even 

agents. When they are detected, it will be possible to ask the owner of the infected machine to clean 

them. The next step of dealing with a DDoS attack is the reaction of the network. This could be by 

blocking the traffic with a Firewall of an Intrusion Prevention System (IPS) ς this tool will be covered 

later in the report. If the network is used for an attack, the reaction could be the detection of the 

infected host and gather evidence and doing forensics analyse. To permit a quick response, it is vital 

to have established procedure and established standards for investigation, documentation, and 

reporting. 

Finally after the attack it is important to review how the procedure to deal with the attack worked, 

how the network handle the attack, how the tools that you used helped you to respond or not, etc. 

This will permit to detect and understand the weakness of the network and help to build better 

security procedure for the future (Mirkovic, Dietrich, Dittrich, & Reiher, 2005). 

2.5 Intrusion Detection and Prevention System 

In this report the term IDPS means Intrusion Detection Prevention System, this will be used to refer 

Intrusion Detection System (IDS) and Intrusion Prevention System (IPS). These devices are one of the 

other component used by administrators in a network to protect assess. Nowadays the most used 

device is IDSs but they have poor reactivity. The need of trained administrator to use it is to be taken 

in consideration before setup one of these devices. This section will present the different concept 

and methodologies use to create and setup an IDPS. These methodologies could be divided in three 

different categories, the first one is the content-based methodology that corresponds to the 

capacity of the IDS to analyse the content of a packet. The second one is the protocol-based 

methodology, the device should have the capacity to analyse packet regarding the protocol used and 

to find irregular packet. In addition, the last one is the rate-based methodology that concern only 

Intrusion Prevention System. Indeed, this is the capacity of a device to handle and control amount of 

traffic regarding a specific policy. Finally, this section will conclude with the description of two 

different ways to set-up on IDPS, host-based and network-based. 
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2.5.1 Definition of IDSs and IPSs 

2.5.1.1 IDS 

Intrusion detection means the capability of monitor events and analyse them for sign of intrusion. 

Intrusion Detection System (IDS) is software with the capacity to interpret network traffic and/or 

host activity. IDSs are used to protect the network and host from attacked or violation not detected 

by others security system. They can also detect reconnaissance attempt of a network by detecting 

port scan or other way of scanning the network (Mell & Scarfone, 2007).  

To detect attack, the IDS used different method as signature-based method or behaviour-based 

method. These two methods will be described further in this document. When a packet is detected 

as malicious, the IDS execute answer by following the different rules given by the administrator for 

handler this packet. This could log details of the packet or the entire packet; it could even trigger a 

system to page an administrator if the threat is classified as dangerous (Alder, 2007).  Figure 6 shows 

the different component that permits IDS to detect malicious packets. The data pass through the 

ǎŜƴǎƻǊ ά9-ōƻȄέ ό9ǾŜƴǘ-boxύ ŀƴŘ ǎǘƻǊŜŘ ƛƴ ά5-ōƭƻŎƪέ ό5ŀǘŀōŀǎŜ-ōƭƻŎƪύ ǘƻ ǇŜǊƳƛǘ ά!-ōƭƻŎƪέ ό!ƴŀƭȅǎƛǎ-

block) to process the packet for detecting malicious content. Fƛƴŀƭƭȅ άw-ōƭƻŎƪέ όwŜǎǇƻƴǎŜ-block) 

execute actions define by rules to handle this packet (Garìa-Teodoro, 2009). IDS methodology is 

content-based but it could be rule-based or behaviour-based. 

 

Figure 6: IDS Architecture (Garìa-Teodoro, 2009) 

2.5.1.2 IPS 

Detection became prevention in about 1998, different companies began to create product that have 

the capacity to block attacks because firewalls were not good enough to protect network from 

Denial of Service (DoS) (Rowan, 2007). Intrusion Prevention System (IPS) is software that has the 

same capabilities of an Intrusion Detection System with the capability to indentify and block 

malicious network activity. (Mell & Scarfone, 2007) This type of device may have firewall ability but 

instead of a firewall that permit to pass only specific packet an IPS let pass all packets except that for 

which they have a reason to block (Fuchsberger, 2005). An IPS is setup in-line, which means it sits 

directly on the path where packets pass, as a router or a firewall.  

Inline IPS are designed for detecting known attacked if it is placed at the perimeter of the network, 

but, this is very costly because the IPS should not come a bottleneck for the network (Lancope, 

2006). A capable device should have a throughput bigger than the peak load to permit the network 

to grow.  
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A important capacity of an IPS is to be stateful, the definition of stateful was explain earlier in 

Section 2.4, this is the only way for the IPS to detect  certain type of attack as low-DoS level as Brute 

Force attack.  Stateful inspection is also an excellent way to protect the network from hybrid DoS 

attack.  During a rate-based attack, it is impossible to find a signature to be matched and it might not 

have any protocol anomaly; in this case, the only way to block the attack is to keep trace of each IP 

address of the attack (Raja, 2005). A stateful IPS should take in consideration in which order TCP 

packets arrived, the IPS learn information from the connection with the layer 3-7 of the Open 

Systems Interconnection (OSI) (International Telecomuniation Union, 1994) model; by combining the 

information of different layer (transport, network and session) the IPS can understand the protocol 

in use and take better decision (Raja, 2005).  

The direction of the traffic is also important, if the connection is client-server in a HTTP connection, 

ǘƘŜ ŎƭƛŜƴǘ ƛǎ ǘƘŜ ƻƴƭȅ ƻƴŜ ǘƘŀǘ ŎƻǳƭŘ ǎŜƴŘ ŀ άD9¢έ ǊŜǉǳŜǎǘΣ ƛŦ ŀ ǊŜǉǳŜǎǘ ƻŦ ǘƘƛǎ ǘȅǇŜ ŎƻƳŜǎ ŦǊƻƳ ǘƘŜ 

server, this is suspicious (NSS Labs, 2005). Stateful system are really important for the security of the 

network but because of the need of keeping trace of each connection with the maximum possible of 

details and processing all this data the system  throughput will be affected in some way (Ierace, 

Urrutia, & Bassett, 2006). IPS system are powerless against certain types of attack as the Slammer 

worm because it need only one packet that pass through the IPS for the attack to be successful. If 

the IPS is stressed and just let some packets to pass without being processed, this type of attack 

could be dangerous.  IPSs are used to protect systems where a decision should be taken in real time. 

They are defined in two categories, rate-based IPS and content-based IPS (called also signature-

based and anomaly based). (Rash, 2005) 

2.5.2 IDPS Methodologies 

This section will describe the different methodologies used by IDPS to detect threats. Content-based 

methodology contains two subcategories: Rule-based and Behaviour-based. The second is Protocol-

based methodology and they are both common for all IDPS. The last methodology is only for IPS, 

which is called Rate-based methodology.  

2.5.2.1 Content-based Methodology  

2.5.2.1.1 Rule-based 

Content-based IDPSs work on the deep-inspection of packets, they have different ways to detect 

malicious packets, and the first is with rules. The system compares each packet with the database of 

rules looking for the signature of a malicious code (Lerace, Urrutia, & Bassett, 2005); this technique 

is from the same idea than the technique of anti-virus. The rule can look for a signature everywhere 

in the packet, as the IP address, TTL flag, or checksum. 

This  methodology permit to detect all well-known and well-defined attack, if an attacker arrive to 

change just a bit the code, the signature will not match anymore so the packet will ne be detected. 

When a new threat is discover, the time that a rule is created is longer than the time someone need 

to exploit the new threat (Farshchi, 2003). Also, is the database is too huge it will be hard for the 

device to test each packet quickly enough to not slow down the traffic and create a bottleneck for 

the network. 
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2.5.2.1.2 Behaviour -based 

This methodology is about the capacity of the IDS or IPS to detect anomalous packets by studying 

the network and extract a statistical analyse of it. The system knows what άƴƻǊƳŀƭέ ǘǊŀŦŦƛŎ ƛǎ and 

ŜǾŜǊȅǘƘƛƴƎ ǘƘŀǘ ƛǎ ƴƻǘ ƳŀǊƪŜŘ άƴƻǊƳŀƭέ ƛǎ ŀƴƻƳŀƭƻǳǎΦ All behaviour-based method involves the 

training of the system all along the utilisation of the network (Garìa-Teodoro, 2009). During the 

processing of packet the system used complex and powerful statistical algorithm and mark the 

packet with an anomaly score; when the score is higher than a certain threshold the system will take 

actions (Farshchi, 2003).  

This methodologies help ǿƛǘƘ ǘƘŜ ά½ŜǊƻ-Řŀȅέ ǇǊƻǘŜŎǘƛƻƴ ōŜŎŀǳǎŜ ƛŦ ŀ ƴŜǿ ǘƘǊŜŀǘ ƛǎ ŎǊŜŀǘŜŘΣ 

anomalous network traffic will be generated so the administrator will be able to see it. Different 

troubles exist for this techniques, the administrator should be high skilled in packet inspection if he 

wants to understand if a packet is malicious or not. If the system is not well trained many false 

positive alerts could be generated for an IDS or worst, legitimate packet drop if the system is an IPS 

(Pasquinucci, 2007). Also, during the training it is possible that the system is trained by an attacker, 

ƛƴ ǘƘƛǎ ŎŀǎŜΣ ǘƘŜ ǎȅǎǘŜƳ ǿƛƭƭ ƴŜǾŜǊ ŘŜǘŜŎǘ ǘƘŜ ǎŀƳŜ ǘȅǇŜ ƻŦ ŀǘǘŀŎƪ ōŜŎŀǳǎŜ ƛǘ ǿƛƭƭ ōŜ ƛƴ ǘƘŜ άƴƻǊƳŀƭέ 

traffic group. 

2.5.2.2 Protocol  anomaly -based 

A protocol anomaly-based device will compared well-defined and predetermined known benign 

protocol definition to detect attack. This method is based on protocol standard that are in general 

well defined with documentation easy to access (e.g., Internet Engineering Task Force [IETF] Request 

for Comments [RFC]) (Mell & Scarfone, 2007). When processing the packet the system will compare 

the protocol used with his definition. The IDS or IPS should be able to understand stateful protocol, 

for example during the initialisation of an FTP connection, only some command can be used. 

Different rules are applied to open a connection as the maximum number of letter for the password; 

if it is too long, it might be suspicious. After the connection, the device must keep trace of the 

connection to analyse correctly the different commands executed by the client, if this command 

contain no standard code it might be suspicious (Das, 2001). 

Rule-based system should be updated frequently because new threats are created everyday so the 

maintenance of this type of system is more expensive in time and money. Network protocols 

evolved or are created but really less often than threats, also, many new threats violate protocol 

standard so nothing more should be down to protect the network from these new threats 

(Lemonnier, 2001). Different vendors use network protocols for their own tools and sometimes they 

are not following the RFC of this protocol or they are creating their own one. The solution of this 

problem is to study the different protocols of the network. In the case of protocols created by a 

company, which is using these protocols only locally, if the same protocol is directed outside the 

network, it is suspicious.  

2.5.2.3 Rate-based Methodology  

This methodology is principally only used by IPS system because the only interest to use rate-based 

system is to take action in real-time, this is something that an IDS cannot do. Rate-based Intrusion 

Prevention System, also called Attack Mitigator (NSS Labs, 2005), is an IPS that permits to block 

traffic by taking account of the network load. This is a good design to protect a network from DoS 

attacks, but, if the algorithm used to detect packets of the attack is not capable, the device may drop 
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good packet, which means participate at the DoS attack. The good algorithm should be able to 

effectuate an in-depth traffic inspection; for example if ninety per cent of packets received have the 

same length and TCP checksum, the probability that all this packets are from the same attack are 

high because all packets are different (Rowan, 2007). Figure 7 shows how a rate-based IPS should 

respond when the traffic rate is too high. 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 7: Rate-based IPS Response 

The green line symbolise the normal maximum traffic that the network encounter in normal use, if 

the network traffic become higher the system should not respond directly because it may be normal. 

If the traffic attain the maximum traffic rate accepted (red line) the IPS should enter in action and 

manage the traffic by closing unwanted connection, dropping illegitimate packets and every action 

to force the traffic network to be reduced until it attain the normal maximum traffic.  If the IPS just 

stop the traffic to cross the maximum traffic accepted, the network will be in constant overused and 

legitimate traffic will be slow down. Fuchsberger (2005) explain that the main problem of deploying 

this device is to define what normal traffic is. The network administrator should know the average of 

amount of traffic at different time, the number of connection that each server can handle and the 

capacity of each device to handle traffic. This means that, an IPS system should be maintained and 

adjusted frequently, because the needs of the network evolve all time. 

2.5.3 Host-based IDPS and Network-based IDPS 

Host-based Intrusion Detection Prevention System (HIDPS) are agent directly installed on the 

machine to protected, it communicate directly with the Operating System (OS) kernel and services. 

The IDPS monitor and process system call to the kernel or Application Protocol Interface (API) to 

detect attack and block or log them (Rash, 2005). NSS Labs (2005) defines that HIDPSs have the 

possibility to control specific files from the system as the system, register of the OS or the register 
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setting of a Web server. The HIDPS will control all modifications on these files and respond in case of 

suspicious behaviour; this permits the protection of important files from attacks where no signature 

currently exists. In the case of an Host-based Intrusion Prevention System (HIPS) it is important that 

it can do more than just generating alerts, it should be able to prevent attack and block them in real 

time, a log of the attack should be kept by the system for further analyse of the threat. The presence 

of HIPSs should not perturb normal use of the machine, which means it must not block normal 

events. Another important capacity is to be able to protect permitted applications of different flaws, 

for example, a web server should accept connection from the Internet, an attacker can use this to 

perform an attack, but the HIPS should prevent it without shutting down all connection. (Carter & 

Hogue, 2006). Different troubles could be encounter by using HIDPS system, because it works in 

close relation with the OS kernel, if an update is done the HIPS might not be working anymore. In 

addition, machine resources will be used to run the HIDPS, so if the machine is not powerful enough 

it could slow down the complete system and perturb the user using the machine. 

Network-based Intrusion Detection Prevention System (NIDPS) is specialized in the monitoring of 

network traffic by reading the network, transport, and application layer of the OSI model. Mell and 

Scarfone (2007) show that in general, a NIDPS is composed of at least one sensor to monitor the 

network traffic and one or more database for logging purpose.  The placing of the different parts of 

the IPS are really important, the sensor can be in-line so the network will pass through it  or it could 

be passive, the traffic analysed will be a copy of the real traffic.  Network-based Intrusion Detection 

Systems (NIDS) are in general just using a copy of the traffic for discovering attacks. Packets are kept 

in a buffer before to be processed, thanks to this possibility the NIDS can do a longer deep 

inspection of the packet because it will not slow down the real traffic. The risk is that the buffer of 

the NIDS becomes full, so the system will start to not process packets and not detect attacks (Mell & 

Scarfone, 2007).   

Network-based Intrusion Prevention Systems (NIPS) in another hand are setup in-line,  with two 

different options: invisible, which means the system has not got any IP (stealth mode) address or 

Gateway, which means the NIPS is at the boundary of the network (Allen, Christie, Fithen, McHugh, 

Pickel, & Stoner, 2000). NIPS systems have the possibility to detect and log attack as NIDS systems 

but they have also the possibility to respond to the attack by different ways. The first and simple way 

is to drop the malicious packet, the target never received the packet so the network is protected, 

but, the attacker can send again the same packet and the NIPS will need to inspect it again before 

dropping it. This will of course consume too much resources of the system. The second possibility is 

to drop all packets of the connection used by the attacker; the NIPS will look for packets with specific 

parameters as source or destination IP address and source port. The device will drop all packets 

detected from the attacker during a certain period of time, this will permit to drop packet without 

needs to inspect them but, if the attacker change packets so they will not match anymore the 

connection to be dropped (by spoofing the IP source address or changing targeted service) the 

connection will not be dropped. Finally, Carter and Hogue (2006) explain the last possibility. This is 

to drop all packets from a source IP address; when a malicious packet is detected, all others packets 

from this IP address will be dropped. This will permit to save processing time of the NIPS because the 

packets do not need to be inspected. This technique is also not perfect because if the attacker spoof 

is IP address by taking a trusted IP address from a business partner he can perform his attack or if 

the NIPS block this IP address, performs a DoS to the network. The main drawbacks of using NIPSs 
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are to create a bottleneck and slow down the network because all the traffic will pass by the NIPS. If 

the NIPS is at the borderline of the network, it will be impossible to detect attack from inside the 

network to inside the network. Figure 8 shows the differences between the implantation of an 

HIDPS and a NIDPS. 

Network-based IDPS     Host-based IDPS 

 

 

Figure 8: Differences between HIDPS and NIDPS 

Another concept exists, call Distributed Intrusion Prevention System (DIDPS), this consist of multiple 

HIDPS and NIDPS used in a large network. The aim of this model is too permit different system to 

share resources as the database where alerts are recorded; all command control could be also on 

the same server or managed by a software that will permit the administrator to control all sensors 

(Snapp, et al.), (Einwechter, 2001).  

2.6 Testing and Evaluation of an Intrusion Prevention  
System 

While Section 2.4 explained what an IDS and an IPS are; this section will focus on IPSs evaluation, as 

it is the main topic of this dissertation. One of the main challenges with IPS systems is to be able to 

evaluate them and compare them with other IPS systems (TippingPoint, 2008). Different techniques 

exist to test system like black box testing and white-box testing. These concepts are in general used 

in the world of software development but the concept could be extended to other applications. The 

Defence Advanced Research Projects Agency (DARPA) created a methodology to test anomaly-based 

IDS, but in a way that it is possible to use it for other objective. Following this idea the Lincoln 

Adaptable Real-time Information Assurance Test bed (LARIAT) created years later, another 

methodology to evaluate Intrusion Detection Systems but with the aim to replace the DARPA 
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methodology. Following this section will present two different environments where a device should 

be tested: the on-line environment, which it is using real-time traffic and, the off-line environment 

which it is using dataset of packets.  

2.6.1 IPS Configuration 

The configuration of the device will influence the capacity of the device to handle traffic. If the 

configuration is poor quality, the results of the testing will not be relevant.  Since 1998 the number 

of vulnerabilities rise quickly, in 1998, 246 vulnerabilities were catalogued.  Nine years later, in 2007, 

7,236 vulnerabilities were catalogued (CERT). These augmentations show the importance of using 

devices that have the capability to detect and handle these vulnerabilities. Intrusion Prevention 

System disposes of filter that can handle vulnerabilities, so, the tested device shall have its filters 

enabled (TippingPoint, 2008). The device should also be capable of analysing the traffic without 

slowing down the traffic and create a bottleneck. The best solution to adopt is to use only the rules 

that are needed (Rowan, 2007).  

The IPS architecture will influence a lot about the capacity of the device. Software-based IPS will 

process each received packets with all its rules one by one; hardware-based solution might possess 

system, as parallel processing engine or accelerator engine that will have an impact on the final 

performance (TippingPoint, 2008). 

2.6.2 Metrics for Evaluation of IPSs 

This section will present the different metrics evaluation for an IPS. The first thing is to define 

the major criterion to measure the quality of an IPS. For an IDS, it would be the how well it 

detect intrusions (Ranum, 2001). An Intrusion Prevention Systems have also the capacity to 

detect intrusion but also to responds in real time. Therefore, to define the quality of an IPS the 

capacity to detect intrusion and its capacity to responds to threats should be measured.  

Fink, O'Donoghue, Chappell, and Turner (2002) attempt to classify the different metrics, which 

could be used for the evaluation of Intrusion Detection System. They, classified them in three 

categories: logistical, architectural and performance metrics. Logical metrics have the aim to 

measure the easiness to setup, administer, and manage the IDS. The second category, 

architecture metrics evaluate how the IDS architecture match the deployment architecture, 

which is different regarding if it is an HIDS or a NIDS. Finally, the last category contains metrics, 

which measure how well the IDS interact with other systems as firewalls and routers; but also it 

contains the false positive and false-negative ratio (Fink, O'Donoghue, Chappell, & Turner, 

2002). As it was point out by the authors of this paper, the main drawback is the difficulties of 

measuring some of this metrics. For example, the evaluation of the easiness to setup an IDS 

could not be objective. It is also hard to define how to evaluate the interoperability between 

IDS/Firewalls/Routers.  

Another work show that searcher try to evaluate Intrusion Detection System with two different 

criteria, efficiency and effectiveness. Efficiency is the ratio of true positives against all alarms. If 

the result is zero, all alarms are false positives and if it is one, no false alarm has been generated 

by the IDS. It is calculated by: 
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 ὉὪὪὭὧὭὩὲὧώ=
ὝὶόὩὖέίέὸὭὺὩ

ὃὰὰὃὰὥὶάί
    {Eq. 1} 

Effectiveness measures the ratio false negative generated by the system. When the result is 

one, no false negative has been generated and if it is zero all alarms are false negatives. It is 

calculated by:  

ὉὪὪὭὧὭὩὲὧώ=
ὝὶόὩὖέίέὸὭὺὩ

ὃὰὰὖέίὭὸὭὺὩί
   (Sommers, Yegneswaran, & Barford, 2005).  {Eq. 2} 

These metrics were defined for the evaluation of IDS so it is also possible to use it for the 

evaluation of the detection engine of an IPS.  

Other metrics should be used to evaluate the capacity of responds of an IPS. Throughput is one 

of them. Raja defined throughput as the maximum traffic that could be handle by the IPS 

without dropping a packet (Raja, 2005). Two main criteria have an important impact on the 

throughput of an IPS. The first is the size of packets. Smaller they are longer it will take to the 

IPS to analyse them. In real traffic, the sizes of packets are always different, but if the majority of 

packets are the smallest authorized ς 64kbytes; this could have a huge impact on the system 

performance.  The second criterion is the amount of processing done by the system on a packet. 

This includes all protection mechanisms of the system. The mechanism that has the most impact 

is the Deep Packet Inspection capacity of the IPS (Raja, 2005). Deeper the device will look in the 

packet longer it will take to analyse it.  

The importance of the throughput cannot be separate of the importance of the latency. This 

metric represent the time that a packet take to cross a device (Lyu & Lau, 2000). As for 

throughput the latency, depend on the packet size and the amount of analysis done by the IPS. 

The latency has an important impact on TCP-based protocol. The maximum throughput of a TCP 

connection could be calculated by devising the window size by the Round-trip Time (RTT). The 

maximum window to TCP is 64 kilobytes (ISI, 1981). The RTT represent the latency and in a Local 

Area Network (LAN), the typical latency is of one millisecond. Therefore, the maximum 

throughput of a TCP connection is 512Mbps. The RFC 1323 (Jacobson, Braden, & Borman, 1992) 

define a solution to work around this limitation. This is called TCP window scale option. This 

permit to negotiate the size of the window but it should be done at the initialisation of the TCP 

connection. The main drawback is that many applications are not using this option. When a new 

network component is added, the latency is augmented. If the latency of this device is of two 

milliseconds, the global latency of the network will increase from one millisecond to five 

milliseconds. This represents a reduction of the maximum throughput for a TCP connection of 

80%. Therefore, it will decrease from 512Mbps to around 100Mbps (TippingPoint, 2008). It is 

possible for a system to keep a good throughput but a high latency. This will result in a decrease 

of the Quality-of-Service (QoS) for some protocol who needs a low latency as Voice-over 

Internet Protocol (VoIP). An IPS is active, so it is important to measure how fast the system 

responds to a threat.  This will have also an influence on the QoS. 

In a network, the reliability and availability are keys considerations when designing it (Srivastava 

& Soi, 1983). Which mean the reliability of the IPS is vital. Because of the position of an IPS in 
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the network (in general before vital resources or at the edge of the network, see Section 2.5 for 

more information), if it failed, two solution are possible. Alternatively, it fail open and all 

malicious traffic could cross the network without been analysed. The other possibility it that the 

IPS fail close, so all or a part of the network is not anymore accessible from outside. This will 

protect the network against attack but also considerably disturb the users of the network (NSS 

Labs, 2006).    

2.6.3 Black-box and White-box Evaluation of an IPS 

Sharma, Kumar, and Grover (2007) describe the black box and white-box testing are two different 

methods to test components. They were originally intended to test software component but the 

idea could be extended to Intrusion Prevention System. In a black box, testing the tester sees the 

input and the output but not the implementation of the component. This means, he does not know 

what is happening inside the tested component. In another hand, the tester using the white-box 

methodology knows the input and the output but also has the possibility to visualise the 

modification done by the tested component. Alessandri (2004) developed a white-box testing to 

analyse an Intrusion Detection System. He started by classing attacks in different categories. They 

are classified according to their characteristics, which are defined by a model that permit to see the 

different systems component, the interaction between these components and the impact of the 

attacks on the system. This means that two attacks will be in the same class if they have the same 

characteristics. Alessandri knew the design of the IDS so he could predict the results of the IDS when 

the system is under a class of attack (2004). This is a white-box testing because the only way to be 

able to predict the results is to know the inner of the tested device (Sharma, Kumar, & Grover, 

2007). As for software development the aim of white-box, testing will help the designer of an IDS 

during the development procedure (Alessandri, 2004). 

If an organisation wants to test an IDS, they could have the problem that the seller will refuse to give 

details about the implementation of their system. Without knowing the design, algorithms used or 

even sometimes a description of the rules; it will not be possible to use the white-box methodology. 

So, the only solution is to use the black-box testing methodology. Mutz, Vigna, and Richard (2003) 

developed a tool called Mucus that permits to perform the synthetic generation of events stream for 

a particular event stream from an IDS. This type of software is called an IDS Simulator. Mucus has 

got the aim to overcome other tools that permit to generate synthetic attack traffic as IDSWakeup 

(Schauer, 2002). These types of tools permit the black-box testing methodology because it is 

possible to control the input ς attacks, and the output ς the IDS detect the attack or not. This 

methodology permits to evaluate a system in a qualitative way (Mutz, Vigna, & Richard, 2003). The 

previous examples are only about Intrusion Detection System but it is possible to extend the same 

ideas to Intrusion Prevention System. It might be possible that these methodologies have never 

been tested on IPSs systems by searcher, but, private testing companies as NSS Lab use black-box 

testing (NSS Labs, 2009) (NSS Labs, 2008).  

2.6.4 DARPA methodology  

The Defence Advanced Research Projects Agency (DARPA) sponsored the MIT Lincoln Labs to create 

the first well-known IDS evaluation procedure. This was in 1998 when they created the DARPA 

9Ǿŀƭǳŀǘƛƻƴ мффуΦ ¢ƘŜ ŀƛƳ ǿŀǎ ǘƻ άǇŜǊŦƻǊƳ ŀ ŎƻƳǇǊŜƘŜƴǎƛǾŜ ǘŜŎƘƴƛŎŀƭ ŜǾŀƭǳŀǘƛƻƴ ƻŦ ƛƴǘǊǳǎƛƻƴ 

ŘŜǘŜŎǘƛƻƴ ǘŜŎƘƴƻƭƻƎȅέ (Lippmann, Haines, Fried, Korba, & Das, 2000). The design of this evaluation 
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methodology has been developed only for DARPA funded intrusion detection system. This 

methodology is also known as Intrusion Detection Evaluation (IDEVAL).   

One year later, MIT Lincoln Labs started the DARAP 1999 Evaluation with the aim to provide an 

άǳƴōƛŀǎŜŘ ƳŜŀǎǳǊŜƳŜƴǘ ƻŦ ŎǳǊǊŜƴǘ ǇŜǊŦƻǊƳŀƴŎŜ ƭŜǾŜƭǎΦέ !ƴƻǘƘŜǊ ƻōƧŜŎǘƛǾŜ ǿŀǎ ǘƻ ǇǊƻŘǳŎŜ ŀn 

experimental dataset that could be used by others searchers (McHugh, 2000).  To do so, they setup 

the test bed visible in Figure 9. It was composed of four targets running with the four most popular 

operating systems at that moment (Linux 2.0.27, SunOS 4.1.4, Sun Solaris 2.5.1, and Windows NT 

4.0). It also contains two sniffers, one of each side of the gateway routers. Inside the network, the 

DARPA 1999 team setup hundreds simulated PC and workstation. On the other side of the gateway, 

they setup thousands of simulated web servers that will represent the Internet. (Lippmann, Haines, 

Fried, Korba, & Das, 2000).  

This test bed permitted to generate realistic network traffic. To do so, the team used scripts that 

simulated hundreds of different users as programmers, secretary, manager and other types of users. 

These users were running popular version of UNIX systems and Windows NT systems. Figure 10 

shows a representation of the number of TCO connection for the most common TCP protocol. It is 

possible to see that web traffic dominate the network traffic. The average of generated traffic is 411 

Mbytes with 384 Mbytes for TCP, 26 Mbytes for UDP, and 96 Kbytes for ICMP (Lippmann, Haines, 

Fried, Korba, & Das, 2000). The 1998 Evaluation contains seven weeks of training data generated for 

anomaly-based system and two weeks of testing data with the aim to test different IDS on their 

detection capacity. In this background, traffic the team mix different attacks that will permit the 

testing of Intrusion Detection Systems. 

The DARPA datasets are free to download. Moreover, they are never updated so this is possible to 

reproduce previous evaluation using the same environment. This methodology seems to be well 

suited for the testing and evaluation of IDSs but different searcher evaluated the 1998 and 1999 

DARPA evaluation and point out different drawback. 

Mahoney and Chan (2003) compared two weeks of the 1999 DARPA datasets (week 1 and 3) and 

real traffic that they took from a similar environment. During the analysis of the both traffic they 

discover that the DARPA datasets are not similar enough to real traffic. The datasets have a TCP SYN 

regularity pattern, also the window size is always one of seven different values (between 512 and 32 

120) when the real traffic cover the full range of values (between 0 and 65 535) with 513 different 

window value. Another drawback is the source address predictability with only 29 for IDEVAL against 

24 924 for the real traffic. When they observed 177 different TTL values for the real traffic, the 

DARAP dataset possess only nine different values on the 256 possible. Finally, they point out that the 

HTTP, SMTP and SSH, requests look too similar each time. These findings mean that an IDS system 

will have more false alarms in a real network environment than in the IDEVAL environment 

(Mahoney & Chan, 2003).  
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Figure 9: Block diagram of 1999 test bed. (Lippmann, Haines, Fried, Korba, & Das, 2000) 

 

Figure 10: Average connections per day for dominant TCP services (Lippmann, Haines, Fried, Korba, & Das, 2000) 

Attacks traffic in the DARPA datasets are also under criticism of searchers. The 1998 DARPA 

evaluation is composed of four main types of attack. The first one is user to root attack with 114 

attacks carried out. The second is remote to local user attack with 34 attacks; the third, Denial of 

Service with 34 attacks and finally, probe with 64 attacks (Lippmann, Haines, Fried, Korba, & Das, 

2000). The main drawback is that theses 311 attacks have launched over the nine weeks of testing 

which represent between five and six attacks by day, which is small in comparison of the real world 

(Singaraju, Teo, & Zheng, 2004). The 1999 DARPA datasets are nearly as bad as the 1998 with 200 

attacks on five weeks (Lippmann, Haines, Fried, Korba, & Das, 2000) which represent 8 attacks a day.  

It is possible to conclude about the DARPA evaluation lack of realism for both attack and background 

traffic than real-life network traffic. It is also important to point out that the 1998 and 1999 DARPA 

evaluations have been created for more than a decade. Since, new protocols have been developed, 

old ones have been modified, new, and attacks that are more sophisticated might exist. This means 

that the validity of this methodology to test IDSs should be reassessed.   
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2.6.5 Offline and Offline Evaluation 

Real traffic is a main component in IPS testing, but it is not always possible to use this method. If it is 

not possible, the best alternative is to use capture traffic from the network where the IPS will be 

used. This will permit to use a dataset, which looks like real traffic. This will permit to have packets, 

which are all different as in a real world like difference of packets size, protocol distribution, packet 

contents, packet per second, etc.  (TippingPoint, 2008) These differences might have an impact on 

the performance of the system, moreover, it is nearly impossible to generate traffic that look real 

from scratch (Walsh & Koconis, 2006). If the testing is done with only one traffic type, the results will 

be not relevant because they will vary dramatically between the results found during the laboratory 

test and the production environment.  

Because of the importance of real network traffic, it is important to understand what it is. The 

Cooperative Association for Internet Data Analysis (CAIDA) (CAIDA, 1998) (Braun, 1998) has done 

different studies to characterized network traffic that could be found on the Internet. Their studies 

show that an Internet packet has an average size between 413 and 474 bytes. About 85% of the 

traffic is TCP packets. The second most important protocol with IP is UDP that represent 12% of the 

traffic. The remaining traffic contain Internet Control Message Protocol (ICMP) packet, Generic 

Routing Encapsulation (GRE) and others protocols. CAIDA also discover that the Two-third of the 

UDP traffic contain Domain Name Server (DNS) traffic and RealAudio traffic. The other part of the 

traffic could not be classified by the organisation. Studies also show some differences between the 

Internet traffic and Local Area Network traffic (LAN), the ratio of UDP traffic grow because many 

Remote Procedure Call (RPC) applications prefer use the UDP protocol for performance reason.  

When a dataset is created, it should be prepared in a way that it could be used in a test-bed 

environment. Walsh and Koconis explained that recorded traffic should be cleaned of all non-full 

frames, incomplete sessions, malicious traffic, and retransmitted, duplicate, and missing packets of a 

TCP connection. To prepare the dataset to fit the test-bed, it is possible to use tools as Tcpprep and 

Tcprewrite (Turner, 2003). Finally, the traffic should be replayed in the test-bed using tools as 

Tomahawk (Tomahawk, 2002) or Tcpreplay (Turner, 2003). 

2.6.6 Testing tools 

During the testing of IDS, the main methods is to replay real traffic or generate it, and, adding 

malicious traffic and observe if the IDS detects malicious packets. (Vigna, Robertson, & Balzarotti, 

2004) (Sommers, Yegneswaran, & Barford, 2005). Because of the capacity to respond of an IPS, it 

should be tested if it detects malicious packets and if proper responses have been done. 

Sommers, Yegneswaran, & Barford created a tool that permits to evaluate IDS. It is called Trident. 

This tool also has the capacity to generate realistic traffic to effectuated online evaluation. The 

method used is called "protocol aware emulation based on payload interleaving" (Sommers, 

Yegneswaran, & Barford, 2005). To generate the traffic, Trident use packets from payload tool 

chosen randomly. But they should correspond to a particular state in service automaton.  Automata 

are states that describe classes of packets that represent particular services. These services are the 

most popular found in the DARPA data set as HTTP, SSH, Telnet, etc. In this generated traffic, the 

tool permit to add exploits. An interesting feature of Trident is that the user has the possibility to 

choose the percentage of background traffic and of malicious traffic (Sommers, Yegneswaran, & 

Barford, 2005). For example, the user could choose that 80% of the generated traffic is benign and 
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the twenty other percents are exploits. Trident is the combination of two others tools that will be 

describe later in this section.  

The first one is Malicious trAffic Composition Environment (MACE) (Sommers, Yegneswaran, & 

Barford, 2004(a)). MACE is a framework that permits the generation of malicious traffic; the tool 

does not possess a complete database of all possible attack that could be created. Instead, this tool 

only produces specific attacks that are used nowadays. Figure 11 represents the architecture of 

MACE.  

 

Figure 11: The MACE architecture (Sommers, Yegneswaran, & Barford, 2004(a)) 

The exploit part corresponds of the set of vulnerabilities that will be used to perform the attack. The 

obfuscation parts the modification of different parts of the packet as payload or header to elude the 

tested device. These modifications could be at the network layer or the application layer of the OSI 

model. The propagation model corresponds to the order in which victims are chosen to be attacked. 

Finally the background traffic is the legitimate traffic the pass through the network. The MACE 

framework is not producing legitimate traffic, so this tool should be associated with a network traffic 

generator. The one used by Trident is called Harpoon.  Figure 12 shows the taxonomy of MACE 

exploits. 

 

Figure 12: Taxonomy of MACE exploits (Sommers, Yegneswaran, & Barford, 2005) 

The network traffic generator used by the Trident software is Harpoon (Sommers, 2004(b)). This tool 

has the capacity to generate flow-level traffic. To do so, Harpoon extract from NetFlow traces 

parameters. Then it use this to generate flow with the same statistical qualities that traffic that could 

be found over the Internet. 



FLAVIEN FLANDRIN Honours Project 

 

A METHODOLOGY TO EVALUATE RATE-BASED INTRUSION 
PREVENTION SYSTEM AGAINST DISTRIBUTED DENIAL OF SERVICE 

32 

 

Another tool to evaluate security product is called Metasploit (Metasploit, 2008). This tool is a 

framework that has been developed for penetration testing goal. It permits to search to develop 

exploits, payloads, and other security modules that could be added to the framework. As for Trident, 

Metasploit have the capacity to generate code that could be reused in different exploits. The last 

version of the framework (3.x) has been completely rewritten in Ruby. The previous version (2.x) 

was a blend of Perl, Python, C and even assembly. This last version has been designed to offer the 

capacity to discover and exploit process with automation capability (Maynor, Mookhey, Cervini, 

Roslan, & Beaver, 2007). Figure 13 shows the architecture of the Metasploit framework 3.4. A good 

point in comparison of Trident is that Metasploit offer different interfaces. The user could choose 

between console interface, GUI interface and even Web interface (Metasploit, 2008). Another 

interesting different is that Metasploit is under the MSF Licence. This looks like an End User Licence 

Agreement (EULA) but with the interesting point of an open-source licence. Shortly, Metasploit is 

open-source and free to use, developers have the right to create and add modules but these 

modules should be available to every user. Finally, it is not possible to sell Metasploit as part as a 

bundle or other commercial product (Maynor, Mookhey, Cervini, Roslan, & Beaver, 2007).  

The last tool that will be presented in this section is called hping, which is at its third version. The 

aim of hping3 (Sanfilippo, 2006) is to be a framework with scripting capacity over the TCP/IP stack. 

This tool permits create nearly any kind of IP packet. In fact, the user got the possibility to choose a 

value for each component of an IP packet (Parker, 2003). The users also have the possibility to 

control hping3 by the command-line but it also possesses a tcl/tk interpreter. Hping3 could be 

represented as a "scriptable TCP/IP stacks" (Sanfilippo, 2006). This tool permits to create all rate-

based attack that use the TCP/IP stack. 

 

Figure 13: Metasploit Architecture, Version 3.4 (Gates, 2009) 

2.7 Conclusion 

Section 2.2 provided a description of information security, which included the definition of the CIA 

concept. This section also provided the description of threats, vulnerabilities, and assets along with 

the description of how this information should be used to calculate the risk of a system. Common 

threats were presented to offer a security background, which will permit to understand the place of 

the project in this topic. These threats could be viruses, worms, DoS, DDoS, or Trojans and could 

have disastrous consequences for the assets of companies. If has been shown, that the financial loss 

for companies, when a vulnerability is exploited, could be huge. These threats are more technical 

but other threats are also dangerous but less well known as social engineering or phishing. Attackers 
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are using more and more these techniques because they are easy and they do not need lots of time 

to carry out an attack. These threats are easy to perform because computer users are not 

knowledgeable enough on the importance of security like having a secure and personal password. 

Finally, this section provided a way to calculate the risk for a company; plus the description of when 

a risk is worth to be protected against.  

Section 2.3 presented one of the most common security system used nowadays by companies: 

firewalls. The different mechanisms present in firewall were discussed along with a history of the 

evaluation of such system. This section highlighted that firewalls are not enough to protect a 

network against known and unknown threats. It has also been presented that firewalls tend to offer 

a false feeling of security, which could be disastrous for the security of the network (Ingham & 

Forrest, 2005). Firewall could authorise users to access resources but could not analyse what the 

traffic contains. This traffic could contain attacks and the firewall will never see them. This is why 

other security mechanisms have been developed such as Intrusion Detection Systems.   

Section 2.5 contained the description of IDS and the different types of IDS, which exist. This security 

device works by processing every packets pass through it against a set of rules. When a packet 

matches one of these rules an alert is fired and logged in the system. The person in charge in the 

security of the network should then, take appropriate response. IDSs are a passive type of security 

tools, which means that they never take any action against a packet. If an alert is logged but nobody 

is managing these alerts or nobody is here at this moment to analyse this alert the threat will never 

stopped. It will be too late and the damages are already done. Managing IDSs cost money for 

companies and too many of them did not possess specialised employee to manage them. This lack of 

response capacity has been answered with the creation of Intrusion Prevention System. As the name 

pointed it out, this security tool is oriented on the prevention of intrusion. IPSs have the same 

detection capacity than an IDS but it could also take the decision to drop a packet or modify its 

content. This permits to ensure a better security of the network because attacks are handling in real 

times. When IDSs are passive and so have no impact on the network performance IPSs could be the 

bottleneck of the system if they are not resourceful enough to handle the needed amount of traffic. 

Moreover, when an IDS generate a false positive it only add times to the person who manage these 

alerts but it has no impact for the end user. IPSs when they generate a false positive it means they 

could drop the packet or rewrite it and this will perturb legitimates user when they want to access 

the resources. This is why the configuration of such device should be done carefully.  

As the area of security is vast, this thesis will only focus on one type of threat, Distributed Denial of 

Service. Section 2.4 described the difference process of the creation of a botnet plus how malicious 

persons could manage it. When attackers possess a network, of agent, they could launch DDoS 

attacks and the power of these attacks is in correlation with the number of agents in the botnet. The 

different types of DDoS were also presented along with the different possible targets of a system 

that such attacks aim for.  

 The last section analysed the different methodologies that could be used to evaluate IDS and IPS. 

IDS evaluation methodologies were discussed because of the lack of IPS evaluation methodology and 

because as Section 2.5 demonstrated it, they have many common points. McHugh (2000) shows the 

importance of realistic traffic in the evaluation if such devices and that the DARPA methodology is 

now obsolete because it is out-dated. Another methodology called Trident (Sommers, Yegneswaran, 
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& Barford, 2005) had the aim to overcome this problem but Corsini (2009) showed that the Trident 

methodology could not produce realistic enough traffic. The literature review also showed the 

importance of evaluating IPS with realistic background traffic along with realistic attacks to perform 

an objective evaluation. This permitted to highlight that the most important feature of the 

methodology that will be produced is that it should be able to generate realistic background traffic 

along with realistic attacking traffic. The metrics used for the evaluation of the device should also be 

objectives and not dependent of the system.  
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CHAPTER 3 

DESIGN AND METHODOLOGY 

 

3.1 Introduction 

This chapter will detail the different parts of the design and the main goals of this thesis. The 

literature review shows the importance of different components that should be put in place as the 

background traffic and the attack traffic. In this project, only one type of attack will be used: 

Distributed Denial of Service. As presented in the literature review and as visible in Appendix A; the 

number of different DDoS is huge and by mixing them, it is possible to find infinity of DDoS. 

Therefore, the evaluation of the IPS will be done by using only four different attacks.  

Using only particular attack will permit to evaluate easily another IPS following the same 

methodology. Besides reproducing the same type of attack, it is also important to design a test bed 

that will welcome a particular IPS. In these configurations, the system tested is called a Device Under 

Test (DUT). This methodology has been developed for black box testing in offline environment. Thus, 

a way to generate background traffic should be given.  

Section 3.2 will present the test bed and will give the different configuration of all device used for 

the evaluation of the DUT. The following section (Section 3.3) will be a presentation of the different 

components used for the evaluation and the methodology used. Section 3.4 contains the description 

of the four different DDoSs that will be used and an overview of the traffic background used. Section 

3.5 will contain the description of the different metrics that will be used in this project. Finally, the 

last section (Section 3.6) will conclude on the chapter.  

3.2 Network Architecture 

The network architecture, which could be found in Appendix B used for the evaluation of the 

system, is composed of three routers and one switch. The routers are using the Routing Information 

Protocol (RIP) protocol which has been chosen for the easiness of installation. Because the 

background traffic is split up between outside traffic and inside traffic, two Virtual Local Area 

Network (VLAN) have been set-up to ensure that no interference occurs. The network tries to mimic 

a typical small company network. A part is used by the different servers (FTP, HTTP, etc.), the other 

part by the clientsΩ machines used by the users. One router for each part ensures the connection 

between the VLAN and the edge router. This last router ensures the communication between the 

server side, client side and the outside of the network. Outside of the network could be found the 

different attacking machines and different clients. The DUT is installed between the outside network 

and the edge router. Appendix C shows the configuration of each router. The background traffic 

generator will be connected to two different VLAN. The first will be the VLAN of the outside network 

and the second of the inside network.  










































































































































