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Abstract 
There are a multitude of threats now faced in computer networks such as viruses, 

worms, trojans, attempted user privilege gain, data stealing and denial of service. As a 

first line of defence, firewalls can be used to prevent threats from breaching a 

network. Although effective, threats can inevitably find loopholes to overcome a 

firewall. As a second line of defence, security systems, such as malicious software 

scanners may be put in place to detect a threat inside the network. However, such 

security systems cannot necessary detect all known threats, therefore a last line of 

defence comes in the form of logging a threat using Intrusion Detection Systems 

(Buchanan, 2009, p. 43).  

Being the last line of defence, it is vital that IDSs are up to an efficient standard in 

detecting threats. Researchers have proposed methodologies for the evaluation of 

IDSs but, currently, no widely agreed upon standard exists (Mell, Hu, Lippmann, 

Haines, & Zissman, 2003, p. 1). Many different categories of IDSs are available, 

including host-based IDS (HIDS), network-based IDS (NIDS) and distributed-based 

IDS (DIDS). Attempting to evaluate these different categories of IDSs using a 

standard accepted methodology allows for accurate benchmarking of results. This 

thesis reviews four existing methodologies and concludes that the most important 

aspects in an effective evaluation of IDSs must include realistic attack and 

background traffic, ease of automation and meaningful metrics of evaluation.  

A prototype framework is proposed which is capable of generating realistic attacks 

including surveillance/probing, user privilege gain, malicious software and denial of 

service. The framework also has the capability of background traffic generation using 

static network data sets. The detection metrics of efficiency, effectiveness and packet 

loss are defined along with resource utilisation metrics in the form of CPU utilisation 

and memory usage. A GUI developed in Microsoft .NET C# achieves automation of 

sending attack and background traffic, along with the generation of detection metrics 

from the data logged by the IDS under evaluation. 

Using a virtual networking environment, the framework is evaluated against the NIDS 

Snort to show the capabilities of the implementation. Mono was used to run the .NET 

application in a Linux environment. The results showed that, whilst the NIDS is 

highly effective in the detection of attacks (true-positives), its main weakness is the 

dropping of network packets at higher CPU utilisations due to high traffic volume. At 

around 80Mbps playback volumes of background traffic and above, it was found that 

Snort would begin to drop packets. Furthermore, it was also found that the NIDS is 

not very efficient as it tends to raise a lot of alerts even when there are no attacks 

(false-positives).  

The conclusion drawn in this thesis is that the framework is capable of carrying out an 

evaluation of an NIDS. However, several limitations to the current framework are also 

identified. One of the key limitations is that there is a need for controlled aggregation 

of network traffic in this framework so that attack and background traffic can be more 

realistically mixed together. Furthermore, the thesis shows that more research is 

required in the area of background traffic generation. Although the framework is 

capable of generating traffic using state data sets, a more ideal solution would be an 

implementation in which allows the user to select certain ñprofilesò of network traffic. 

This would serve the purpose of better reflecting the network environment in which 

the IDS will be deployed on. 
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1 Introduction  
1.1 Project Overview 

It is stated in the work of Mell, Hu, Lippmann, Haines, & Zissman (2003) that ñwhile 

intrusion detection systems are becoming ubiquitous defences in todayôs networks, 

currently we have no comprehensive and scientifically rigours methodologies to test 

the effectiveness of these systems (Mell, et al., 2003, p. 1).ò In other words, a 

standard accepted methodology is still a requirement in the evaluation of IDSs.  

The aim of this project is to produce a prototype framework which is capable of 

carrying out an evaluation of an NIDS. The design of the framework is achieved by 

attempting to apply the strengths of existing methodologies proposed by researchers 

whilst avoiding the limitations as best as possible. The use of meaningful metrics of 

evaluation for this framework are also been taken into consideration. The 

implementation is carried out using Microsoft .NET C# and ran under a Linux 

environment. The framework is then used to evaluate the NIDS Snort in order to 

establish the effectiveness of the approach taken. 

 

1.2 Background 

Burglar alarms, smoke alarms, fire alarms and closed circuit television all fall under 

the category of real life, physical intrusion detection systems (Del Carlo, Lakes, 

Illinois, & Practical, 2003, p.4). The purpose of these devices is to monitor specific 

threats, and, if the threat occurs, then either produce some form of alert (such as 

emitting a high pitched noise in the case of fire and burglar alarms) or log the activity 

(in the case of closed circuit television cameras). Examples of threats include fires and 

trespassing of property.  Consequences of these threats being acted out may result in 

theft, damage to property or even worst scenarios. Therefore, it can be clear that such 

monitoring devices are highly important in functioning correctly, and perform the task 

they are intended to with absolute efficiency. In other words, such devices must 

perform to a certain standard. 

In order to ensure this standard is met, various organisations set up rules and 

guidelines which specify exactly how such devices must perform. One example is the 

National Fire Protection Association, which sets out guidelines for fire and smoke 

alarms testing. As quoted from Richardson and Moore, the guideline ñcovers the 

application, installation, location, performance, and maintenance of fire alarm systems 

and their components (Richardson & Moore, 2000, p. 20).ò In other words, this 

standard covers the exact testing procedures which must be carried out against an 

alarm system and defines the exact metrics which make the device acceptable for use. 

With the increasingly rapid evolution of technology, it has been a lot easier for 

businesses and organisations to take advantage of local area networks for 

interconnecting their information systems together. With this growth, there has been 

increasing popularity in the usage and development of the internet as a whole 

(Howard, Paridaens, & Gramm, 2001, p. 117). Many computer threats have also 

appeared, therefore, a need for digital intrusion detection systems. To emphasise this 

point, the statistics provided in an independent survey of UK businesses conducted by 

the Department of Business, Innovation and Skills show that in the year 2008, there is 
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still a relatively high number of malicious software and hacking attempts affecting 

information systems (Figure 1.2.1). 

 

Figure 1.2.1 ï Security Breaches in UK Businesses (BIS, 2006), (BIS, 2008) 

Although, overall, the survey shows that breaches have been dropping each year, 

there is still a significant risk of computer threats at this point in time. To elaborate, a 

much more recent example of a security breach is a case which occurred in November 

of 2009 when criminals stole over £600,000 from bank accounts by simply installing 

a Trojan on host computers (Goodin, 2009, para. 1). Many more similar cases and 

examples of such breaches in information security can easily be found by simply 

monitoring the news on a daily basis. 

Since information security threats have just as serious consequences as fires or 

trespassing would one may conclude that there is a definite need for digital IDSs to 

monitor and detect such threats if they occur.  The issue at this point in time is that 

there is no standard method which can be used to assess the effectiveness of these 

programs (Mell et al., 2003, p.1). In comparison with the standards applied to testing, 

for example, a fire alarm, the methodology in evaluating a digital IDS is sorely 

lacking. Thus, it can be seen that it is highly important that exact methodology for 

testing and evaluating digital IDSs, one in which sets the standard of evaluation, is an 

absolute necessity.  

It should be noted that different categories of digital IDSs exist. This includes Host-

Based, Network-Based and Distributed-Based (see Section 2.3.3). The main scope 

and main focal point of this project will be on Network-Based IDSs (NIDS) though 

the other categories will be touched upon as well. 

 

1.3 Aim and Objectives 

The overall aim of this project is to produce a prototype framework which is capable 

of carrying out an evaluation of a NIDS. In order to meet this aim, the following three 

main objectives must be met:  
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1. Review and research the taxonomy of IDSs and existing methodologies for 

evaluation including the testing methods applied along with metrics of 

evaluation. 

 

2. Design a framework which can be used to evaluate a NIDS based on the 

findings of the literature review with justification for design choices made. 

 

3. Implement and evaluate the framework by testing it against an NIDS to see 

what results are produced in order to assess the capabilities of the 

framework. 

 

1.4 Thesis Structure  

This thesis is split into six main chapters. They are described as follows: 

¶ Chapter 1 ï Introduction: Provides the project overview and background to 

the subject of Intrusion Detection Systems. The key aim and objectives of the 

project are also defined along with the thesis structure.  

 

¶ Chapter 2 ï Literature Review: An introduction to information security is 

first provided along with a research on the taxonomy of IDSs. The main focal 

point of the chapter, an analysis of the existing methodologies used in the 

evaluation of IDSs is then reviewed with emphasis on analysing the strengths 

and weaknesses of the method. Finally, a conclusion is reached which 

provides the driving force behind this project.  

 

¶ Chapter 3 ï Design: Based on the conclusion reached in the literature review, 

this chapter proposes a design of a prototype framework which is required for 

carrying out an evaluation of an NIDS with justifications as to why the 

approach is viable.  

 

¶ Chapter 4 ï Implementation: This chapter documents the steps taken in 

creating the framework based on the design from the previous chapter. 

Snippets of code along with screenshots are provided to show the many 

functions of the implementation.  

 

¶ Chapter 5 ï Evaluation:  An evaluation of the prototype framework is 

provided in this chapter. Using the framework, an experiment, in the form of a 

set of tests, is carried out against the NIDS known as Snort. The experiment is 

described along with results produced. An analysis of results is also provided. 

 

¶ Chapter 6 ï Conclusion: A conclusion to how well this project met the initial 

aim and objectives originally set out is provided. A self-reflection section is 

also provided to discuss some of the difficulties faced and how they were 

overcome along with a discussion on project management. Finally, this 

chapter ends with a section dedicated to describing some directions in which 

future work can be taken in this subject area. 

 



05002961 SOC10101 

O. Lo  - BEng (Hons) Computer Networks & Distributed Systems  13 

2 Literature Review 
2.1 Introduction  

This literature review first provides a background to information security (Section 

2.2). To understand the basic concepts of IDSs a review of the taxonomy and 

characteristics (Section 2.3) of this topic is then carried out. Some of the main 

network security threats are then analysed (Section 2.4) in order to understand what 

an IDS should be capable of detecting.  

The main focal point of the review, methodologies in the evaluation of IDSs, is then 

provided (Section 2.5) along with looking at existing programs and tools which allow 

for testing of IDSs (Section 2.6). Finally, a conclusion (Section 2.7) is drawn which, 

based on the methodologies reviewed, identifies three main requirements for an 

effective evaluation of IDSs. 

2.2 Information Security  

A clear and concise definition of ñsecurityò may be found by Whitman and Mattord 

(2008), in which they state that it is a form of ñprotection against adversaries ï from 

those who would do harm, intentionally or otherwise (Whitmand & Mattord, 2008, 

p.8)ò. In other words, security is safeguarding against both intentional and 

unintentional threats. To simplify this even further, we can consider security as a form 

of protection from danger. Security can be applied to many different areas (such as 

physical security as an example) but, for the scope of this thesis, the main focus will 

be on information security.  

Information security can be considered an all encompassing term and consist of the 

following components: management of information security, computer & data 

security, policies and network security (Whitman & Mattord, 2008, p. 8). In other 

words, information security is a combination of all four components and applying 

each area in practice. Perhaps the most important concept behind information security 

is the key principle of CIA (Confidentiality, Integrity and Availability). This key 

principle is described in the section which follows. 

2.2.1 Confidentiality, Integrity and Availability  

In regards to information security, it is widely accepted that a threat to information 

systems will generally affect one or more of either: confidentiality, integrity or 

availability of a resource (Whitman & Mattord, 2008, p. 8).  Thus, the purpose and 

goal in information security is to protect these three key principles. The ñresourceò 

itself can be anything which is deemed important, whether it is a physical entity (such 

as paper documents or computer hardware) or a virtual entity (such as a computer 

database or source code to a piece of software). Confidentiality is making sure 

information is accessible to authorised persons only; integrity is ensuring data is 

correct and accurate whilst availability refers to having access to information systems 

when required (Cavalli, Mattasoglio, Pinciroli & Spaggiari, 2004, p. 298).  

To elaborate further, Table 2.2.1 is shown in which gives examples of a threat being 

against a resource and the principle in which would be compromised. The table 

provided gives example of three threats. Each of them will compromise one of the 

principles in information security. Such threats may be grouped into different 

categories and it is the intention of the next section to look into the different types of 

threats faced in information security. 
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Table 2.2.1 ï Example of Threats against C.I.A 

Resource Threat Compromises 

Classified medical record of 

a patient. 

Gaining unauthorized access to this record and 

reading or distributing the information to 

others. 

Confidentiality 

Database which contains 

detail of a Bankôs customer. 

Breaking into the database, and changing the 

data of customer details. 

Integrity 

A Server hosting a website. Using computer security exploits to bring the 

system down. 

Availability 

2.2.2 Categories of Threats in Information Security  

Attempting to provide an exhaustive list of all threats faced by information systems 

would be both very time consuming and, perhaps, even impossible due to the sheer 

volume that exist (NIST, 2006, p. 21). Ultimately the threats faced by users or 

organisations may differ dependant on the environment where the information 

systems are contained.   

However, at the same time, it is important to establish what some of the main threats 

of this subject is. Therefore, the following paragraphs provide categories of well 

known threats which are derived from the work of Whitman and Mattord (2008). 

Additional references have been cited for clarification on some of the threats shown: 

¶ Human Error: Involves accidents and mistakes which are made by users of 

information systems. This may be due to lack of training or inexperience when 

using information systems (Whitman & Mattord, 2008, p. 42). In some cases 

this threat may involve a user being tricked by social engineering - which 

involves exploiting someone through manipulation of their behaviour 

(Workman, 2007, p. 316) in order to get them to release confidential 

information such as their password to computer systems. 

 

¶ Trespassing: Involves both intentional and unintentional access to 

unauthorized data and information. Although such an act may have been 

unintentional, the result is still a loss of confidentiality in information 

(Whitman and Mattord, 2008, p. 45). Furthermore, if the act is intentional 

there is the possibility of it being industrial espionage which is when 

information is gathered from one company and given to a competing company 

in order to give them an advantage (NIST, 2006, p. 26). This threat may also 

be physical, in that a person walking into an unauthorized area would be an 

example of trespassing. 

 

¶ Theft: Includes both the physical theft of computer systems and equipments 

along with the theft of data in the form of information.  



05002961 SOC10101 

O. Lo  - BEng (Hons) Computer Networks & Distributed Systems  15 

 

¶ Sabotage: Forms of sabotage may come from employees who damage or 

misuse computer equipment (Corsini, 2008, p.8) as well as more serious cases 

where company websites are vandalised which results in a loss of reputation 

(Whitman & Mattord, 2008, p. 52). The reason behind such sabotage may 

include disgruntled employees or simply mischievous acts which were carried 

out in boredom. 

 

¶ Software Attacks: Includes all forms of malicious software such as worms, 

viruses and trojan horses.  In most cases, systems infected with such software 

will result in decreased productively from users due to the time and cost 

required to clean the infected system (NIST, 2006, p. 27). Furthermore, brute 

force attacks - which involve software which tries to guess the password to a 

username by attempting all possibilities (Cornsini, 2006, p. 8) - and denial of 

service attacks - which attempt to starve the system under attack from all 

resources (Ptacek, Newsham & Simpson, 1998, p. 10) which result in a crash - 

also fall under this category. 

 

¶ Technical Hardware Failure: Hardware which contains flaws due to design 

errors or lack of maintenance over time may suffer instabilities or even 

complete failure. One example of a hardware design flaw is from the Intel 

Pentium II CPU which contained a floating point bug which resulted in 

calculation errors (Whitman & Mattord, 2008, p. 62) requiring a total recall of 

the product hence a great loss in money.  

 

¶ Technical Software Failure: Programming flaws and errors overlooked during 

the design and implementation of software results in vulnerabilities being 

exploited or bugs in a programme (NIST, 2006, p. 22). The same may apply if 

software is not updated over time. 

 

¶ Forces of Nature: Natural disasters such as fires, floods, earth quakes and 

lightning all pose a threat to information systems.  Results from such disasters 

may include the worst case scenario of systems being damaged beyond all 

repairs. The unpredictability of natural disasters means it can be difficult to 

safeguard against such threats (Whitman & Mattord, 2008, p. 59). 

 

Threats such as human error may be reduced through training of users involved in 

information systems. The chances of technical hardware and software failing is also 

reduced if proper maintenance and upgrade to components and resources as carried 

out. However, at the same time, even by applying every safe guard possible, there is 

always a small risk of a threat being carried out due to unknown vulnerabilities. This 

is especially true in the case of such threats as software attacks and information theft 

since no physical evidence may be left behind after the threat occurs therefore users 

may be completely unaware an attack took place. The point to be made here is that 

threats cannot always be prevented but, they can be detected, stopped as soon as 

possible and safeguarded against in the future. 

As the first chapter of this thesis has already described, physical detection systems 

such as fire alarms or C.C.T.Vôs allow for the detection of specific real-life threats 
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such as fires or trespassers but, there is no possibility in these devices detecting a 

denial of service attack, a rogue virus spreading itself throughout a computer network 

or an application suddenly modifying user passwords. Thus, this lead on to the need 

for mechanism for the detection of non-physical information system threats which 

may be achieved by deploying digital IDSs. The next section of this report will focus 

on the taxonomy of this subject. 

 

2.3 Intrusion Detection System Taxonomy 

The meaning of taxonomy is in providing a unique label for each entity within a 

subject area. The purpose of which is to allow researchers to easily communicate and 

group subjects matters together. To elaborate, the work of Almgren, Lundin & 

Jonsson (2003) state that having a good taxonomy allows other people to express their 

thoughts and ideas in a manner which is universally understood by all others working 

on the same research area (Almgren et al., 2003, p. 57). 

Unfortunately, a singular and widely agreed upon taxonomy of IDSs does not exist 

(Tucker, Furnell, Ghita & Brooke, 2007, p. 88-89). This is due, partly, to the fact that 

as you delve deeper into the technical aspects of IDS, it becomes more difficult and 

complicated to classify specific elements into a standard category due to ambiguity or 

technical complexity. 

The purpose of this section is not to provide a comprehensive taxonomy into IDSs ï 

such an objective is outside the scope of this thesis. Rather, the focus will be in 

providing a taxonomy on concepts, terms, and ideas which is widely accepted by 

researchers.  Although the introduction to this thesis has briefly described the general 

purpose of an IDS, this section intends to delve a lot deeper into this subject area. 

2.3.1 Definition  and Purpose of Intrusion  Detection Systems 

A standard definition of the term intrusion is described as ñthe act of intruding or the 

state of being intruded; especially: the act of wrongfully entering upon, seizing, or 

taking possession of the property of another (Webster-Merriam, 2009).ò From this 

definition, one may conclude that an intrusion is to enter upon a domain which is 

considered restricted, regardless of whether the act is considered intentional or not.  

In other words, if we apply the term intrusion to the topic of information security, this 

can be considered simply as another form of a threat being acted out (an attack). 

Furthermore, it should be noted that an intrusion in this context will threaten to 

compromise one or more of the three principles of information security: 

confidentiality, integrity and availability (previous discussed in Section 2.2.1). This 

idea is backed up in the work of Purcell (2007), in which the author states that IDSs 

are a control measure (Purcell, 2007, para. 6) whilst the work by NIST (2006) 

reinforces this by stating that the purpose of IDSs is in ñidentifying attempts to 

penetrate a system and gain unauthorized access (NIST, 1996, p. 215).ò To describe it 

in another way, an IDS can be defined as a control measure of which the purpose is to 

detect threats which put information systems at risk. 

It is also important to note what is not considered the purpose of an IDS. From the 

work of Kazienko and Dorosz (2003), they state that security devices such as network 

logging systems, anti-virus detection/protection, vulnerability assessment tools, 

firewalls and security/cryptographic systems, although similar to the purpose of IDSs, 
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should not be classified under the same category as IDSs (Kazienko & Dorosz, 2003, 

para. 3). Such security devices will most likely work together in order to provide for 

multiple layers of defence in information security, but the general functionality of 

these devices will differ from an IDS. 

To provide a summary to this section, the most important point that should be 

understood is the fact that all threats, from an Information Security stand point, will 

compromise one or more of the three key principle areas which are, to repeat: 

confidentiality, integrity and availability. The purpose of IDSs is in detecting threats 

which compromise any of these three principles. Devices such as firewalls and 

network logging systems may achieve the same goals, but their functionalities will 

differ to that of an IDS. 

2.3.2 IDS Framework and Characteristics  

Many different types of IDSs currently exist, and, as expected, they will function 

differently dependant on the design choices taken in implementation. It can be helpful 

for users wishing to learn about this subject if a common model exists which acts as a 

form of blueprint which relates to all IDSs. The work produced by Porras, 

Schnackenberg, Staniford-Chen, Stillman and Wu (1998) recognised this importance, 

and the result of the authors work is the Common Intrusion Detection Framework 

(CIDF).  

In the CIDF, the IDSs are divided into four main components, which are as follows: 

event generators (known as ñE-boxesò), event analyzers (ñA-boxesò), event databases 

(ñD-boxesò) and response units (ñR-boxesò) (Porras et al., 1998, para. 21-26). Table 

2.3.1 provides a summary as to what the purposes of each of these components are. 

Table 2.3.1 ï Description of the four components of the CIDF 

Component Name Purpose of Component 

Event Generators (E-Boxes) The E-Box is the sensor, which will monitor and 

obtain activity (such as network traffic) and 

convert the data it sees into the CIDF format so 

the other components can interpret it. 

Event Analysers (A-Boxes) The A-Box receives data from the E-box and will 

analyse it. Method of analysis is dependent on the 

design of the IDS. 

Event Databases (D-Boxes) The D-Box is simply where the analysed data is 

stored. 

Response Units (R-Boxes) Based on the analysed data, and, once again, on 

the design of the IDS, a response will be carried 

out which may include producing an alert (if the 

data analysed is considered an intrusion) or the 

event is simply logged. 

 

 

To provide for a better visual representation of how these components interact with 

each other, Figure 2.3.1 is presented which comes from the work produced by Ptacek, 

et al. (1998). It should be made clear that although the diagram labels one of the 
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components as a ñCountermeasure (C) Boxò, this serves the exact same function as 

the Response Units (R-Box) described in the previous table.  

 

Figure 2.3.1 - CIDF interaction method (Ptacek et al., 1998) 

From the description and the figure provided, it can be seen that each component 

relies upon each other, both directly and indirectly. What can be summarised is that 

although different IDSs will carry out the task of intrusion detection using their own 

methods, all IDSs will still be similar due to the fact that they are based on the design 

of this framework. 

However, criticism has been made against the CIDF. One in particular was made in 

the technical report produced by the Malicious and Accidental Fault Tolerance for 

Internet Applications (MAFTIA) project. In this technical report, Powell  and Stroud 

(2001) state that the Response Units (R-Boxes) should not be considered a part of the 

IDS but rather a separate entity due to the fact that, by definition, the purpose of a IDS 

is in detecting intrusion, not responding to it (Powell & Stroud, 2001, p. 28). 

Following on from this statement, the authors have attempted to provide their own 

refinement to the CIDF which can be seen in Figure 2.3.2. This may be considered a 

minor piece of criticism though, since both Porras et al. (1998) and Powell & Stroud 

(2001) appear to agree that the response units, regardless of whether or not it is part of 

the CIDF, is still a requirement since some form of action must take place if a attack 

is detected.  
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Figure 2.3.2 - Refined CIDF Model (Powell & Stroud, 2001) 

Having looked at the basic IDS framework, a review of the main characteristics of an 

IDS will be carried out. In the work produced by Debar, Dacier & Wespi (1999), the 

authors defines IDSs as having four main characteristics: Detection Method, 

Behaviour on Detection, Audit Source Location and Usage Frequency (Figure 2.3.3).  

What can be made clear is that each of the three functional characteristics provided in 

the figure can be easily linked to one of the components of the CIDF described earlier. 

In regards to the three functional characteristics: audit source location refers to how 

the IDS goes about obtaining activity and converting it to data the system can 

understand (E-Box), the detection method will analyse this data for attacks (A-Box) 

and behaviour on detection defines what action will be taken whether or not attacks 

are found (R-Box) (Debar et al., 1999, p. 8 - 9).   

The usage frequency refers to whether the IDS runs continuously or periodically and 

since it is a non-functional characteristic no relation can be made with the CIDF. 

However, to provide for a brief description, continuous monitoring simply refers to an 

IDS which will monitor for threats without interruption whilst periodic analysis 

means the IDS monitors for threats on at certain intervals. 

The audit source location, including host, network and distributed based, is described 

in greater detail in Section 2.3.3 whilst information on detection methods, which can 

be either behaviour or knowledge based, is found in Section 2.3.4. 
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Figure 2.3.3 - Characteristics of an IDS (Debar et al., 1999)  

 

2.3.3 Host-Based, Network-Based and Distributed-Based IDS 

The work by Debar et al. (1999) states that there are three main categories of audit 

source locations implemented in IDSs including host-based IDS (HIDS), network-

based IDS (NIDS) (Corsini, 2009, p. 15) and distributed-based IDS (DIDS) described 

by Snapp, Brentano, Dias, Goan, Heberlein, Ho, Levitt, Mukherjee, Smaha, Grance, 

Teal, & Mansur (1991). 

In HIDSs, the internal activities of the computer system in which it resides is 

monitored and analysed through the usage of audit data which is provided by the 

operating system (Vigna, Robertson & Balzarotti, 2004, p. 21). For example, an HIDS 

may monitor the memory usage of programs and produce an alert if the resources 

taken up by the program begin to fluctuate in an unexpected manner.  Figure 2.3.4 

shows an example of the location of various HIDSs residing in some of the 

workstations and one of the servers on a network. 

In comparison, NIDSs involve looking at both incoming and outgoing network 

packets and attempt to find any acts of attacks (Debar et al., 1999, p. 817). In other 

words, an NIDSs main task is in the analysis of traffic on a network. For a NIDS to 

work, it must be either connected to a span port on a switch or a device such as a 

router (Beale, Baker & Esler, 2007, p. 5) in order to capture all traffic on a network. 

Furthermore, a network interface card (NIC) is obviously needed. Figure 2.3.5 shows 

an example of one single NIDS connected to the switch of a network. The location of 

the NIDS allows it to monitor all network traffic activity on this network.  

In a DIDS, the techniques of both HIDS and NIDS are used, thus this can be 

considered a hybrid form of IDS (Debar et al., 1999, p. 817). DIDS functions by using 

multiple IDSs which monitor both the hosts connected to a network, along with the 

network activity itself and reports all information captured to a centralized IDS, 

known as the DIDS director (Snapp et al., 1991, p. 168). Figure 2.3.6 shows an 
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example of the usage of a DIDS on a network. It should be noted that in DIDSs, there 

is the possibility of an IDS being both a HIDS and NIDS at the same time (Beale et 

al., 2007, p. 8) which is not shown in the figure. The main point to be made is that all 

NIDS/HIDS will report to the DIDS director. 

 

 

 

Figure 2.3.4 ï Example of HIDSs on a Network 

 

 

Figure 2.3.5 ï Example of an NIDS on a Network 
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Figure 2.3.6 ï Example of DIDSs on a Network 

What may be concluded is that there are three main types of IDSs: HIDS, NIDS and 

DIDS.  The use of the term ñIDSò is used to describe intrusion detection systems 

generically, whilst if one was to describe a topic in regards to a specific category of 

IDS, the acronyms HIDS, NIDS or DIDS will be used instead. 

2.3.4 Detection Methods 

The work of Debar et al. (1999) states that there two main forms of detection 

methods: behaviour based and knowledge based. These are more commonly known as 

anomaly detection and misuse detection methods. The purpose of both methods is in 

attempting to detect any attacks or intrusions on a system.  The main characteristic of 

anomaly detection is in looking for any unexpected changes in behaviour of a system 

against what is considered ñnormalò behaviour whilst misuse detection involves 

comparing incoming threats against a predefined knowledge base in order to decide 

whether the threat is considered an attack or intrusion (Debar et al., 1999, p. 810).   

As mentioned in the above paragraph, an anomaly detection method works by 

comparing normal behaviour against the current pattern of behaviour in a system.  In 

order to achieve this task, the main challenge in anomaly detection methods is in 

learning what is considered ñnormalò behaviour. The work by Axelsson (2000) 

describes the two main approaches which are used to achieve this goal: self-learning 

or programmed anomaly detection. In the self-learning approach, the anomaly 

detection system will begin to automatically monitor events, such as live network 

traffic, on the environment it has been implemented on and attempt to build 

information on what is considered normal behaviour (Axelsson, 2000, p. 5). This is 

otherwise known as online learning (Gong, 2003, p. 3). In the programmed approach, 

the anomaly system must manually learn what is considered normal behaviour by 

having a user or some form of function ñteachingò the system through input of 

information (Axelsson, 2000, p. 5). This is otherwise known as offline learning, and 
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may involve feeding the system a network traffic data set which contains normal 

network traffic (Gong, 2003, p. 3). One of the most common methods for building the 

behaviour information in both self-learning and programmed anomaly detection 

systems is through statistical analysis. This involves measuring the average time it 

takes for a task to be carried out, such as the average time taken for a user to invoke a 

login to a server, and storing this information as variables (Debar et al., 1999, p. 813).  

These variables are then used in comparison against the activities when the anomaly 

system is deployed.  

Misuse detection methods, in comparison, require that all known threats will be 

defined first, and the information regarding these threats to be submitted to the NIDS. 

Thus, the NIDS is able to then compare all incoming, or outgoing, activity against all 

known threats in its knowledge base and raise an alarm if any activity matches 

information in the knowledge base. The information stored in this knowledge base is 

usually known as signatures. Misuse detection methods normally requires a user to 

manually define all signatures it should detect, therefore only a programmed approach 

can be used for this detection method (Axelsson, 2000, p. 6).  The process for actually 

matching a signature with an attack include simple string matching ï which involves 

looking for unique key words in network traffic to indentify attacks ï to more 

complex approaches such as rule-based matching which defines the behaviour of an 

attack as a signature (Axellson, 2000, p. 7). 

Both anomaly and misuse detection methods have their own advantages and 

disadvantages. In terms of misuse detection, this method is very reliable in detecting 

attacks so long as the signature has been properly defined in the knowledge base. 

Furthermore, since the signature must be predefined, if an alarm is triggered, then we 

can easily determine what type of attack was actually detected by the system. The 

obvious disadvantage here is that any attack which does not have a predefined 

signature will never be detected (Zhengbing, Zhitang and Junqi, 2008, p. 2). The 

opposite is true of anomaly detection methods in which new or unknown attacks can 

be detected since this approach is based on behaviour rather than predefined 

signatures however, the main disadvantage is that the system may not provide in-

depth details such as the type of attack which raised the alarm and whether or not it 

was an actual valid attack (Deri, Suin and Maselli, 2003, p. 2).  

Finally, as mentioned earlier in this section, when an IDS - using either the anomaly 

or misuse method - detects an attack, an alarm will  be raised. As described by the 

author Beale et al. (2007), the main four types of alarm consist of: true positive, false 

positive and false negative (Beale et al., 2007, p. 13).  A short summary of each alarm 

is described as follows: 

¶ True Positive refers to when an attack has been detected and alerted properly. 

¶ False Negative refers to when an attack takes place but no alarm has been 

raised. 

¶ False positive refers to when an alarm is raised but no attack has taken place. 

¶ True Negative which refers to when no attack takes place and no alarm is 

raised. 

 

2.4 Network Security Threats 

Since the focal point of this thesis is on NIDSs, some network threats will be looked 

at in this section. Similar to Section 2.2.2, attempting to compile a comprehensive list 
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of threats is an extremely difficult task, therefore, only the most common and well 

known network security threats have been included. Theoretically, an IDS should be 

capable of detecting all threats which are described here. 

2.4.1 Surveillance/Probing 

The purpose of surveillance/probing is to gather information on a network (Wagh, 

2009, para. 1) such as topology, IP addresses of machines and open network ports. 

Although surveillance or probing carried out on a network is not considered harmful 

by itself, it is usually a clear indicator that an attack may result in the future 

(Buchanan, 2009, p. 50). 

Network surveillance and probing can be carried out with many types of utilities and 

programs but, perhaps the most popular one used today is known as Nmap (Lyon, 

2009). Surveillance and probing carried out on Nmap is usually known as a sweep or 

a scan, and many types exist, including: port scan, port sweep and ping sweep. Port 

scan, as the name will suggest, is in scanning a network host in order to look for any 

open ports whilst port sweep involves scanning multiple hosts within a network with 

the same objective in mind. Pingsweeps will attempt to ñpingò each host on a network 

to see whether it is up. 

2.4.2 User Privilege Gain 

A user privilege gain attack consists of attempts to obtain access to a users account on 

a system. This usually involves the guessing of user name and passwords using 

techniques such as brute force dictionary attacks or, in some cases, more sophisticated 

methods such as social engineering (Workman, 2007, p. 316) may be used instead to 

trick a user into giving out their password. 

An example of a program which can carry such attacks is Hydra (THC, 2009) which 

is capable of carrying out dictionary attacks (Corsini, 2009, p. 20) on protocols 

including Telnet, FTP, SSH and HTTP. In dictionary attacks, a user name and 

password list is supplied to the program along with the target. This program will then 

attempt to try all combinations of passwords and return a result if one is successful. 

Also, related to this threat is user root gains. Once an attacker has managed to gain a 

user account via tools such as Hydra, attempts may then be made to gain higher levels 

of access such as the administration or root account (Buchannan, 2008, p. 28). Such 

an attack being successful could be very dangerous. By having access to the highest 

level account, an attacker could inevitably have control over an entire system. In other 

words, the attacker would be free to do as he pleased such as deleting critical system 

files, browse confidential files or change the password on other user accounts.  

 

2.4.3 Vir uses, Worms and Trojans 

Viruses, worms and trojans are all considered malicious software. In the work of 

NIST (2006, p. 27) the following summary of each of the three types of malicious 

software are described: 

¶ Viruses are a piece of code which attaches itself to an application (such as an 

.exe file) and is executed when the application is run by the user. Viruses may 

carry out malicious actions such as overwriting or deleting system files. 
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¶ Worms differ from viruses in that it does not require to be attached to an 

application. Instead, it will exist independently and attempt to replicate itself 

and propagate throughout a network. 

 

¶ Trojan horses are disguised as legitimate software, and when executed, will 

open up a ñbackdoorò (such as opening up a port) which allows access to that 

machine from outsiders of the network. 

 

2.4.4 Denial of Service Attacks 

The main purpose of a Denial of Service (DoS) attack is in using up all available 

resources such as CPU and memory (Ptacek et al., 1998, p. 39) on either the target 

system or even the NIDS which monitors traffic on the target network. This may 

result in the target system crashing, or simply not responding as expected. In the case 

of carrying out a DoS attack on an IDS there is the possibility of the system letting 

additional attacks slip past undetected as it attempts to recover. One of such program 

which will allow for carrying out of DoS attacks is known as Hping3 (Hping3, 2009).  

Various methods may be used in order to carry out a DoS attack. The three main types 

of attacks consist of TCP floods, ICMP floods and UDP floods (Houle, Weaver, Long 

& Thomas, 2001, p. 3). An example of a TCP flood involves sending huge numbers 

of request packets (SYN) to a server in order to starve it of all resources, whilst ICMP 

may involve simply sending large numbers of pings (echo request packets) to a server 

so that it consumes all its resources in attempting to reply. UDP floods function 

similar to TCP floods. It is not always necessary for the attacker to send a flood of 

traffic to the victim. One such example is the LAND attack, in which a single packet 

is crafted that connects a victimôs network socket to itself.  Over time, this can cause a 

system to lockup.  

A variation of a DoS attack, known as a Distributed Denial of Service (DDoS) attack 

exists. In DDoS the use of multiple computers to send out requests to a single receiver 

is carried out (Kargl, Maier & Weber, 2001, p. 516). DDoS attacks are usually 

controlled by one main machine known as the Master program and, when initiated, it 

will communicate with all other machines which have a ñbotò installed on them to 

initiate an attack on a single target. 

 

2.5 Methodologies in Evaluating IDSs 

Many evaluation methodologies have been proposed by researchers over the past few 

years. The main purpose of this section is in analysing some of the methods used and 

attempt to gain some perspective on what may be considered an effective 

methodology. To achieve this goal, the first concept which is reviewed is the two 

main techniques used in carrying out an evaluation: black-box and white-box testing. 

2.5.1 Black-Box and White-Box Testing 

Two main techniques may be applied when carrying testing in general: black-box 

testing and white-box testing. Table 2.2.1 provides a definition of black-box and 

white-box testing which is summarised from the work of Sharma, Kumar, and Grover 

(2007).  
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Table 2.5.1 ï Definition of Black-Box and White-Box Testing (Sharma et al., 2007) 

Testing Technique Definition 

Black-Box Testing is applied to an entity where the 

internal workings are unknown. 

White-Box Testing is applied to an entity where the 

internal workings are known and are 

changeable. 

 

Although the two testing methods are more commonly seen in software engineering 

we may still apply such techniques to evaluating IDSs. For example, in the work of 

Gadelrab and El Kalam Abou (2006), the author states that there are two main 

methods in evaluating IDSs, both of which follow either the principles of black-box 

testing or white-box testing. The authors refer to the principles as evaluation by test 

(black-box testing) and analytic evaluation (white-box testing) (Gadelrab & El Kalam 

Abou, 2006, p. 271).   

An example of analytical evaluation is given in the work of Alessandri (2004). The 

basis of this approach is in predicting whether or not the design of the IDS will be 

able to detect specific attacks (Alessandri, 2004, p. 13). In order to do this, the author 

attempts to group attack types into classifications and provide a description to the 

system on how each class of attack will behave. By comparing the IDSs design 

against certain classes of attack, they propose that their method should predict 

whether or not the attack will be effective. This is considered white-box testing due to 

the fact that the inner-workings of the IDS must be known in order to carry out the 

evaluation effectively (Gadelrab & El Kalam Abou, 2006, p. 271). Although this is a 

viable approach, it is more suited to testing IDSs under development since the inner 

workings of the IDS must be known before such evaluation may take place 

(Alessandri, 2004, p. 44).  

The other method, evaluation by testing, can be considered a black-box testing 

technique. The general principle behind this method is that the IDS will be tested 

against various attacks, preferably in conjunction with background traffic (Gadelrab 

& El Kalam Abou, 2006, p. 271).  After testing is completed, the IDS will be 

evaluated against certain metrics which are defined by the designer of the test. This is 

considered a black-box testing technique due to the fact that during the evaluation 

process, we generally donôt care how the IDS will handle the attack, but whether or 

not it detects the attack, and how efficiently it does so in regards to the metrics 

defined.  

It can be summarised that evaluation by testing (black-box testing) provides for a 

much more solid basis in terms of evaluation results, since metrics must be defined 

and accounted for. In comparison, since the results from analytical evaluation are 

simply predictions, the accuracy of the evaluation may be a issue. At the same time, 

this does not mean analytic evaluation is irrelevant since this approach will provide 

for a far more solid design of an IDS which is still under development.   

Since evaluation by testing is more relevant to this literature review, the next few 

sections will look at some of the methods which various researchers have used in 

evaluating IDSs. Two main categories of evaluation by testing exist: online and 
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offline evaluation. The next section provides a brief summary and difference between 

these two forms of evaluation. 

2.5.2 Real-time and Offline Evaluation 

As described by Sommers, Yegneswaran and Barford (2005), offline evaluation 

consists of ñthe use of canonical packet traces for offline tests (Sommers et al., 2005, 

p. 1)ò. In other words, the basic idea of offline evaluation is in recording network 

packets, otherwise known as data sets, and then playing the traces back against the 

IDS under evaluation. By comparison, online evaluation involves testing IDSs using 

live network traffic which may be generated using traffic load generator (Ranum, 

2001, p.6). To summarise, the difference between offline and online evaluation is as 

follows: 

¶ Offline evaluation involves playing back data sets to the IDS under evaluation. 

These data sets may be captured with packet sniffer programs and then played 

back with a tool such as Tcpreplay (Turner & Bing, 2009) which is capable of 

playing back network data sets at variable speeds.  

 

¶ Real-time evaluations does not provide the IDS with data sets, instead live 

traffic is used. Tools and software may still be used to generate the traffic but 

in this scenario it is live traffic which is being sent through a network rather 

than data sets which are being replayed. In other words, the network will 

ñreactò accordingly to the traffic which is sent. 

Both methods of evaluation will be covered in the following sections. For 

clarification, the DARPA (Section 2.5.3) and the Automated evaluation (Section 

2.5.4) are both forms of offline evaluation. Real-time evaluation consists of LARIAT 

(Section 2.5.5) and Trident (Section 2.5.6). 

2.5.3 DARPA Evaluation  

One of the first well known evaluations comes from MIT Lincoln Labs, sponsored by 

the Defence Advanced Research Projects Agency (DARPA), known commonly as the 

DARPA evaluation. This work is described by Lippmann, Haines, Fried, Korba and 

Das (2000). The main goal in the DARPA evaluation was to carry out a non biased 

measurement on the performance of various anomaly-based IDSs along with 

producing an evaluation data set which could be used by others in testing their IDSs 

(McHugh, 2000, p. 267).  

 In order to carry out these objectives, Lincoln Lab set up a test network and, through 

the use of programs, to emulate a large number of workstations, and scripts, created 

synthetic background traffic mixed with attack traffic at certain periods of time 

(Brugger & Chow, 2007, p. 1). The traffic is then captured with a packet capture tool 

and saved as a data set. This data set could then be played back against the IDS under 

evaluation to access its performance. Both inside and outside traffic was captured for 

this experiment.  The term ñinsideò refers to network traffic which would be seen 

within a local area network (LAN), whilst ñoutsideò would be any traffic outside of 

this LAN. A router is used in the experiments to separate the inside and outside 

traffic. Figure 2.5.1 has been presented to show the DARPA test bed which was used. 
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Figure 2.5.1 ï DARPA Evaluation Test bed (Lippman et al., 2000) 

 

The data sets used in the DARPA experiment was released to the public in 1998 and 

is referred to as the Intrusion Detection Evaluation (IDEVAL) 1998 data set.  The 

1998 data set contains 7 weeks of training data, used to train the anomaly system, and 

two weeks of test data used to test the IDS for detection performance (Brugger & 

Chow, 2007, p. 2). In 1999, a second data set was produced by the same group, 

known as the IDEVAL 1999 data set, which contained improvements such as 

containing stealthier and a wider range of attacks (Brugger & Chow, 2007, p.2). The 

1999 data set was made up of two weeks of training data and three weeks of test data 

(Lippmann et al., 2000, p. 579). 

With the use of static data sets, repeatability in experiments is easily achieved and, 

furthermore, the data set is easy to obtain and free to download. Thus, it may seem 

that the DARPA method is very well suited for testing IDSs. Unfortunately, both the 

data sets, and the way in which the evaluation was carried out has faced a lot of 

criticism by researchers.  

In regards to the data set, the IP header attributes contained in the synthesized 

background traffic including source IP addresses, destination IP addresses, Time To 

Live value and TCP options all had a small fixed range (Mahoney, 2003, p.  237). 

Real live traffic, in comparison, will generally contain a vast number of different IP 

addresses and ranges in their attributes. Therefore, the issue here is that the 

background traffic in the DARPA evaluation may not be considered similar or 

realistic enough to the type of traffic normally faced by IDSs.  

Criticism has also been made against the attack traffic in the DARPA data sets. 

During the 1998 DARPA evaluation, four main types of attacks were carried out, 

which included:  User to root, Remote to Local User, Denial of Service and 

Probe/Surveillance whilst the total number of each attack being carried out is in each 

of these categories is 114, 34, 99 and 64 respectively (Lippmann et al., 2000, p. 585-

586). The flaw here, as stated by Singaraju, Teo and Zheng (2004) is that these attacks 

- 311 in total ï were launched over approximately 9 weeks of testing (5 days per 

week), therefore the average number of attacks is around 5-6 a day (Singaraju et al., 

2004, p. 2). Thus, distribution of attacks may be considered spread too thin in 

comparison with real life scenarios.  The 1999 data set contains a similar problem, 
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with only 200 attacks over 5 weeks of testing (Lippman et al., 2000, p. 579) - this 

results in approximately 8 attacks per day. 

Finally, in the work of McHugh (2000), the author states that the presentation of the 

evaluation results may not be completely meaningful since only one form of metric is 

used to determine the performance of the IDS under test (McHugh, 2000, p. 291). 

This metric which was used is known as the Receiver Operating Characteristic (ROC) 

curve, which is basically a graphical plot of the number of true positives versus false 

positives (Ulvila and Gaffney, 2003, p. 453). The problem with using only this 

singular metric, as stated by McHugh (2000), is that although it shows whether a 

greater number of true positives or false positives are detected, the ROC curve gives 

no clear indication to why the IDS under test will behave in such a way (McHugh, 

2000, p. 291). 

What can be concluded about the DARPA evaluation is that both attack and 

background traffic lack realism in comparison with real-life network traffic along 

with the fact that the metric of evaluation used does not give clear indication to the 

way the IDS performed, regardless of whether it was good or bad. Finally, though it is 

not mentioned in any cited references, it should be noted that it was more than a 

decade since the DARPA evaluation, hence newer and more sophisticated attacks may 

now exist therefore, the validity of testing IDSs using the DARPA attack data sets 

may not be relevant anymore. 

2.5.4 Automated Evaluation   

Having seen some of the shortcomings of the DARPA evaluation, it is worth looking 

at a more recent offline evaluation of IDSs carried out by Massicotte, Gagnon, 

Labiche, Briand and Couture (2006). In their work, the authorôs main focus was in 

providing a more up-to-date attack data set which, similar to the DARPA evaluation, 

would be made freely available to the public so that others may use it to carry out 

their own testing against IDSs. 

The work by Massicotte et al. (2006) consisted of two main elements in which they 

termed as the Virtual Network Infrastructure (VNI) and the Intrusion Detection 

System Evaluation Framework (IDSEF). The VNI uses scripts and emulation 

software to automatically set up a virtual network environment which is used to 

generate attack traffic against specified targets within the emulated network topology 

(Massicotte et al., 2006, p.  362).  The main purpose of the VNI is in generating 

attacks on a virtual network and recording the network traffic whilst this take place in 

order to save it as a data set to be used in evaluating IDSs. Having acquired a data set, 

this can then be provided to the IDSEF in order to test and evaluate the chosen IDS 

under test. The VNI uses a layered approach which consists of using programs such as 

Metasploit (Metasploit Project, 2009) for the generating exploits whilst manipulation 

of packets for evasion/insertion is carried out using tools such as fragroute (Figure 

2.5.2). Unfortunately, a complete taxonomy of all attacks carried out was not provided 

in this piece of work.  
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Figure 2.5.2 ï Automated Evaluation Attack System (Massicotte et al., 2006) 

In order to clarify how this evaluation works, the steps involved in both the setup and 

execution of the VNI along with the steps involved in using the IDSEF will be 

described. Ten main steps (Figure 2.5.3) are carried out in the automated evaluation.  

Steps one to five are summarised from (Massicotte et al., 2006, p. 363) whilst steps 

six to ten are summarised from (Massicotte et al., 2006, p. 365) and are as follows: 

1. Script Generation - Using what the authorôs define as the Vulnerability 

Exploitation Program (VEP), script generation involves the user defining the 

types of attacks which should be ran along with specifying the target systems 

in the virtual network. 

 

2. Virtual Network Setup - This step will setup the virtual network dependant on 

the types of attacks and targets which were specified. For example, if the 

attack specified was on a web server, then the virtual network that is being 

setup would reflect this scenario. 

 

3. Current Attack Script Setup - Involves configuring the attacks that have been 

chosen to be executed. 

 

4. Attack Execution - Involves running the specified attack(s) against the chosen 

target(s). 

 

5. Tear Down - Involves saving the network traffic which will have been 

recorded during attack execution into a data set, along with restoring the 

virtual network to its original state. If additional attacks are to be recorded, 

then step one to five is repeated, otherwise, the automated evaluation goes to 

step six. 

 

6. Data set Selection - Having acquired all required data sets, the IDSEF will 

select the relevant attack data sets which should be tested against the IDS 

which has been chosen to be evaluated. 

 

7. IDS Evaluator - These attack data sets will then be provided to the IDS under 

test. 

 

8. Next Data set Selection - Assuming there is more than one attack data set to be 

test against steps six and seven will be repeated until all data sets have been 

provided to the IDS. 

 

9.  IDS Result Analyser - All alarms raised by the IDS in testing each of the data 

sets will be logged here. 
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10. Report Generation - Finally, a report is generated which shows the types of 

alarms logged for each of the data sets that were tested against the IDS. 

 

 

Figure 2.5.3 - Steps Carried out in the Automated Evaluation 

The automated evaluation certainly achieves its main goal, which is of providing a 

more up-to-date data set in comparison with the DARPA data set. Furthermore, the 

use of virtual machines allows for both ease of automation and repeatability in 

experiments. However, one main restriction is can be found in this evaluation method. 

As acknowledged by the authors, no background traffic is generated by the VNI, only 

attack traffic (Massiotte et al., 2006, p.1).  As noted by Mell et al. (2003), background 

traffic is essential to evaluating IDSs since without it, the results will only describe 

how effective an IDS is in logging true positives with no indication as to what the 

false positive alarm ratio would be (Mell et al., 2003, p. 14). In other words, an 

evaluation without background traffic will describe how accurate the IDS under test is 

in detecting defined attacks, but no information will be provided on the inaccuracy of 

the IDS ï which is whether or not would log attack free traffic as an attack (known as 

a false positive).  

2.5.5 LARIAT Evaluation  

The Lincoln Adaptable Realtime Information Assurance Testbed (LARIAT) was 

designed as a follow up to the 1999 DARPA evaluation (Athanasiades, Abler, Levine, 

Owen and Riley, 2003, p. 65) and as described by the authors of this evaluation ñtwo 

design goals were established for LARIAT: (1) support real-time evaluations and (2) 

create a deployable, configurable and easy-to-use testbed (Rossey, Cunningham, 

Fried, Rabek,  Lippmann, Haines and Zissman, 2002, p. 2672).ò  

Emphasis on automation of the evaluation was also made by the designers of 

LARIAT. The justification for this is that manual setup and configuration 

requirements when testing IDSs can consume a great deal thus, by automating the 
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evaluation process as much as possible ease-of-use and simplicity is achieved for the 

user carrying out the evaluation (Rossey et al., 2002, p. 2672). In order to achieve this 

aim, the LARIAT evaluation is implemented on top of a Java applet named 

NetworkDirector (Rossey et al., 2002, p. 2677). This acts as a ñwrapperò in which a 

GUI interface is built and allows users to interact through the selection of menus and 

buttons rather than having to manually input commands (Figure 2.5.4).  

 

Figure 2.5.4 ï Example screenshot of the LARIAT GUI (Rossey et al., 2002) 

The LARIAT evaluation is achieved through the emulation of network traffic (attack 

and background traffic), which is typically seen in a small organisation connected to 

the internet (Athanasiades et al., 2003, p. 65).  What this means is that an IDS under 

evaluation could be placed in between the inside (organisationôs LAN) and outside 

(the internet) network and capture traffic from both sides (Corsini, 2009, p. 38). This 

is exceptionally effective since it reflects the situation in which most IDSs will be 

facing in real life scenarios. 

User input is required only in the first stage of the LARIAT evaluation. During this 

first stage, a user is required to select the ñprofileò required for background and attack 

traffic (Athanasiades et al., 2003, p. 64). In regards to the selection of background 

traffic, this defines the type of environment the evaluation will take place in, along 

with types of attack free traffic such as HTTP, Telnet, SSH and FTP which should be 

generated (Rossey et al., 2002, p. 2673).  The selection of attack traffic profiles 

involves a similar process in that the user will select specific attacks which should run 

against the IDS under evaluation.  Upon selecting background and attack profiles, the 

system will automatically configure the emulated network and begin the process of 

the testing the IDS under evaluation. 

What can be concluded about the LARIAT implementation is that it provides for a 

very sophisticated evaluation method for IDSs. Not only does it allow users to specify 

both background and attack traffic profiles, the environment in which the IDS under 

test is both realistic and in real-time. Unfortunately, there is one major issue LARIAT. 

As stated by Athanasiades et al. (2003), the LARIAT evaluation is part of a United 

States Government funded project and not available for public use (Athanasiades et 

al., 2003, p. 66). 
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2.5.6 Trident  Evaluation 

The main aim of the Trident evaluation is in allowing for variable mix between 

benign and attack traffic (Sommers, Yegneswaran and Barford, 2006, p. 1493). In 

other words, users may specify certain percentages of attack traffic and background 

traffic. As an example, users may specify a test with 10% attack traffic and 90% 

benign traffic to see whether the high level of background traffic will have any 

detrimental effect in the IDSs ability in detecting attacks. 

This is achieved using the Malicious Traffic Composition Environment (MACE), 

written in the Python programming language, which is a tool used for generating 

attacks on a network (Sommers, Yegneswaran and Barford, 2004, p. 83)  and 

Harpoon, a background traffic generator use to  create TCP packet flows and also 

UDP traffic (Sommers & Barford, 2004, p. 68). Both MACE and Harpoon were 

developed during separate periods of time but are used in conjunction for the Trident 

framework (Figure 2.5.5).   

 

 

Figure 2.5.5 ï Trident Framework  (Sommers et al., 2004) 

 

The architecture of MACE consists of four main components: exploit model, 

obfuscation model, propagation model and background traffic model. The exploit 

model consists of attacks which target specific vulnerabilities in a system, the 

obfuscation model is used for insertion/evasion attacks and the propagation model 

dictates the range of targets (in the form of IP address) to attack (Sommers et al., 

2004, p. 83). The forth component, background generation, is optional and used for 

generating background traffic (in the case of the Trident evaluation, Harpoon is the 

program used for this purpose).  The exploit and obfuscation components are the two 

main models which define the types of attack capable on MACE, and these attacks are 

shown in Table 2.5.2. 

 

 

 

 

 


