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2.4.4 Load Balancing 
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2.4.5 Cisco Traffic Anomaly Detector (TAD) 
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2.4.6 CAPTCHA 
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2.5 Conclusions 
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3 Design 

3.1 Introduction 
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3.2 System overview 
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3.3 Apache Module 
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3.4 PHP Module 
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3.5 Design Considerations 
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4 Implementation 

4.1 Introduction 
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4.2 Infrastructure 
1�
�� �
��
��� 
�� ���6�
�
�
�� 
���� ���� �
��
����� 2��� ���
� ���� �������
�� ��
����
������
��� ��
� �����
�� ���� �
�
����
��� ���
��
��� ��� �� ��� 
���
�
��� ��
� ����
��� 
��
�
���
� ��
��� ����� ��
� "����
� �
�� �
��
�� �
��� ��
� #
 �
���
� #����
�� ���� ��
� 020�
���
�� ?"01?2"� �����
� ������ ���� �
�
����
��� ���
� ��� �
� �
�
�
��� ��� ��
� ���
�
�
��
��� "�� �� �
������ ��
� 
������������
� ������ �
� 
� ��
�
��
�� �
��� ����
��
� �
��
����
C�
��
��
������������
�����
��
�
�����
��
�
��
��
� �����
������
����
������������
���
��
��
�
�
���
����
��
�����

4.2.1 Hardware and Software 
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Computer A (1 node)  Computer B (1 node) 
Dedicated 
Processor 0.4GHz  Dedicated 

Processor 1.4GHz 

RAM 256MB  RAM 128MB 

Storage 10GB  Storage 20GB 

NIC 100mbps  NIC 100mbps 
Bandwidth 250GB/month  Bandwidth N/A 
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Computer A (1 node)  Computer B (1 node) 
Operating 
System CentOS 5.4  Operating 

System CentOS 5.4 

Web Server: Apache 2.0.63  Traffic 
Generation Wbox 

Database: MySQL 5.0.81  Browser Firefox 

PHP: PHP 5.2.11  

Resource 
Monitoring: SysStat 9.0.6  

	

4.3 Apache Mitigate.c Module Implementation 
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#include "httpd.h" 
#include "http_config.h" 
#include "http_core.h" 
#include "http_log.h" 
#include "http_protocol.h"  

'���	�������	5���	���
!�	�20	0�
������	

 
#define REQUESTS_PER_MINUTE 3 
#define CAPTCHA_LOCATION   "http://uni.considerit.c o.uk/Captcha.php" 
#define ALLOWED_FILE        "allowed.hosts" 

 
'���	�������	5���	/��������	�����	�������	

4.3.1 HTTP Requests 
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hostname = ap_get_remote_host(r->connection, r->per _dir_config, REMOTE_NAME, NULL); 
 
  if(cl = client_exists(hostname)) 
  { 
    if(!cl->done) 
    { 
      if(++cl->num == REQUESTS_PER_MINUTE) 
      { 
        if(apr_table_get(allowed, hostname)) 
          return DECLINED; 
         
        r->content_type = "text/html"; 
        apr_table_set(r->headers_out, "Location", C APTCHA_LOCATION); 
 
        apr_table_set(allowed, hostname, "1"); 
 
        fprintf(log, "%s\n", hostname); 
         
        return HTTP_TEMPORARY_REDIRECT; 
      } 
    } 
  }  
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4.3.2 Client Exists 
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  current = time(NULL); 
  if(current - last_req > 59) 
    client_purge(); 
  last_req = current; 
  return DECLINED; 
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4.4 Captcha.php Module Implementation 
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<iframe src="http://api.recaptcha.net/noscript?k=6L f3GAkAAAAAALlC4PzWSaOQzPhjgu-
6EGyirjbx" height="300" width="500" frameborder="0" ></iframe> 
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  session_start(); 
  require_once('recaptchalib.php'); 
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      $_SESSION['recaptcha_attempts']++; 
 
      if($_SESSION['recaptcha_attempts'] == 3) 
      { 
        $ip = $_SERVER['REMOTE_ADDR']; 
        file_put_contents('.htaccess', "deny from $ ip\n", FILE_APPEND); 
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4.5 IP Address filtering 
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4.6 Conclusions 
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5 Evaluation 

5.1 Introduction 
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5.2 Test Controls 
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5.4 Multiple Concurrent Hosts 
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5.5 Results Analysis 
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ServerB:~/stuart/wbox # ./wbox uni.considerit.co.uk  
WBOX uni.considerit.co.uk (109.123.66.58) port 80 
0. 200 OK    20,480 bytes    54 ms 
1. 200 OK    20,480 bytes    58 ms 
2. 200 OK    20,480 bytes    48 ms 
3. 200 OK    20,480 bytes    72 ms 
4. 307 Temporary Redirect    (801) bytes    48 ms  
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Sending Rate CPU % Memory % 
1/min 0.1 1 
3/min 0.1 1 
5/min 0.1 1 
10/min 0.4 1 
50/min 0.5 1.1 
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Module Loaded 
1 Host Sending GET 10 times per minute when module limit 5 per 
minute 
 
ServerB:~/stuart/wbox # ./wbox uni.considerit.co.uk  
WBOX uni.considerit.co.uk (109.123.66.58) port 80 
0. 200 OK    20,480 bytes    54 ms 
1. 200 OK    20,480 bytes    58 ms 
2. 200 OK    20,480 bytes    48 ms 
3. 200 OK    20,480 bytes    48 ms 
4. 307 Temporary Redirect    (801) bytes    75 ms 
5. 307 Temporary Redirect    (801) bytes    75 ms  
6. 307 Temporary Redirect    (801) bytes    75 ms 
7. 403 Forbidden    813 bytes    72 ms 
8. 403 Forbidden    813 bytes    72 ms 
9. 403 Forbidden    813 bytes    72 ms 
 
CPU % Usage at 3: 0.1% 
RAM % Usage at 3: 1% 
 
CPU % Usage at 4: 0.3% 
RAM % Usage at 4: 1% 
 
CPU % Usage at 7: 0.1% 
RAM % Usage at 7: 1% 
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5.6 Conclusions 
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Module Loaded 
192.168.0.15  Sending GET 10 times per minute when module limit 5 
per minute (whilst other hosts send same requests) 
 
ServerB:~/stuart/wbox # ./wbox uni.considerit.co.uk  
WBOX uni.considerit.co.uk (109.123.66.58) port 80 
0. 200 OK    20,480 bytes    54 ms 
1. 200 OK    20,480 bytes    68 ms 
2. 200 OK    20,480 bytes    68 ms 
3. 200 OK    20,480 bytes    73 ms 
4. 200 OK    20,480 bytes    68 ms 
5. 200 OK    20,480 bytes    48 ms 
6. 200 OK    20,480 bytes    84 ms 
7. 307 Temporary Redirect    (801) bytes    86 ms 
8. 307 Temporary Redirect    (801) bytes    86 ms 
9. 307 Temporary Redirect    (801) bytes    86 ms 
10. 403 Forbidden    813 bytes    70 ms 
11. 403 Forbidden    813 bytes    70 ms 
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6 Conclusions 

6.1 Thesis Conclusions 
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6.2 Achievement of aims and objectives 
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Appendix 1: Project Overview 
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Appendix 2: Second Formal Review Output 
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Appendix 3: Diary Sheets 

 
Student: Stuart Gilbertson Supervisor: Prof. Bill B uchanan 
 
Date: 04/03/2009  Last  diary date:  N/A 
 
Objectives:  

 
- Changed project from CMS/CRM based software development to an investigation into 

DDoS detection and mitigation. 
- Read paper on Russia mafia//crime syndicates involvements in DDoS 

 
 
 

 

Progress: 

 
Looked into how DDoS works and what benefits the owner of the bots actually receives from 
initiating an attack. 

- Disgruntled Employee attacking employer site 
- Competitor attacking the site to bring more custom to their own 
- Black Mail – demanding payments for the bot net to stop 
- Boredom – children/teenagers taking advantage of the Internet’s open-ness 

 
 
Dealt with live bot-net attacking a web-server in April/May. Logs printed as evidence. Traffic 
graphs, access logs, and location of all attackers. 
 
 

 

Supervisor’s  Comments: 

 
Look for papers related to the classification of DOS threats (Taxonomy of DDoS Attacks and 
DDoS Defence Mechanisms) 
 
Look also for analysis techniques and for defence mechanisms 
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Student: Stuart Gilbertson Supervisor: Prof. Bill B uchanan 
 
Date: 15/04/2009  Last  diary date:  04/03/2009 
 
Objectives:  

 
- Look for more research papers that involve DDoS taxonomies and methods of 

mitigation. Avoid looking at white papers; these are heavily biased towards the 
manufacturer. 

 

 

Progress: 

 
Read more research papers. Signature of NetSky and DDoS from the Inside. 
 
Looked at ReCaptcha as a possible solution for integrating into the final prototype. 
 
 
 
 

 

Supervisor’s  Comments: 

 
 
The taxonomy papers are important in detecting and classifying the threats. Try and use these 
detection/classifications to structure parts of your literature review, such as: Attack methods, 
Propagation techniques, and so on.. 
 
 
 
 
 
 
 



   

04002110   51

Student: Stuart Gilbertson Supervisor: Prof. Bill B uchanan 
 
Date: 07/05/2009  Last  diary date:  15/04/2009 
 
Objectives:  

 
- Research where the main problems lie in DDoS 
- Methods involved in preventing DDoS 
- Netsky-x,y,z Bots 
- Upstream Saturation Investigation 

 
 

 

Progress: 

 
Research concludes that the main problems involved with DDoS are: 

- Upstream Saturation of the ISP 
- Server Daemon being overloaded with requests 
- Other services on the same server being brought down as a result 

 
Netsky bot virus/worm has back-door access to allow the owner to change settings/run 
commands. There is a consensus amongst IT pro’s that this could be a way to stop DDoS from 
these bots (“Hack Back” to the client). Respondign to a DDoS attack with a selective tarpit. 

 

Supervisor’s  Comments: 

 
Have a search for a BotNet architecture and how they operate. 
 
Also look for “Large-scale” attacks such as for Google/Ebay/etc. 
 
Make sure you are up to date on the latest bots. 
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Student: Stuart Gilbertson   Supervisor: Prof. Bill  Buchanan 
 
Date: 11/05/2009  Last  diary date:  07/05/2009 
 
Objectives:  

 
- Outline project scope clearly 
- Investigate recent DDoS Threat (Cornficker) 

 
 

 

Progress: 

 
Research Project Scope Outline: 
 - Research different bot nets and different types of DDoS attack 
 - Reasons for DDoS attacks, why, who, where. 
 - Detecting a DDoS attack. Algorithms for the main ones? 
 - Mitigating a DDoS attack: 
  1) Cisco Firewalls? 
  2) Linux IPTables Firewalls? 
  3) Apache, Lighthttp, Nginx for HTTP attacks? 
  4) Other options/mix of solutions? Customised software? 
  5) Snort? Ethereal? Etc. 
 - Load Balancing options. 

 

Supervisor’s  Comments: 

 
A big part of your project is to define what you will DESIGN, what you will IMPLEMENT and then 
how you will EVALUATE it. 
 
Have a think about the evaluation tools and experiment at this stage. 
 
Look at Host Vs Network detection. 
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Student: Stuart Gilbertson Supervisor: Prof. Bill B uchanan 
 
Date: 18/05/2009  Last  diary date:  11/05/2009 
 
Objectives:  

 
- Legal Implications – developing world, allies, etc. 
- User willingness to open attachments 
- Windows XP SP2 – Efforts to prevent it at the client-side. 

 
 

 

Progress: 

 
It appears that DDoS attacks originate from countries whose IT infrastructure is still in a 
development stage. It is a possibility that these countries where the attacks originate do not have 
proper solutions to inspect the egress traffic as it leaves their networks. 
 
Willingness to open attachments in emails seems to be the main method for infection. Security 
holes and other weaknesses in the operating systems are not necessarily at fault. The nature of 
computers makes it very difficult to prevent clients from being “hijacked”. 
 
Windows XP SP2 has additional features to throttle TCP packets when leaving the local computer. 
This should help to limit the effects a DDoS has on a wide-scale basis. Question: How effective is 
this really going to be? Is there perhaps a link between upgrading your Service Pack and opening 
unknown attachments anyway? 
 

 

Supervisor’s  Comments: 

 
Start developing and/or finding suitable evaluation tools, such as to simulate real traces of botnets. 
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Student: Stuart Gilbertson Supervisor: Prof. Bill B uchanan 
 
Date: 22/05/2009  Last  diary date:  18/05/2009 
 
Objectives:  

 
- Analyse the real log files and traffic graphs from the latest DDoS attack. 
- Look at options for actually creating a test environment for preventing DDoS (UK2 may be 

willing to sponsor it via VPS.net) 
- Interview large corporate bodies in relation to DDoS and what steps they currently take 

if/when they come under attack. 
 
 

 

Progress: 

 
Looked at bot net activity and read research papers in relation to Florida University and their huge 
DDoS attack. 
Will speak to UK2.net about how they manage DDoS. 
 
 
 
 

 

Supervisor’s  Comments: 

 
Good to see that you have real-world traffic. Start to think about analysing it and determining the 
patern of operation. 
 
After this, try to develop a Bot simulator which gives you a basic footprint to detect. 
 
Think about the success rate of your IDS such as false positives, response times and so on. 
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Student: Stuart Gilbertson Supervisor: Prof. Bill B uchanan 
 
Date: 22/05/2009  Last  diary date:  22/05/2009 
 
Objectives:   2 nd Meeting: ONGOING  

 
- Log at log analysis techniques 
- Look at gathering log files for analysis 

 

 

Progress: 

 
Read research papers 
Developed written plan for working schedule 
 
 
 
 

 

Supervisor’s  Comments: 

 
You need to decide whether you want to focus on an offline analyser for your detection system, or 
a real-time detection system.  
 
A real-time will allow you to detect and ban a host while it is accessing the site. So this method 
may be preferential. 
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Student: Stuart Gilbertson Supervisor: Prof. Bill B uchanan 
 
Date: 29/05/2009  Last  diary date:  22/05/2009 
 
Objectives:  

 
- Set up VPS server for testing and evaluation of the prototype 
- Set up host computer 

 

 

Progress: 

 
Analysed log files and noticed patterns in the signatures of the logs. 
Read research papers on Bot Net Taxonomies 
 
 
 
 

 

Supervisor’s  Comments: 

 
 
Try and reflect on the basic signatures for detection and some of the problems that would occur – 
especially for false positives 
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Student: Stuart Gilbertson Supervisor: Prof. Bill B uchanan 
 
Date: 18/06/2009  Last diary date:  29/05/2009 
 
Objectives:  

 
After reading more papers, complete an accurate literature review. 
 

 

Progress: 

Started work on the literature review. Looking at different mitigation methods on the market today 
– Cisco have a solution for this that may be included? 
 
 

 

Supervisor’s  Comments: 

 
 
There are some good taxonomy papers which you should read. Try to look widely at mitigating 
methods which you can discuss in your literature review and then maybe focus on one or two for 
your main evaluation/implementation 
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Student: Stuart Gilbertson Supervisor: Prof. Bill B uchanan 
 
Date: 30/06/2009  Last diary date:  18/06/2009 
 
Objectives:  

 
Start looking at designing the prototype: how will you integrate it with a server? How will you 
receive the requests? Log file analysis? 
 

 

Progress: 

Partially completed literature review. 
Looked at a Log File Daemon type system to read the log files every X seconds. 
This could be beneficial to triggering a block if the IP address appears too many times? 
 
 

 

Supervisor’s  Comments: 

 
 
Good to see you have some code being developed. The speed of detection will relate to how fast 
you can read your logs. What happens if the logs are fairly large; will this slow down the system? 
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Student: Stuart Gilbertson Supervisor: Prof. Bill B uchanan 
 
Date: 08/07/2009  Last diary date:  30/06/2009 
 
Objectives:  

 
How will you report and deny access to an attack? What methods are available and how do they 
achieve this? 
Consider other implications: bandwidth consumption, other servers/services on the same network. 
How will they be affected? 
 

 

Progress: 

 
Log File Daemon might be too resource consuming – Investigated ways of integrating with Apache 
directly (Modules and API). 
 
 
 

 

Supervisor’s  Comments: 

 
 
You need to justify why you are focussing on Apache, and try and create an overall 
design/abstraction for your system. 
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Student: Stuart Gilbertson Supervisor: Prof. Bill B uchanan 
 
Date: 30/07/2009  Last diary date:  08/07/2009 
 
Objectives:  

 
Learn the basics of C and putting together a module using the Apache API Code. 
 

 

Progress: 

Read various websites and C tutorials. Grasped an understanding of how it works and how data is 
stored in memory. 
 
 
 

 

Supervisor’s  Comments: 

 
Make sure you have tested your code fully and that it can be fully evaluated later on. 
 
 
 
 
 
 
 
 

 



   

04002110   61

Student: Stuart Gilbertson Supervisor: Prof. Bill B uchanan 
 
Date: 03/08/2009  Last diary date:  30/07/2009 
 
Objectives:  

 
Restructure the thesis document as shown. Look at including references where possible to all 
work done. 
 
Look at other ways of developing the prototype, not just Apache, what about Microsoft solutions? If 
they are not your choice, why not? What reasons can you give? 
 

 

Progress: 

Looked at ways to mitigate a DDoS using a Cisco Guard XT device 
Looked at mitigating DDoS using DNS and TARPIT 
 
 
 

 

Supervisor’s  Comments: 

 
 
Make sure you have other important areas in the literature review such as Bot V Human section, 
where you can go over other methods which can theoretically be used in a prototype and then be 
critically evaluated. 
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Student: Stuart Gilbertson Supervisor: Prof. Bill B uchanan 
 
Date: 20/08/2009  Last diary date:  03/08/2009 
 
Objectives:  

 
Look at finalising the Literature Review – include an introduction and conclusion where 
appropriate.  
Look towards structuring the design in an academic way – develop models to help a reader 
understand how the individual systems operate. What modules are used? UML Diagrams? 
 

 

Progress: 

 
Developed UML diagram for system overview – Apache > Mitigate Module > Captcha Module. 
 
Developed more detailed diagrams for each individual module. 
 
 
 
 

 

Supervisor’s  Comments: 

 
Try to focus your introductions in providing a context and overall aim with the chapters. The 
conclusion is also important and needs to be reflective about what is being taken forward and what 
is being discussed. 
 
Good to see some formal design and some detail of the design of the modules. 
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Student: Stuart Gilbertson Supervisor: Prof. Bill B uchanan 
 
Date: 01/09/2009  Last diary date:  20/08/2009 
 
Objectives:  

 
Look at finalising the Literature Review – include an introduction and conclusion where 
appropriate.  
Look towards structuring the design in an academic way – develop models to help a reader 
understand how the individual systems operate. What modules are used? UML Diagrams? 
 

 

Progress: 

 
Developed UML diagram for system overview – Apache > Mitigate Module > Captcha Module. 
 
Developed more detailed diagrams for each individual module. 
 
 
 
 

 

Supervisor’s  Comments: 

 
 
You need to reflect on the other methods that could be used instead of Captcha! It is important to 
look widely at the other technologies – even if it’s just to confirm the choice you have made is 
correct. 
 
Also pull out some code snippets to support your implementation stages and explain in some 
detail what is going on. 
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Student: Stuart Gilbertson Supervisor: Prof. Bill B uchanan 
 
Date: 08/09/2009  Last diary date:  01/09/2009 
 
Objectives:  

 
Narrow down the project title. 
Look at completing the design stages – what areas have you found could be improved? What 
issues are you going to have? 
 
The design stage might have opened up new issues, are these now addressed in the Literature 
Review? 
 

 

Progress: 

 
Project aim and title now specifically targeting HTTP-based attacks. Need to include Captcha and 
Google information in literature review to make reader aware of these. 
Background information needs added to Lit Review. 
 
Design stage shows some key problems that may occur; review of these in Lit Review will be 
done. 
 
 

 

Supervisor’s  Comments: 

 
Also start to think clearly about the overall aim as you will need to decide how well you’ve 
achieved. If you make it too wide, it might be difficult to justify that the end result matches the aim. 
 
Also, think about the title and make sure it reflects the thesis contained. 
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Student: Stuart Gilbertson Supervisor: Prof. Bill B uchanan 
 
Date: 04/10/2009  Last diary date:  08/09/2009 
 
Objectives:  

 
Look at finalising the design and start planning how to evaluate the prototype. 
 
Does the prototype work? Does it work under stress? What situations will it work well and what 
situations will it not?  
 
How quickly does the server respond without it, how quickly does it respond with it? What happens 
with more than one host attacking at a time (Distributed DOS). 
 

 

Progress: 

 
Looked at ways to evaluate.  
Researching software solutions to help me evaluate the prototype. 
 
Decide on the evaluation thresholds – what is a useful part to test? Why? 
 
 
 
 

 

Supervisor’s  Comments: 

 
Look at evaluation strategies such as black box, white box, and so on. 
 
Look at defining your evaluation properly. Look at the key variables for the experiment and how 
you will time the server’s response. 
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Appendix 4: DoS Vulnerability in httpdx Web Server 1.4 

# httpdx Web Server 1.4 'Host Header' Remote Format  String Denial of 
Service PoC 
#  
# Coded by Pankaj Kohli 
# http://www.pank4j.com 
# 
# httpdx web server 1.4 is vulnerable to a remote f ormat string  
# vulnerability through the Host header. 
# The vulnerability lies in httpd_src/http.cpp in h _readrequest() :  
# snprintf(temp[1],MAX,client->host); 
# 
 
use LWP; 
 
(($target = $ARGV[0]) && ($port = $ARGV[1])) || die  "Usage: $0 <target> 
<port> \n"; 
 
my $ua = new LWP::UserAgent; 
print "Connecting to $target on port $port\n"; 
my $request = new HTTP::Request('GET', "http://" . $target . ":" . $port); 
print "Sending evil header \n"; 
my $host_header =  "%s"x32; 
$request->header('Host', $host_header); my $respons e = $ua-
>request($request); 
 
if ($response->is_success) { print "DoS Failed \n" } 
else { print "DoS Successful \n" }  
 
# milw0rm.com [2009-09-14] 
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Appendix 5: Log Files from Live DDoS Attack 

78.163.62.149 - - [06/May/2009:09:46:35 +0100] "GET  / HTTP/1.1" 200 16955 "-" "Mozilla/5.0 (Windows; U ; Windows NT 5.1; ru; 
rv:1.8.1.1) Gecko/20061204 Firefox/2.0.0.1" 
78.163.62.149 - - [06/May/2009:09:46:35 +0100] "GET  / HTTP/1.1" 301 237 "-" "Mozilla/5.0 (Windows; U; Windows NT 5.1; ru; 
rv:1.8.1.1) Gecko/20061204 Firefox/2.0.0.1" 
78.163.62.149 - - [06/May/2009:09:46:38 +0100] "GET  / HTTP/1.1" 200 16955 "-" "Mozilla/5.0 (Windows; U ; Windows NT 5.1; ru; 
rv:1.8.1.1) Gecko/20061204 Firefox/2.0.0.1" 
78.163.62.149 - - [06/May/2009:09:46:39 +0100] "GET  / HTTP/1.1" 200 16955 "-" "Mozilla/5.0 (Windows; U ; Windows NT 5.1; ru; 
rv:1.8.1.1) Gecko/20061204 Firefox/2.0.0.1" 
78.163.62.149 - - [06/May/2009:09:46:41 +0100] "GET  / HTTP/1.1" 301 237 "-" "Mozilla/5.0 (Windows; U; Windows NT 5.1; ru; 
rv:1.8.1.1) Gecko/20061204 Firefox/2.0.0.1" 
78.163.62.149 - - [06/May/2009:09:46:41 +0100] "GET  / HTTP/1.1" 301 237 "-" "Mozilla/5.0 (Windows; U; Windows NT 5.1; ru; 
rv:1.8.1.1) Gecko/20061204 Firefox/2.0.0.1" 
78.163.62.149 - - [06/May/2009:09:46:41 +0100] "GET  / HTTP/1.1" 301 237 "-" "Mozilla/5.0 (Windows; U; Windows NT 5.1; ru; 
rv:1.8.1.1) Gecko/20061204 Firefox/2.0.0.1" 
78.163.62.149 - - [06/May/2009:09:46:42 +0100] "GET  / HTTP/1.1" 301 237 "-" "Mozilla/5.0 (Windows; U; Windows NT 5.1; ru; 
rv:1.8.1.1) Gecko/20061204 Firefox/2.0.0.1" 
78.163.62.149 - - [06/May/2009:09:46:42 +0100] "GET  / HTTP/1.1" 301 237 "-" "Mozilla/5.0 (Windows; U; Windows NT 5.1; ru; 
rv:1.8.1.1) Gecko/20061204 Firefox/2.0.0.1" 
78.163.62.149 - - [06/May/2009:09:46:43 +0100] "GET  / HTTP/1.1" 301 237 "-" "Mozilla/5.0 (Windows; U; Windows NT 5.1; ru; 
rv:1.8.1.1) Gecko/20061204 Firefox/2.0.0.1" 
78.163.62.149 - - [06/May/2009:09:46:43 +0100] "GET  / HTTP/1.1" 301 237 "-" "Mozilla/5.0 (Windows; U; Windows NT 5.1; ru; 
rv:1.8.1.1) Gecko/20061204 Firefox/2.0.0.1" 
78.163.62.149 - - [06/May/2009:09:46:53 +0100] "GET  / HTTP/1.1" 301 237 "-" "Mozilla/5.0 (Windows; U; Windows NT 5.1; ru; 
rv:1.8.1.1) Gecko/20061204 Firefox/2.0.0.1" 
78.163.62.149 - - [06/May/2009:09:46:56 +0100] "GET  / HTTP/1.1" 301 237 "-" "Mozilla/5.0 (Windows; U; Windows NT 5.1; ru; 
rv:1.8.1.1) Gecko/20061204 Firefox/2.0.0.1" 
78.163.62.149 - - [06/May/2009:09:46:56 +0100] "GET  / HTTP/1.1" 500 358 "-" "Mozilla/5.0 (Windows; U; Windows NT 5.1; ru; 
rv:1.8.1.1) Gecko/20061204 Firefox/2.0.0.1" 
78.163.62.149 - - [06/May/2009:09:46:56 +0100] "GET  / HTTP/1.1" 500 358 "-" "Mozilla/5.0 (Windows; U; Windows NT 5.1; ru; 
rv:1.8.1.1) Gecko/20061204 Firefox/2.0.0.1" 
78.163.62.149 - - [06/May/2009:09:46:57 +0100] "GET  / HTTP/1.1" 301 237 "-" "Mozilla/5.0 (Windows; U; Windows NT 5.1; ru; 
rv:1.8.1.1) Gecko/20061204 Firefox/2.0.0.1" 
78.163.62.149 - - [06/May/2009:09:46:57 +0100] "GET  / HTTP/1.1" 500 358 "-" "Mozilla/5.0 (Windows; U; Windows NT 5.1; ru; 
rv:1.8.1.1) Gecko/20061204 Firefox/2.0.0.1" 
78.163.62.149 - - [06/May/2009:09:47:04 +0100] "GET  / HTTP/1.1" 500 358 "-" "Mozilla/5.0 (Windows; U; Windows NT 5.1; ru; 
rv:1.8.1.1) Gecko/20061204 Firefox/2.0.0.1" 
78.163.62.149 - - [06/May/2009:09:47:08 +0100] "GET  / HTTP/1.1" 500 358 "-" "Mozilla/5.0 (Windows; U; Windows NT 5.1; ru; 
rv:1.8.1.1) Gecko/20061204 Firefox/2.0.0.1" 
78.163.62.149 - - [06/May/2009:09:47:09 +0100] "GET  / HTTP/1.1" 301 237 "-" "Mozilla/5.0 (Windows; U; Windows NT 5.1; ru; 
rv:1.8.1.1) Gecko/20061204 Firefox/2.0.0.1" 
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78.163.62.149 - - [06/May/2009:09:47:12 +0100] "GET  / HTTP/1.1" 301 237 "-" "Mozilla/5.0 (Windows; U; Windows NT 5.1; ru; 
rv:1.8.1.1) Gecko/20061204 Firefox/2.0.0.1" 
78.163.62.149 - - [06/May/2009:09:47:16 +0100] "GET  / HTTP/1.1" 500 358 "-" "Mozilla/5.0 (Windows; U; Windows NT 5.1; ru; 
rv:1.8.1.1) Gecko/20061204 Firefox/2.0.0.1" 
78.163.62.149 - - [06/May/2009:09:47:16 +0100] "GET  / HTTP/1.1" 500 358 "-" "Mozilla/5.0 (Windows; U; Windows NT 5.1; ru; 
rv:1.8.1.1) Gecko/20061204 Firefox/2.0.0.1" 
78.163.62.149 - - [06/May/2009:09:47:17 +0100] "GET  / HTTP/1.1" 301 237 "-" "Mozilla/5.0 (Windows; U; Windows NT 5.1; ru; 
rv:1.8.1.1) Gecko/20061204 Firefox/2.0.0.1" 
78.163.62.149 - - [06/May/2009:09:47:17 +0100] "GET  / HTTP/1.1" 500 358 "-" "Mozilla/5.0 (Windows; U; Windows NT 5.1; ru; 
rv:1.8.1.1) Gecko/20061204 Firefox/2.0.0.1" 
78.163.62.149 - - [06/May/2009:09:47:18 +0100] "GET  / HTTP/1.1" 500 358 "-" "Mozilla/5.0 (Windows; U; Windows NT 5.1; ru; 
rv:1.8.1.1) Gecko/20061204 Firefox/2.0.0.1" 
78.163.62.149 - - [06/May/2009:09:47:18 +0100] "GET  / HTTP/1.1" 500 358 "-" "Mozilla/5.0 (Windows; U; Windows NT 5.1; ru; 
rv:1.8.1.1) Gecko/20061204 Firefox/2.0.0.1" 
78.163.62.149 - - [06/May/2009:09:47:21 +0100] "GET  / HTTP/1.1" 301 237 "-" "Mozilla/5.0 (Windows; U; Windows NT 5.1; ru; 
rv:1.8.1.1) Gecko/20061204 Firefox/2.0.0.1" 
78.163.62.149 - - [06/May/2009:09:47:21 +0100] "GET  / HTTP/1.1" 500 358 "-" "Mozilla/5.0 (Windows; U; Windows NT 5.1; ru; 
rv:1.8.1.1) Gecko/20061204 Firefox/2.0.0.1" 
78.163.62.149 - - [06/May/2009:09:47:26 +0100] "GET  / HTTP/1.1" 301 237 "-" "Mozilla/5.0 (Windows; U; Windows NT 5.1; ru; 
rv:1.8.1.1) Gecko/20061204 Firefox/2.0.0.1" 
78.163.62.149 - - [06/May/2009:09:47:26 +0100] "GET  / HTTP/1.1" 500 358 "-" "Mozilla/5.0 (Windows; U; Windows NT 5.1; ru; 
rv:1.8.1.1) Gecko/20061204 Firefox/2.0.0.1" 
78.163.62.149 - - [06/May/2009:09:47:27 +0100] "GET  / HTTP/1.1" 301 237 "-" "Mozilla/5.0 (Windows; U; Windows NT 5.1; ru; 
rv:1.8.1.1) Gecko/20061204 Firefox/2.0.0.1" 
78.163.62.149 - - [06/May/2009:09:47:27 +0100] "GET  / HTTP/1.1" 500 358 "-" "Mozilla/5.0 (Windows; U; Windows NT 5.1; ru; 
rv:1.8.1.1) Gecko/20061204 Firefox/2.0.0.1" 
78.163.62.149 - - [06/May/2009:09:47:30 +0100] "GET  / HTTP/1.1" 500 358 "-" "Mozilla/5.0 (Windows; U; Windows NT 5.1; ru; 
rv:1.8.1.1) Gecko/20061204 Firefox/2.0.0.1" 
78.163.62.149 - - [06/May/2009:09:47:32 +0100] "GET  / HTTP/1.1" 500 358 "-" "Mozilla/5.0 (Windows; U; Windows NT 5.1; ru; 
rv:1.8.1.1) Gecko/20061204 Firefox/2.0.0.1" 
78.163.62.149 - - [06/May/2009:09:47:36 +0100] "GET  / HTTP/1.1" 301 237 "-" "Mozilla/5.0 (Windows; U; Windows NT 5.1; ru; 
rv:1.8.1.1) Gecko/20061204 Firefox/2.0.0.1" 
78.163.62.149 - - [06/May/2009:09:47:41 +0100] "GET  / HTTP/1.1" 301 237 "-" "Mozilla/5.0 (Windows; U; Windows NT 5.1; ru; 
rv:1.8.1.1) Gecko/20061204 Firefox/2.0.0.1" 
78.163.62.149 - - [06/May/2009:09:47:41 +0100] "GET  / HTTP/1.1" 301 237 "-" "Mozilla/5.0 (Windows; U; Windows NT 5.1; ru; 
rv:1.8.1.1) Gecko/20061204 Firefox/2.0.0.1" 
78.163.62.149 - - [06/May/2009:09:47:41 +0100] "GET  / HTTP/1.1" 301 237 "-" "Mozilla/5.0 (Windows; U; Windows NT 5.1; ru; 
rv:1.8.1.1) Gecko/20061204 Firefox/2.0.0.1" 
78.163.62.149 - - [06/May/2009:09:47:50 +0100] "GET  / HTTP/1.1" 500 358 "-" "Mozilla/5.0 (Windows; U; Windows NT 5.1; ru; 
rv:1.8.1.1) Gecko/20061204 Firefox/2.0.0.1" 
78.163.62.149 - - [06/May/2009:09:47:53 +0100] "GET  / HTTP/1.1" 500 358 "-" "Mozilla/5.0 (Windows; U; Windows NT 5.1; ru; 
rv:1.8.1.1) Gecko/20061204 Firefox/2.0.0.1" 
78.163.62.149 - - [06/May/2009:09:47:54 +0100] "GET  / HTTP/1.1" 301 237 "-" "Mozilla/5.0 (Windows; U; Windows NT 5.1; ru; 
rv:1.8.1.1) Gecko/20061204 Firefox/2.0.0.1" 
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Appendix 6: Source Code for Apache Module 

/* These includes let us access the HTTPd API */ 
#include "httpd.h" 
#include "http_config.h" 
#include "http_core.h" 
#include "http_log.h" 
#include "http_protocol.h" 
 
#include <time.h> 
 
/* Some variable defines that can be changed */ 
#define REQUESTS_PER_MINUTE 3 
#define CAPTCHA_LOCATION    "http://uni.considerit. co.uk/Captcha.php" 
#define ALLOWED_FILE        "/usr/local/apache/allo wed.hosts" 
 
/* Declare module name to httpd core (Tutorial 2 of  
http://threebit.net/tutorials/apache2_modules/tut2/ tutorial2.html */ 
module AP_MODULE_DECLARE_DATA mitigate_module; 
 
/* Linked list for managing client connection data.  */ 
struct client 
{ 
  int            num, done; 
  time_t         begin_time; 
  char          *name; 
  struct client *prev, *next; 
}; 
 
struct client *clients; 
struct client *last; 
apr_table_t *allowed; 
time_t last_req = 0; 
 
/* Add a client. */ 
void client_add(const char *hostname) 
{ 
  /* If we have an empty list.. */ 
  if(!last) 
  { 
    last = clients = malloc(sizeof(*last)); 
    last->prev = NULL; 
  } 
 
  /* Otherwise: */ 
  else 
  { 
    last->next = malloc(sizeof(*last->next)); 
    last->next->prev = last; 
    last = last->next; 
  } 
 
  /* Populate new entry. */ 
  last->done       = 0; 
  last->num        = 1; 
  last->begin_time = time(NULL); 
  last->next       = NULL; 
  last->name       = malloc(strlen(hostname)); 
  strcpy(last->name, hostname); 
} 
 
/* Check to see if a hostname exists within the lat est clients. 
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 * If so, return that client. */ 
struct client *client_exists(const char *hostname) 
{ 
  struct client *tmp; 
 
  /* Iterate over every client in the list. */ 
  for(tmp = clients; tmp; tmp = tmp->next) 
    if(strcmp(tmp->name, hostname) == 0) 
      break; 
 
  return tmp; 
} 
 
/* Purge clients that haven't exceeded the limit. * / 
void client_purge() 
{ 
  struct client *tmp; 
  time_t current = time(NULL); 
 
  for(tmp = clients; tmp; tmp = tmp->next) 
  { 
    /* Remove client if it has been in the list for  more than 59 seconds. 
*/ 
    if(current - tmp->begin_time > 59) 
    { 
      struct client *to_free; 
 
      /* Free its hostname. */ 
      free(tmp->name); 
 
      /* Remove reference to client. */ 
      to_free = tmp; 
      tmp = tmp->prev; 
      tmp->next = to_free->next; 
 
      /* Free client. */ 
      free(to_free); 
    } 
  } 
} 
 
/* Handler for HTTP requests. */ 
static int mitigate_handler(request_rec *r) 
{ 
  struct client *cl; 
  const char *hostname; 
  time_t      current; 
 
  hostname = ap_get_remote_host(r->connection, r->p er_dir_config, 
REMOTE_NAME, NULL); 
 
  /* Skip if client is already in allow list. */ 
  if(apr_table_get(allowed, hostname)) 
    return DECLINED; 
 
  /* Check if we already have the hostname in the c lient list. */ 
  if(cl = client_exists(hostname)) 
  { 
    /* Increment request amount and redirect if app licable. */ 
    if(!cl->done) 
    { 
      if(++cl->num == REQUESTS_PER_MINUTE) 
      { 
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        r->content_type = "text/html"; 
        apr_table_set(r->headers_out, "Location", C APTCHA_LOCATION); 
        apr_table_set(allowed, hostname, "1"); 
        return HTTP_TEMPORARY_REDIRECT; 
      } 
    } 
  } 
 
  /* Otherwise, add the client in. */ 
  else 
    client_add(hostname);   
 
  /* Purge old requests every minute (or latest req uest). */ 
  current = time(NULL); 
  if(current - last_req > 59) 
    client_purge(); 
  last_req = current; 
 
  return DECLINED; 
} 
 
/* Callback function to declare what other function s 
 * should be called for request processing. */ 
static void mitigate_hooks(apr_pool_t *p) 
{ 
  FILE *in; 
  char line[256]; 
 
  /* Create table of allowed hosts. */ 
  allowed = apr_table_make(p, 0); 
 
  /* Open file and scan in hosts. */ 
  in = fopen(ALLOWED_FILE, "r"); 
  if(in) 
  { 
    while(fgets(line, sizeof line, in)) 
      apr_table_set(allowed, line, "1"); 
    fclose(in); 
  } 
 
  ap_hook_post_read_request(mitigate_handler, NULL,  NULL, APR_HOOK_FIRST); 
} 
 
/* Module information. */ 
module AP_MODULE_DECLARE_DATA mitigate_module = 
{ 
  STANDARD20_MODULE_STUFF, 
  NULL,           /* Per-directory configuration cr eator. */ 
  NULL,           /* Directory configuration merger .      */ 
  NULL,           /* Server configuration creator.        */ 
  NULL,           /* Server configuration merger.         */ 
  NULL,           /* Command table.                       */ 
  mitigate_hooks, /* Hook installer.                      */ 
}; 
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Appendix 7: Source Code for Captcha.php Module 

<?php 
 
  session_start(); 
 
  // include the public library from reCAPTCHA 
  require_once('reCAPTCHAlib.php'); 
 
  // Get a key from http://reCAPTCHA.net/api/getkey  
  $publickey  = '6Lf3GAkAAAAAALlC4PzWSaOQzPhjgu-6EG yirjbx'; 
 
  // allowed attempts 
  $attempts   = 3; 
  $privatekey = '6Lf3GAkAAAAAAD6skRsUIqfOVHp9QT8Rjh 13YCQB'; 
 
  if(!isset($_SESSION['reCAPTCHA_attempts'])) 
  { 
    $_SESSION['reCAPTCHA_attempts'] = 0; 
  } 
 
  $resp  = null; 
  $error = null; 
 
  if(isset($_POST['reCAPTCHA_response_field'])) 
  { 
    $resp = reCAPTCHA_check_answer($privatekey, 
            $_SERVER['REMOTE_ADDR'], 
            $_POST['reCAPTCHA_challenge_field'], 
            $_POST['reCAPTCHA_response_field']); 
 
    if($resp->is_valid) 
    { 
      echo 'success!'; 
    } 
    else 
    { 
      $error = $resp->error; 
      $_SESSION['reCAPTCHA_attempts']++; 
 
      if($_SESSION['reCAPTCHA_attempts'] == 3) 
      { 
        $ip = $_SERVER['REMOTE_ADDR']; 
        file_put_contents('.htaccess', "deny from $ ip\n", FILE_APPEND); 
        exit; 
      } 
  } 
} 
?> 
<html> 
  <body> 
    <form action="" method="post"> 
<?php echo reCAPTCHA_get_html($publickey, $error) ? > 
    <br/> 
    <input type="submit" value="submit" /> 
    </form> 
  </body> 
</html> 
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Appendix 8: Protocols and Response Codes 
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307 Temporary Redirect (since HTTP/1.1) 
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